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A. Requirement:
Informational Self-Determination
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“If anonymity of data is not entirely
certain [...] individuals could be
deprived of their autonomy (self-
determination) and could be object to
the will and control of others.”

BverfGE 61, 1 (101)
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1st Principle:
Purpose Binding
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2nd Principle:
Deletion and Minimization of Data
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3rd Principle:
Consent
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“Sites should ask for identifying
information, when there is some valid and
defensible reason to do so. They should
always ask for the minimum possible.
They should keep it for the shortest
possible time.”

Kim Cameron, Microsoft
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Other principles:

Access to data,
Right to correction and deletion
Transparency
etc.
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B. Towards a Solution:
Privacy Rights and Identity

Management in Europe

The PRIME-Project
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The PRIME Approach

In the Information
Society, users can
act and interact in
a safe and secure
way while retaining
control of their
private sphere.
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Unabhängiges Landeszentrum
für Datenschutz, D

Technische Universität Dresden, D
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Hewlett-Packard, UK

Karlstads Universitet, S

JRC / IPSC Ispra, I,

 Università di Milano, I

Centre National de la
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PRIME Vision

• Design starting from maximum privacy

• System usage governed by explicit privacy rules

• Privacy rules must be enforced, not just stated

• Trustworthy privacy enforcement

• Easy and intuitive abstractions
of privacy for users

• Privacy integrated with applications
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Some core Elements of PRIME

Data Minimization I: Onion Coffee
Data Minimization II: Partial Identities
Data Minimization III: Anonymous  Credentials
Purpose Binding: Policies
Consent I: Purpose description
Consent II: Reputation Mechanisms
Right to Access and Trasperancy: Data Track
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Data Minimization I:
OnionCoffee
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From: ISO/IEC 7498-1

Reducing Complexity

No PII available



30 September 2007, Lucerne, Switzerland
International
Telecommunication
Union

 
 

 

Data Minimization II:
Partial Identities

(Functional Differentiation)
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Slide by Jan Camenisch, IBM Research Zürich

showing a
credential ...

Using identity mixer, user can transform token
into a new one that, however, still verifies  w.r.t.
original signer's public key

containing “age > 20”

Data Minimization III:
Anonymous  Credentials
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Purpose binding: Policies
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Slide by Dieter Sommer, IBM Research Zürich
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Consent I: Purpose description
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From Annex to Oppion 100 of Art. 29 Working Party
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Generic
Reputation Area

Consent II:
Reputation Mechanisms
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Right to Access and Trasperancy:
Data Track



30 September 2007, Lucerne, Switzerland
International
Telecommunication
Union

 
 

 

Prototype:
Location Based Systems



30 September 2007, Lucerne, Switzerland
International
Telecommunication
Union

 
 

 

Jan Schallaböck
LD103@datenschutzzentrum.de
Regards and copyright attribution go to:

Jan Camenisch and Dieter Sommer, IBM
The Electronic Frontier Foundation
Article 29 Working Party
Kim Cameron, Microsoft
ISO

The PRIME project receives research funding
from the Community’s Sixth Framework
Programme and the Swiss Federal Office for
Education and Science.

Thank you for your attention!


