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operational controls, risk assessment and management frameworks, and in turn to compliance 

standards.   

  

 What Comprises Cloud Computing? 
  

The earlier version of the Cloud Security Alliance’s guidance featured definitions that were 

written prior to the published work of the scientists at the U.S. National Institute of Standards and 

Technology (NIST) and their efforts around defining cloud computing.   

 

NIST’s publication is generally well accepted, and we have chosen to align with the NIST 

Working Definition of cloud computing (version 15 as of this writing) to bring coherence and 

consensus around a common language so we can focus on use cases rather than semantic nuance. 

 

It is important to note that this guide is intended to be broadly usable and applicable to 

organizations globally. While NIST is a U.S. government organization, the selection of this 

reference model should not be interpreted to suggest the exclusion of other points of view or 

geographies.   

 

NIST defines cloud computing by describing five essential characteristics, three cloud service 

models, and four cloud deployment models.  They are summarized in visual form in figure 1 and 

explained in detail below. 

 

 
Figure 1 - NIST Visual Model of Cloud Computing Definition 
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Figure 2 - Multi-Tenancy 

 
From a provider’s perspective, multi-tenancy suggests an architectural and design approach to 

enable economies of scale, availability, management, segmentation, isolation, and operational 

efficiency; leveraging shared infrastructure, data, metadata, services, and applications across 

many different consumers. 

 

Multi-tenancy can also take on different 

definitions depending upon the cloud service 

model of the provider; inasmuch as it may 

entail enabling the capabilities described above 

at the infrastructure, database, or application 

levels.  An example would be the difference 

between an IaaS and SaaS multi-tenant 

implementation. 

 

Cloud deployment models place different 

importance on multi-tenancy.  However, even 

in the case of a private cloud, a single 

organization may have a multitude of third 

party consultants and contractors, as well as a 

desire for a high degree of logical separation 

between business units.  Thus multi-tenancy 

concerns should always be considered.  

 

 Cloud Reference Model  
 

Understanding the relationships and 

dependencies between Cloud Computing 

models is critical to understanding Cloud 

Computing security risks. IaaS is the 

foundation of all cloud services, with PaaS 

building upon IaaS, and SaaS in turn building 

upon PaaS as described in the Cloud Reference 

Model diagram. In this way, just as capabilities 

are inherited, so are information security issues 

and risk.  It is important to note that 

Figure - Cloud Reference Model 
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 Figure 6 - Mapping the Cloud Model to the Security Control & Compliance Model 

Once this gap analysis is complete, per the requirements of any regulatory or other compliance 

mandates, it becomes much easier to determine what needs to be done in order to feed back into a 

risk assessment framework; this, in turn, helps to determine how the gaps and ultimately risk 

should be addressed: accepted, transferred, or mitigated.  

It is important to note that the use of cloud computing as an operational model does not inherently 

provide for or prevent achieving compliance.  The ability to comply with any requirement is a 

direct result of the service and deployment model utilized and the design, deployment, and 

management of the resources in scope. 

For an excellent overview of control frameworks which provides good illustrations of the generic 

control framework alluded to above, see the Open Security Architecture Group’s
 
‘landscape’ of 

security architecture patterns documentation, or the always useful and recently updated NIST 

800-53 revision 3 Recommended Security Controls for Federal Information Systems and 

Organizations security control catalogue. 

  

 What Is Security for Cloud Computing?  

Security controls in cloud computing are, for the most part, no different than security controls in 

any IT environment.  However, because of the cloud service models employed, the operational 

models, and the technologies used to enable cloud services, cloud computing may present 

different risks to an organization than traditional IT solutions. 

Cloud computing is about gracefully losing control while maintaining accountability even if the 

operational responsibility falls upon one or more third parties. 
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Cloud Architecture domain
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Methodology needed

• Trusted service cloud

• Service methodology merged with security 
methodology

• Standards reuse
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NGOSS Methodology

• M.3050.0-4 eTOM

• M.3190 Shared Information and Data (SID)

• Role models, stakeholders

• TNA - Technology Neutral Architecture

• Business view ➔ System view ➔ 
Implementation view ➔ Performance view
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Simple rule of thumb

Standards reusability is the only way to cope 
with the complexity spell.
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Thank you!
 vbelenkovich@gmail.com

Skype: vbelenkovich

Thursday, April 15, 2010

mailto:vbelenkovich@gmail.com
mailto:vbelenkovich@gmail.com

