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History of Identity

M anagem en-t

— Liberty Alliance seem s only to take off

th e enterprise area, due to the com plexity

(m ost offerings are from =enterprise -
softw are vendors)

— O penlID filled the gap for m any service
providers who wanted an easy and fast
way for Single Sign O n

”

— O penliID is from +the “W eb i.e . does not
support typical telco-protocols like
D iam eter

— If operators wanted to be able to offer

th eir high quality authentication to service

providers a sim ple and efficient way of
interw orking was needed

— Interw orking should not require m ajor

czoioneisch anges to the ope:rator netw ork or oNOKIA
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Usage - W ho uses and

Ssupports O penlID?

— Somwe O penlID Provider & S ervices
* Google, NTT DoCoMo, Flickr, Yahoo!,
M icrosoft, AOL, Verisign, Facebook,
W ikitravel, Slashdot, W orldpress, IB M ,
PayPal, New York Times, SAP, Orange
France, MySpace, Blogger, Blogline s,
Blogspot, LivedJdJournal, Citi, W ave
System s, ..

— Goverm ental usage of O penlD

+US G overnment has a Pilot Project on
O penliID

«Japanese government

* OpenlID .ee (Estonia), openid.vrm .It
(Lith uania )

— S ource s:

http ://en .w ikipedia.org/w iki/List of O penlD providers

http ://en .w ikipedia.org/w iki/C ategory:lnternet services S upporti
ng O penlD

http ://openid.net/government/

cr010 Nokia ° http ://openidgerm any.de/2 0a07/09/25/e rster-groser-telc ONDKIA

unterstutzt-openid/

h ttn "//ec nre adone nid orao/provider-com b aricn n /


http://en.wikipedia.org/wiki/List_of_OpenID_providers
http://en.wikipedia.org/wiki/Category:Internet_services_supporting_OpenID
http://en.wikipedia.org/wiki/Category:Internet_services_supporting_OpenID
http://openid.net/government/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://openidgermany.de/2007/09/25/erster-groser-telco-unterstutzt-openid/
http://spreadopenid.org/provider-comparison/
http://spreadopenid.org/provider-comparison/
http://spreadopenid.org/provider-comparison/

O penlID and A uthentication

* OpenlID authorizes requests to application
servers (R elying P arties = R P s) by redirecting
them to an O penliID Identity Provider (O P ).

* O penlID intentionally leaves the authentication
protocol betw een client and OP unspecified.

e The choice of authentication protocol depends,
among other factors, on the available credentials.

- For clients on - or with access to - a 3G P P -
com pliant mobile phone, USIM s are a sensible
choice for the SS O credentials as they allow
operators to leverage their subscriber databases.

- USIM s are used in authentication with one of
the variants of the AKA protocol. As client and O P
com m unicate over HTTWP, the obvious choiceNaKlA

seem s one of the tw o versio s of HTTWP D igest
IC O N F <tatus /M oe/2010-



3GPP TR 33.924 OpenliD and
G eneric B ootstrapping

A rchitecture (G B A ) Interw orking

— O utlines the re-usage of cellular authentication
for Single Sign On (ldentity M anagement) using

O penlID for web browsing authentication
— Tw o variants

* User brow sing with the sam e device as he is
authenticating with (P C with U S B stick w hich
contains UICC or phone with U IC C ).

- User browsing with P C and using his phone for

(th ere

authenticatioc several s -variants are

ork or local
e P C)

outlined perator netw

conne¢d:! Seevricicc eand t
A uthenticati

; NOKIA



W hy com bine O penliID with

G B A ?
— No open third party interface to HS S [/
H LR

— No need for service provider to support

telecom m unication specific protocols

— M inim izing load on HSS by re-usage of

A uthentication Vectors

— Key separation for different service (no

one falls, all fall)

— G B A can also be used for other services
and not only for IdM , som e operators

have already a G B A credential server

(B SF - Bootstrapping Server Function)
- W orks with SIM , USIM , ISIM <cards (also
croionevdd 3G P P 2 standard.exist) NOKIA

1 - - 0l v o~ om oA ., P R [ | I~ .. v v e Py n em oo s em oA o wa e



W e want IdM 1light and fast!

* In the first m om ent GBA Ilooks big, but the actual

functions are light if used for a I|Iim ited purpose e.g.
an web server can be turned into a NAF by adding
a library containing less then 1000 Ilines of code.

*The G BA softw are in the phone is highly sensitive
since it accesses the smart card. The access is
controlled and secured. This is not som ething that
can be just cobbled together in a couple of weeks.
Remember this is S§SS O , if this is not secured, m any
user accounts are com promised. O penlID protocol
runs from the browser and should not have direct
UICC card access.

*G B A enabled phones are shipped and in the
m arket (all S60 phones that are currently shipped).

*N O point in inventing the wheel twice, this works, is
secured and available, better to build on it, then to
start from scratch. It took 8 years for G B A to take

o't ,"n"ave you that much tim é to w ait for an NOKIA

alte rn ative ?



O verview of O penlID -G B A

In terw o rking

- 3G PP Rel-9 introduced a technical report
TR 33.924 for GBA - OpenliD interw orking,
also called O penlID Identity M anagem ent
Interw orking

— Describes how the UICC -based keys can
be used as a baseline for application
security and Single-Sign O n in
com bination with G eneric Bootstrapping
A rchitecture

— Tw o m ain variants

he term inal thatis used for brow sing is
ls o the one that authenticates contain s
ls o the U IC C

he term inal thatis used for brow sing is
ifferent then the one used for
uthentication (e.g. PC & phone). In this
ariant there are several scenarios,

epending on the conne-ction type NOKIA
etw een phone & PZC

©2010 Nokia
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O perator
N etw ork HSS
7 —— 7n HTTP &
DH Protocol
v
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1
/ ! :
. |
- Collocation of BSFI/N AF /0O p UalUpa ; HTTPS —
. . — Ub ' HTTPS
Turns interfaces into infern al : |
. |
Function calls : I
. |
- BSF still there to previent too I I
|
m any calls to HS S | :
I
—————————— —’
F- Bootstrapping Server Function (G B A c&\edentialserver) UE
F- Netw ork Application Function (library interface towards BS F) Browsing and Authenticating
- Authenticating Agent (device holding UIC C ) . .
- Browsing Agent (browser) w ith th e sam e device
- Relaying Party (service wanting user authentication)
- OpenlID Provider (identity provider)
F - Subscriber Location Function (locates right HS S for this user, only needed in large netw orks)
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N etw ork Convergencte

* M any operators run fixed and
m obile netw ork and would Ilike to
utilize one backend for their identity

m anagement system

- Large range of I MS endpoints do
N OT have a smartcard, but still
w ould benefit from an operator

provided S SO

e Security of existing IM S

in frastructure should not be
endangered by adding S$SS O for non -
UIC C holding devices

000000000

NOKIA



S SO Security based on SIP
D ig e st

«3G PP is currently working on a
Technical Report TR 33.914 (50%
com plete, status Nov 2010)

T his reports outline how to utilize
SIP Digest for Single Sign O n, iIn
particular with O penlID

lt builds upon TR 33.924 (O penliD
G B A Interw orking)

eTargets non-UIlICC holding device s
S tatus: Introduction, S cope,

A rchitecture
description
in cluded

0000000 kia
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Now Study Item on S SO

« S A3 agreed in November on a new

study item , w hich will contain

- G BA light version, reduced version of
G BA for single sign on purpose (note
that G B A is a generic enabler and
w hen used in a very particular context,

can be “boiled down?”)

« AKA re-usage without G B A, targeted
for scenarios where the operator does
not wish to deploy G B A and does not

wish to outsource the O penlID server

» NOKIA
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