ITU-T Kaleidoscope Conference
Innovations in NGN

INnteroperability Problems In
Next Generation Network
Protocols

Zohreh Ayatollahi
Iran Telecommunication Research Center
Z_ayat@itrc.ac.ir

Geneva, 12-13 May 2008



Outline

® Pilot Architecture
Vendors Solution
Participated Protocols

e Test Categories

F Results of Pilot Activities
P Test Execution Process

e Analysis result

» Causes of Unsuccessful Call Server
Interoperability

» Causes of Unsuccessful Gateway
Interoperability

Geneva, 12-13 May 2008
First ITU-T Kaleidoscope Conference — Innovations in NGN



Pilot Architecture
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Alcatel NGN solution
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Participated Protocols

IP Signaling Protocol ~ TDM Signaling Protocol

IP Protocol Between TDM Between
Protocol
Megaco/H.248 | CS, AG SS7/ISUP | SG, PSTN
CS , MG

3bit CAS MG , CAS PBX

Sigtran/M3UA | CS, SG

: ISDN-PRA | MG , PRA PBX
Sigtran/IUA CS, MG

SIP CS, SIP PBX

CS, SIP Client

H.323 CS, H.323 PBX

CS , H.323 Client

SIP-T CS, CS
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Test Environment

F Single vendor
e Call Server Interoperability
e Gateway Interoperability
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Single Vendor
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Test Category

1. PSTN values and NGN interface on
access gateways

2. Basic Call
3. Residential supplementary services

4. IP Centrex services

5. Regulatory services

6. OAM/NMS (FCAPS) & upgrading
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Detail Test Category

Basic call(with

Supplementary services for . Regulator OAM/NMS (FCAPS) &
G.711/G.729/G.723 bp . y IP Centrex services 9 . y ( ) )
residential users Services upgrading
codec)
Basic Call (Voice) Abbreviated dialling Basic call Emergency call routing |CDR Basic
Basic Call (Busy B-Party)|Outgoing call barring Private numbering plan Malicious call CFU CDR

identification (MCID)

Basic Call (Invalid B-
Party)

Do-not-disturb

Calling line identification
presentation

Legal intercept

LCDR

Basic Modem

Malicious call identification

Direct Call pickup

Configuring services on
Graphic User Interface

Basic Fax

Call forwarding
(unconditional/busy/No reply)

Group Call pickup

Fundamental Configuration
Management capabilities of
the Pilot configuration

Basic Call with CC

Call completion

CallPark & CallPickup

Defining & Configuring the
components of NGN Network

Call transfer

Do not disturb

Performance Management
capabilities

Call Hold

Do Not Disturb & Personal Voice
Mail

Configuring IP Trunk

Call waiting

Outgoing Call Barring

Changing of Codec

Three-party-service

Simultaneous Ringing

CDR Management capabilities

Meet-me Conference

Ringer Times

Hardware upgrade procedure
(HW Upgrade)

Operator position with Barge-in

Click to Call and Call logs

Software upgrade procedure
(SW Upgrade)

Calling line identification
presentation

Hunting Groups

Software patching procedure
(SW patching)

Calling line identification restriction

ComOffice(outlook) — Click to
Call

Connected Line Identification
presentation (COLP)
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RESULTS OF PILOT ACTIVITIES

E Single vendor
» Fail of few modem connection using G.729

e Call Server Interoperability
» Fail of some basic call tests iIn one direction

» Fail of more than 50% fax connection and
about 90% dial-up modem connection using
G.729

¥ Gateway Interoperability

» Fail of all CS-MG/SG and most CS—-AG
connection of different Vendors

Geneva, 12-13 May 2008
First ITU-T Kaleidoscope Conference — Innovations in NGN 10



Test Execution Process

¥ Use of a protocol analyzer and real
time sniffing software

E Save captured files and analyze them
bit by bit

¥ Report detall result to the relative
vendors
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Filtered Messages for SIP Protocol
(an example)

File Edit Wiew Go Capture Analvze  Statistics  Help

Bl & g EPE xS

»0F 2 EE Q@ W@k

Eilter: |sip * Expression... Clear Apply
Mo, - Time Source Destination Pratocol Infa
. (=] 1591 . E 191, .2 : s ) LEGUEesST ! i1 5E mE0. 191, 25, 34 User=phony
107 5.068178 . 28, B0.1091.25.84 SIP Status: 100 Trying
127 5.1999097 . 28, B0.1091.25.84 SIP Status: 180 Ringing
130 5.21314a8 . 28, B0.191. 25,34 SIP REquest: PRACK sip:03815655555@80.191. 25, 34 : 5060
131 5.215851 . L 28, B0.191. 25,84 SIP Status: 200 oK
780 13.641147 80.191.28.34 80.191.28.686 SIPSSDP  Status: 200 ok, with session description
788 13.653425 B0.191. 25,84 S0.191. 25,34 SIP Request: ACK sip:03815655555@80.191. 25, 34 :5060
15935 20.843522 B0.191. 25,84 S0.191. 25,34 SIP Recuest: BYE s1p:03815655555@80.191. 25, 34 : 5060
1942 20.650835 B0.1091. 25,34 B0.191. 25,84 SIP Status: 200 oK
< >
Frame 105 (850 bytes on wire, 850 bytes captured) -~

Ethernet IT, Src: 00:e0:fc:44:F%:h2, Dst: 00:d0:d0:cO:00:d0O
Internet Protocol, src addr: 80.191.28.66 (80.191.25.6580, Dst Addr: 50.191.25.34 (80.191.25.34)
User Datagram Protocol, Sre Port: 5061 (50610, Dst Port: 5060 (50600
Session Initiation Protocol
# Regquest-Line: INVITE sip:03815655555@50.1%1. 28, 34; usar=phone SIFP/2.0
=l Message Header
Vvia: SIPS2.000P B0.1591.28.66:5061; branch=z9h34hK542e024h5
Call-ID: 4dcB838368cofadlibdhbS287542e0a4h@30.1591. 28, 66
# From: <sip:054157666666@30.191. 28, 66; user=phone=;tag=542e0e4b
# To: <sTp:03815655555@80.191. 28, 34; user=phones>
Cseq: 1 INVITE
Contact: <si1p:054157666666880.1091., 28, 66:5061; user=phona:
Supported: 100rel
Max-Forwards: 70
allow: INVITE, ACK,CANCEL,OPTIONS, BYE, REGISTER, PRACK, INFO, UPDATE, SUBSCRIBE, MOTIFY, MESSASE, REFER
Content-Length: 265
Content-Type: applicationssdp
= Message body
= session Description Protocol
sezszion Description Protocol version (w): O
H Owner/Creator, Session Id ¢o): Huaweisoftx3000 312 312 IN IP4 80.191.28.66
session Mame (s): sip cCall
Connection Information £c): IM IP4 80.191.28.210
Time Description, actiwve time (t): 0 0
Media Description, name and address (m): audio 191586 RTRP/awP 18 0 8 4 2
mMedia attribute Cal: rtpmap:ls8 GF29,/8000

PR [P PO U VD P SR Y

+ [+

it B B B
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Filtered Messages for Megaco Protocol
(an example)

@ megaco-packets - Ethereal

Fil= Edit Miew Go Capture Analyze Stakistics  Help

= & 2 BExeS @

e - - Q Q@ | i &

Eilter: l ~ Expression... Clear Apply
or ime Source Drestination Protocal Info ¥
o 0 F o o ‘ EOLesT ML o
2 0.0 B0.191.25. 34 80.191.28.20 MEGACD 81 Reply | =nuLL Motifw=USEROO90LO3Z
3 0.0 8B0.191.28.34 80.191.28.20 MEGACDSSDP 23527 Request | =Choose one add=UsSERDOO50103 add=% (Mode:RC), with sessi
4 0.7 B0.191., 28,20 80,151,288, 34 MEGACD/SDP 23527 Reply | =6 Add=USERQO20103 Add=RTPOOS0202, with session descrip
5 0. 80.191.258. 34 S80.191.28.20 MEGACD SDP,, 23528 Request |=Choose one Add=user0090301 add=$ (Mode:srR), with sessi
g 0., BO.191.28.20 50.151.28. 34 MEGACDSSDP 23528 Reply | =7 add=USEROOD0301 Add=RTPOOS50103, with session descrip
7 0., 80.1%91.258.34 80.191.28.20 MEGACD 23529 Reguest | =7 Modify=USEROO90301 (=dignal:{~nal i, sk Tsk{xnd="200
8 0. 8B0.191.28.20 50.191.28. 34 MEGACD 23529 Reply | =7 modifw=USEROO9030L
9 0., B0.191.28.34 80.191.28.20 MEGACD 23530 Reguest | =8 mModify=USERCOOS0103 (=signal:{“ncgsrtil
Lo Q. 80,191, 28,20 80.151.28. 34 MEGACD 23530 Reply | =5 Modify=USEROO90103
11 2. 80.191.28.20 80.191.28. 34 MEGACD 82 Request |=7 MNotifyw=USEROQO9030L
L2 2. 80.191.28.34 50.191.28. 20 MEGACD B2 Reply | =7 Motify=USEROOD0O30L
L3 2. 80.1%91.:25.34 80.151.28.20 MEGACD 23531 Reguest | =7 Modify=USEROO90301 (Sdignal:{~n}l
L4 2. 80.191.25.34 S80.191.28.20 MEGACD/SDP 23532 Request |=6 modify=RTPO0G0202, with session description
L% 2.7 80.191.25.20 850.191.25.34 MEGACDSDP 23532 Reply | =8 modify=RTPOOE0Z02, with session description
L 2. 80.1%91,:25.34 80.151.28.20 MEGACD 23533 Reguest | =9 Modify=USEROO90103 (=Sdignal:{~n}il) Modify=RTPOOGOZ0Z
Ly 2.0 80.191.28.20 50.191.28. 34 MEGACD 23533 Reply | =6 modifw=UsSEROD901L03 mModify=RTPOOG0Z02
L8 2. 80.191.25.34 80.191.28.20 MEGACD 23534 Reguest |=% Modify=USERCOOS0103 (=ignal:{wnamet  em{“npc=5, pri=100
LS 2.1 80.1%1,28.20 80,151,288, 34 MEGACD 23534 Reply | =5 Modifyw=USEROOS0103
20 11 80.191.28.20 80.191.28.34 MEGACD 83 Request |=6 Notifyw=USEROQO901O03
21 11 S0.1591.28.34 50.191.28. 20 MEGACZD B3 Reply | =6 Motify=USEROOD0LOZ
22 11 80.1%91.:258.34 80.1581.28.20 MEGACD 23535 Reguest |=9% Subtract=RTPOO&0Z202
23 11 80.191.25.34 S80.191.28.20 MEGACD 23536 Request |=7 mModify=UsSEROO090301 (Signal:{~ncg bt}
24 11 B0.191.28.20 50.1591.28. 34 MEGACD 23535 Reply | =6 sSubtract=RTROOQ&0Z202
25 11 80.1%91.:25.34 80.151.28.20 MEGACD 23537 Reguest |=9% Subtract=USEROOSOI03 =
# Frame 1 (145 bytes on wire, 145 bytes captured)
Ethernet II, src: zhongxin_0of:02:9a (o0:do:do:0f:02:9a), Dst: HuaweiTe_4d44:f9:b5 (00:e0:Fcdd:fS:b5D
Internet Protocol, Src: 80.191.28.20 (80.191.28.20), Dst: 80.191.28.34 (80.191.28.324)
User Datagram Protocol, Src Port: 2944 (294470, Dst Port: 2944 (29440
= MEGAZD
version: 1
MediagatewayID: [80.191.25.20]:2944
Transaction: Regquest
Transaction ID: Bl
Context: MULL
®= Command 1ine: M=USEROQOSC103
—————————————— CRAW Text output) ———————————————
1,71 [80.191.28.20]:2944 T=81l{C=—{MN=USEROOQ0103{0E=2003{20051119T16245000:dd calds="334444" meth=Um}}+11}

iles "EXMEN ETH reportibacic cally [P 25028 ¢ 0
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Analysis Result

# Causes of unsuccessful Call Server
Interoperability (in SIP Protocol)

E Causes of unsuccessful Gateway
Interoperability (in Megaco Protocol)
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Causes for Unsuccessful Call Server
Interoperability

E Privacy mechanism didn’t support by
call server and it responded by a 420
(bad ext)

F Reinvite message didn’t send Iin Fax or
Modem calls using G.729 to change
coding protocol into G.711.

¥ Non standard Header: Non standard P-
Asserted-ldentity header in the invite
message disconnected call by 400 (bad
req). Non standard Warning header
also disconnected call by 488 (not
acceptable header)
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Causes for Unsuccessful Call Server
Interoperability (cont.)

¥ Packet Length: The call server which
was unable to recelive messages more
than 1300 bytes on UDP transport
disconnected call and responded by
513 (message too large).

¢ Proxy Route Processing

e 5xx Responses which are due to
Servers Internal Error.

. Timeout response (408) was not sent
because Response timer was not set.
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Causes for Unsuccessful Call Server
Interoperability (cont.)

¥ Dual Release Issue: one side of the
connection repeats BYE message for
seven times and caused a lot of
signalling traffic.

¥ PRACK Service which is needed to
support reliable transmission did not
supported. So destination was not
received It, timeout occurred and
session was disconnected by sending
CANCEL message.
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Causes for Unsuccessful Call Server
Interoperability (cont.)

E Unable to Flash and assumed it as an
onhook message so some of
supplementary service tests failed.

k¥ Different mechanism in supplementary
services for example call completion to
busy subscriber service. Some vendors
not supported that in SIP-T interface
and respond with 488(not

F accepted here). One of them sent invite
message periodically for destination
when the service activated
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Causes for Unsuccessful Gateway

Interoperability

¢ Only in gateway registration phase
“digit map” package has been sent to
It while the gateway has waiting for
each call

E  Using different package for pulse
detection (MFD and DD)

¥ Using Fixed Termination ID name for
access gateway In the call server.

¥ In a modem — modem connection
Xcg/spec message sending by one
side can not been detected by the
other
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Protocol References

-C 3015: Megaco Protocol Version 1.0
~C3261: Session Initiation Protocol

-C3262: Reliability of Provisional

Responses In the Session Initiation
Protocol (SIP)

F RFC3324: Short Term Requirements for
Network Asserted ldentity

¥ RFC3325: Private Extensions to the SIP
for Asserted ldentity within Trusted
Networks
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Protocol References (cont.)

¥ RFC3323: A Privacy Mechanism for the
Session Initiation Protocol (SIP)

¥ RFC3332 : SS7 Message Transfer Part
3 (MTP3) - User Adaptation Layer
(M3UA)

F RFC3057: ISDN Q.921-User Adaptation
Layer

r Q1912: Interworking between SIP and
Bearer Independent Call Control
Protocol or ISDN User Part
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