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Intended Audience

This document is intended for chief information officers (ClOs), chief architects, and other
individuals in federal agencieswho are responsible for using information technology (IT) assetsto
assist in achieving the mission and objectives of the agency. The purpose of this document isto
aid in understanding the Federal Government’s Internet Protocol version 6 (IPv6) vision and to
provide specific guidance for adopting this protocol. Based on the information in this document,
the chief architect or Cl1O should be able to develop and explain a business case for 1Pv6 adoption,
develop a Target Architecture and Transition Strategy Plan to guide the agency’ s |Pv6 adoption,
and integrate IPv6 requirements into impacted federal initiatives.
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Executive Summary

The purpose of this document is to provide U.S. government agency leaders with practical and
actionable guidance on how to successfully integrate Internet Protocol version 6 (IPv6)
throughout their enterprise. This guidance builds upon the Office of Management and Budget’s
previous requirement for agencies to prove |Pv6 capability through core network infrastructure
testing by June 30, 2008 (M-05-22) by providing:

1. Definition of the” To Be IPv6 Sate” of Federal 1Pv6 transition.

2. Overview of how to leverage Enterprise Architecture (EA) and Capital Planning and
Investment Control (CPIC) to drive IPv6 transition.

3. Practical guidance and common milestones that agencies can use to facilitate deployment
of 1Pv6-enabled network services in support of their core mission applications. Note:
many custom mission applications that run on internal-only networks do not need to
transition to | Pv6.

4. Description of how IPv6 transition impacts other Federal initiatives, such as Trusted
Internet Connections (TIC) and Homeland
Security Presidential Directive (HSPD) -12.

5. Clear Positioning of 1Pv6 as an integrating

“IPv6 is a global undertaking and

framework and organizing principle for the : :
] opportunity enabled by national and
next generation of Federal IT Infrastructure. local strategies.”

Our Business Situation Latif Ladid, .
IPv6 Forum President

Action is needed by the US Government in order to
retain our nation’s technical and market leadership in
the Internet sector and to expand and improve
services for America s citizens. There has already been significant progress by foreign
governments in attempting to reap the advantages of early 1Pv6 deployment, including the:
e Chinas Next Generation Internet project (CNGI), which isafive-year plan with the
objective of cornering a significant proportion of the Internet space by implementing
IPv6 early. China showcased CNGI and its IPv6 network infrastructure at the 2008
Olympics in Beijing, networking everything from security cameras and taxis, to the
Olympic events cameras by using IPv6;
e European Commission’si2010 initiative, an action plan to see |Pv6 widely deployed in
Europe by 2010.

|Pv6 provides valuable benefits to agencies by facilitating an improvement in operational
efficiencies and citizen services. Many of these benefits of will not be realized until running
IPv6 natively. Examples of 1Pv6 benefitsinclude:
e Addressing and Routing
IPv6’ s extremely large address space enables global connectivity to many more
el ectronic devices — mobile phones, laptops, in-vehicle computers, televisions, cameras,
building sensors, medical devices, etc.
e Security
IPv6’ s security comesin the form of IPsec, which allows authentication, encryption, and
integrity protection at the network layer.
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e Address Auto-Configuration
| Pv6 address auto-configuration enables simple devices to achieve out of the box plug-
and-play network access that is key to self-organizing networks.

e Support for Mobile Devices
| Pv6 enabled applications can benefit from seamless mobility. The mobility comesin the
form of Mobile IPv6, which allows devices to roam among different networks without
losing their network connectivity.

e Peer-to-Peer (P2P) Communication Tools
that Can Improve I nteragency
Collaboration

True end-to-end connectivity, enabled by the e
IPv6 address Space and elimination OT p_rlva_te "The technical stuff for IPv6 is done.
network addresses, will alow the optimization IPv6 is ready. This is a business issue
of media-streaming applications. Thiswill in the internet service industry. The ISP
enable timely video feeds and quality-rich community round the world needs to
information to be easily distributed to millions pay attention... They are persisting in
of locations. the 'nobody is asking for this' mentality.

They are not valuing business
continuity as they should. When they

| Pv6 supports an integrated, well-architected platform finally wake up, there is going to be a
for all the aforementioned benefits with headroom for mad scramble for IPv6 and they won't
future growth and enhancement. L G

) ) . Vinton Cerf, September 30, 2008
However, in order to realize the benefits offered by interview with “The Times Online”.
I PV6, it isimportant for the Federal Government to
begin the process of architecting and deploying Vinton “Vint” Cerf is an American

computer scientist who is the
person most often called “the father
of the Internet”. His contributions

secure | Pv6 enabled network services.

Based upon current forecasts by leading experts, the have been recognized repeatedly,
world’'s current allocation of | Pv4 address spaces with honorary degrees and awards
from the global pool will be exhausted by 2011-2012. that include the National Medal of
As of September 2007, 4/5 of the world's |Pv4 Jesboiogy, tie TG Aveld 200

address space has been assigned, thereby leavi ng onIy the Presidential Medal of Freedom.

1/5 for future use.®> Over the past five years, demand

levels for addresses have been steadily accelerating

due to rapid population growth, mass-market

broadband deployment, the demand for globally unique addresses for applications such as Voice
over IP (VolP), the addition of network addressable devices such as mobile phones and sensors
to the Internet, and continuing real cost reductions in technology that has now brought the
Internet to large populations in developing economies.

Demand for I P address space will also increase with the advent of cloud computing —which
encompasses any subscription-based or pay-per-use service that, in real time over the Internet,
extends I T's existing capabilities. One of the main advantages of 1Pv6 isthat it re-establishes the
P2P connection that was lost in IPv4 because of Network Address Tranglation (NAT). 1Pv6
greatly simplifies the deployment of next generation services and the ‘ plug and play’ experience.
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All of these factors contribute to an accelerating |Pv4 address consumption rate. As aresult, this
has been the driving factor in creating and adopting several technologies, including classful
networks, Classless Inter-Domain Routing (CIDR) addressing, Network Address Tranglation
(NAT) and anew version of the Internet Protocol, 1Pv6.

The transition of the Internet to IPv6 is generally seen as the only practical and readily available
long-term solution to IPv4 address exhaustion for devices connected to the public internet.

It should be recognized that by the end of 2011, there will be new clients and servers on the
Internet which have no choice but to only have an I1Pv6 address (based on Internet Assigned
Numbers Authority and American Registry for Internet Numbers warnings about the need for
contiguous address assignment). For the rest of the Internet to be able to communicate with them
they should then be able to: a) serve to IPv6 customers, and b) access |Pv6 servers. Within
scalable solutions, the first requires Internet-facing servers to be on 1Pv6, and the second requires
almost all devicesto be on IPv6. Non-public facing networks on private subnets or point-to-
point leased lines that do not rely on carrier transport across the Internet core do not have adriver
to migrate to IPv6 by 2012 and should migrate through gradual tech refresh.

To track the countdown to |Pv4 Address Exhaustion, visit either www.ipv6forum.com or
http://penrose.uk6x.com/.

This development has caused the American Registry for Internet Numbers (ARIN) to
unanimously pass a resolution encouraging the Internet community to begin migration to I1Pv6
numbering resources where possible (see  http://www.arin.net/v6/v6-resolution.html).

Therefore, without a concentrated effort by Federal agencies to effectively and efficiently deploy
secure |Pv6 network services, the Government’ s technical advancement and ability to meet its
mission needs will be critically impacted during the next 2 to 3 years. The exhaustion of 1Pv4
address space will prevent:

e The US Government from providing new Internet-based services enhancing/expanding
existing Internet-based services since new hosts will not be able to connect to the
Internet;

e Internet connection providers from increasing the number of their subscribers.

The “To Be” State

The deployment of secure, end-to-end, | Pv6-enabled network services which support federal
agency core missions and applications.

OMB has stated that all departments and agencies met the deadline to report successful
demonstration of |Pv6 capability by June 30, 2008. According to OMB, “agencies should focus
on establishing secure, shared |Pv6-enabled network services during their regular technology
upgrade cycles. They should aso use their enterprise architecture and capital planning activities
to prepare for that.”® In addition, OMB states that “agencies are expected to be including IPv6 in
their enterprise architecture plans and OMB is updating its Enterprise Architecture Assessment
Framework to address transition strategies and investment proposals. It hasto be business case
driven.”* Like other areas of strategic investment which lead to new levels of productivity,
greater mission successes and citizen access to government, |Pv6 integration must be prioritized
at the agency level and executed in awell planned, phased approach with success criteria
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measurements and alignment with other key government initiativeslike TIC, HSPD-12, FDCC,
NETWORX, DNSSEC and the IT Infrastructure Line of Business (ITI LoB). To open the door
for new forms of collaboration within government, new forms of information sharing and
gathering, and new citizen services and access, it is critical for agency leaders to continue with
the integration of 1Pv6 into their infrastructures and across their enterprise networks. I1Pv6 |Pv6
integration is an accelerator to the establishment of a Service Oriented Infrastructure (SOI),
which isa collection of functioning capabilities that enable safe and efficient collaboration
through the devel opment and deployment of shared operational I T services.

Required Action

Aswe move forward, integration of IPv6 and the creation of dual-stacked (IPv4 and | Pv6)
protocol environments should not be taken lightly. 1Pv6 has horizontal reach across an agency’s
enterprise environment; therefore akey to successful integration is a phased approach that results
in atransition plan for al users, network-connected servers, applications, appliances and
elements. |Pv6 should be incorporated into agency I T Infrastructure Segment Architectures,
tying network services to core mission segment architectures.

For this reason, agencies are advised to adopt and follow an Enterprise Architecture (EA)
strategy smilar to OMB’s EA concept: “Architect-1nvest-Implement”.

N
Agency | 4 | Strategic
Strategy V4| Architect Invest Implement 3 Results
i (4
-

February 2009 | September 2009 | FY2010- Onwards
Agencies Deploy
Agencies Submit Concrete Plans for Agencies Submit IPv6-Enabled
Deployment of IPv6-enabled Network Exhibit 300 Network
Services supporting Core Mission Business Case(s) Services. OMB
Applications as part of IT for Deployment Monitors
Infrastructure Segment Architectures of IPv6-Enabled Progress through
and Enterprise Transition Strategy Network EAReporting
Plans. Services Cycles/Transition
Strategy Plans.

Figure 1 —Enterprise Architecture & Capital Planning | Pv6 Roadmap

Each lifecycle phase is comprised of tightly integrated processes that combine to transform the
agency’s top-down strategic goals and bottom-up system needs into a logical series of work
products designed to help the agency achieve strategic results. This approach provides a high-
level EA-driven concept timeline which illustrates the integration of EA with Capital Planning
and Investment Control — leading directly into the execution of IPv6-related projects. 1Pv6
should be reflected in agency IT Infrastructure Segment Architectures and Transition Strategy
Plans, tying network services to core mission segment architectures. To ensure that a successful
IPv6 transition plan is developed, funded, and executed, it is recommended that agencies adopt
and follow this approach and timeline to align agency planning efforts with OMB EA
expectations and strategies.
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Section 1: Federal IPv6 Transition - Progress to Date

The discussion of IPv6 in the US Government has been active since 2003. Early initiatives led by
the US Department of Defense (DoD) and the Office of Management and Budget (OMB)
stakeholders drove agencies to demonstrate progressin areas of standardization and
testing/certification to prepare for eventual government-wide |Pv6 integration and transition. As
of July 2008, all major agencies met the June 30, 2008 deadline for successfully demonstrating
their adoption of IPv6 technology.

Astheresult of these efforts, it isimportant to understand the various IPv6 transition initiatives
undertaken in federal government, where they currently stand, and how they can be leveraged in
your successful transition plan.

1.1 OMB Memorandum M-05-22

Dated August 2™ 2005, OMB Memorandum M-05-22 laid the groundwork for the early stages of
integration by requiring United States Government (USG) agencies to prove | Pv6 capability over
| P backbone networks through basic testing, certification, and reporting by June 30, 2008. The
memo was broadly seen by government and industry as the critical timeline in which IPv6
readiness had to be satisfactorily demonstrated across the Federal government.

A copy of the OMB Memorandum M-05-22 is available online at
www.whitehouse.gov/omb/memoranda/fy2005/m05-22.pdf .

1.2 IPv6-Enabled Infrastructures (Network Backbones)

On June 30" 2008, OMB released a public statement indicating that all major USG agencies met
the M-05-22 deadline, reporting successful demonstration of 1Pv6 capability resulting in “Pv6-
enabled network backbones’. Agencies were encouraged to move forward with 1Pv6 integration
as part of their Enterprise Architecture planning and with | Pv6-enabled backbone networks,
agencies could begin the process of planning for phased integration of applications and usersin a
dual-stacked environment (1Pv4 and |Pv6 co-existing in the same network).

1.3 Harmonized Standards

1.3.1 US Government IPv6 Standards Profile

OMB Memorandum M-05-22 aso directed the National Institute of Standards and Technology
(NIST) to develop the technical infrastructure (standards and testing) necessary to support wide
scale adoption of 1Pv6 inthe USG. Inresponse, NIST developed atechnical standards profile
for US Government acquisition of 1Pv6 hosts and routers and a specification for network
protection devices. The Host and Router Profile includes aforward looking set of Requests for
Comments (RFC'’ s) published by the Internet Engineering Task Force (IETF), encompassing
basic IPv6 functionality, and specific requirements and key optional capabilities for routing,
security, multicasting, mobility, network management, and quality of service. The Network
Protection Device profile contains a NIST established set of capability requirements for I1Pv6
aware firewalls and intrusion detection systems.”
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This Profile, which can be found at http://www.antd.nist.gov/usgv6/profile.html, underwent
extensive vetting by both industry and the Federal IT community. It lists the Federal technical
requirements for secure and inter-operabl e network products into the global 1Pv6 marketplace.

1.3.2 |Pv6 Test Program

Following publication of the USG IPv6 Standards Profile, an infrastructure to demonstrate | Pv6
product compliance needed to be set up. Asaresult, NIST is establishing a testing program
based on 1SO 17025 accredited test |aboratories and standard reference tests, to assure
compliance of Hosts, Routers and Network Protection Devices.

NIST is developing a document SP 500-273 Guidance on IPv6 Test Methods and Validation.
Thisis pre-requisite to open public review of the test specifications, and Accreditation Bodies
establishing assessment programs, leading to the creation of Test Laboratories that adhere to the
SO 17025 "General Requirements for the Competence of Testing and Calibration Laboratories'.

The goal isto have USG compliant IPv6 devices available for acquisition by July 2010.
Compliance is signaled by device vendorsissuing a " Suppliers Declaration of Conformance”,
based on 1SO 17050. Specific provisions of this SDOC require that host and router products be
tested for conformance and interoperability, and network protection products undergo functional
testing, in accredited laboratories.

1.3.3 DoD IPv6 Profile

A Memorandum issued by the Assistant Secretary of Defense — Networks and Information
Integration (ASD(NI1)) entitled “DoD Internet Protocol Version 6 (IPv6) Definitions’ in June
2008 updated the definition of “1Pv6 Capable Products’ and “IPv6 Capable Networks” in the
context of products intended for use in Department of Defense (DoD) networks. 1Pv6 Capable
Products shall be able to interoperate with other 1Pv6 Capable Products on networks supporting
only IPv4, only 1Pv6, or both IPv4 and IPv6. In addition these products are to be conformant
with the IPv6 standards contained in the DoD IT Standards Registry (DISR) as elaborated in
“The DoD IPv6 Standards Profiles for IPv6 Capable Products.” Thefirst version of the DoD
IPv6 Profile was published in July 2006, and it has been updated annually. The current officially
promulgated version is Version 3.0, published in June 2008 and available at:
http://jitc.fhu.disa.mil/apl/ipv6/pdf/disr_ipv6 product profile v3.pdf.

The DaD I1Pv6 Profile provides guidance on applying DoD policy, DoD Information Standards
Registry (DISR) requirements, DoD |Pv6 Transition Office (DITO) guidance, and IETF
requirements to clearly define the requirements for 1Pv6 Capabl e networking equipment for
acquisitions. The DoD IPv6 Profile defines specific tailored standards profiles for six product
classes (Host/Workstation, Router, Layer 3 Switch, Network Appliance/Simple Server, Security
Device, and Advanced Server) by identifying the standards (RFCs) that apply to products of that
class.

The DaD IPv6 Profile lists each standard according to its level of requirement:
e MUST: The standard is required to be implemented in the product now, it is essential to
|Pv6 capability and interoperability.
e SHOULD: The standard is strongly recommended and should be followed in
implementation unless there are particular circumstances justifying its omission.
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e SHOULD+: Similar to SHOULD, however the standard will likely advanceto MUST in
the next version of the DoD IPv6 Profile or on a specific timeline identified in the text.

e Conditional Requirement: arequirement at one of the above levelsisonly called for in
particular application or deployment.

While the USG IPv6 Profile (developed by NIST) and the DoD 1Pv6 Profile started as
independent efforts, the current published versions reflect collaboration between the editorial
teams to harmonize the two documents. Most of the differences between the earlier versions
have been harmonized, and the residual differences reflect specific mission requirements
particular to target users of each document. For example, the DoD Profile mandates the use of
the Suite-B encryption algorithms [RFC 4869] based on DoD policy; however, these agorithms
are considered beyond current civilian requirements.

The editors of the two Profiles agree that the documents need not be identical, but are now
compatible, in that commercial products certified to meet either are unlikely to have
interoperability issues with products certified to meet the other. The two editorial teams will
continue to dialog and cross-review to maintain compatibility through future updates.
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Section 2: The Business Rationale for IPv6

The robustness, scalability, and limited feature set of 1Pv4 is currently being tested by a
consistently expanding need for new IP addresses. This need is being spurred in large part by the

rapid growth of:

e New network-aware devices, such as cellular phones;

e |P-based services, such as Voice over Internet
Protocol (VolP);
e Themove toward a ubiquitously connected

society.

The ability to integrate computers with everyday devices
such as mobile phones, handheld devices, and home
entertainment, is akey factor in the move towards a
connected society and improved business efficiency.
Federal Government personnel and information workers
need integrated, secure functionality that helps them
manage their professiona lives: e-mail, instant messaging
(IM), contact management, shared calendars, and
relationship management.

IPv4 is not capable of enabling a connected society and
meeting the government’ s business needs due to limited
address space and features. In fact, the Department of
Defense (DoD) issued a memorandum on June 9, 2003
stating that “1Pv4 isincapable of meeting the long-term requirements of the commercial
community and the DoD. [Pv6 is designed to overcome those limitations.”

“..the FAA, Department of
Commerce, the Department of
Homeland Security, and the rest of
these guys must sooner or later
mandate it [IPv6] as well because
you can't have one network in a
federal government that can't work
with the networks [from other
countries], such as Japan, China,
Europe, South Korea, or even the
United Nations, which have all
[backed] IPv6."".

Alex Lightman
Founding CEO and Chairman of
IPv6 Summit, Inc.

The table below provides a high level business-focused summary of the advantages IPv6 has
over IPv4 in terms of features.

Table1 —1Pv6 vs. | Pv4 Features

Feature | Pv6 IPv4
Easier management | IPv6 networks provide Networks must be configured
of networks autoconfiguration capabilities. manually or with Dynamic Host
They are smpler, flatter and more | Configuration Protocol (DHCP).
manageable, especidly for large |Pv4 has had many overlays to
installations. handle Internet growth, which
demand increasing maintenance
efforts.
End-to-end Direct addressing is possible due to | Widespread use of Network

connectiveintegrity

vast address space - the need for
network address trand ation devices
is effectively eliminated. This
allows network resources to have
their own unique real |P addresses,
paving the way for secure end-to-

Address Trandation (NAT) devices
means that asingle NAT address
can mask thousands of non-
routable addresses, making end-to-
end integrity unachievable.
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Feature

| Pv6

end peer-to-peer networks. This
will enable people to access
information and share resources
without going through a complex
maze of middle boxes that requires
I T management.

IPv4

Unconstrained
address abundance

3.4 x 10% = 340 trillion trillion
trillion addresses - about 670
quadrillion addresses per square
millimeter of the Earth's surface.

4.29 x 10° = 4.2 billion addresses -
far lessthan even asingle IP
address per person on the planet.

Platform for

Given the numbers of addresses,

IPv4 was designed as a transport

innovation, scalability and flexibility of IPv6, | and communications medium, and

collaboration, and | its potential for triggering increasingly any work on IPv4 isto

transparency innovation and assisting find ways around the constraints.
collaboration is unbounded.

I ntegrated IPv6 provides interoperability and | Relatively constrained network

inter oper ability and
mobility

mobility capabilities which are
already widely embedded in
network devices.

topologies restrict mobility and
interoperability capabilitiesin the
|Pv4 Internet.

I mproved security
features

IPSEC is built into the IPv6
protocol, usable with a suitable key
infrastructure.

Security is dependent on
applications - 1Pv4 was not
designed with security in mind.

Although there is an increasing sense of urgency in Federal Government to start moving toward
IPVv6, it is not the same situation as Y 2K, which had a clear date by which transition was vital.
New allocation policies for both 1Pv4 and 1Pv6 addresses have been drawn up, and discussion is
ongoing about how best to reintroduce unused I P addresses into the system. It isimportant to
note, however, that the transition to IPv6 is more complex than previous advances in Internet
technology (from dial-up modems to always-on DSL or from host files to the domain name
system). Thiscritical step toward the “Next Generation Internet” requires immediate attention
and detailed planning for success.
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Section 3: Federal IPv6 Transition — The To Be State

The next step in the Federal 1Pv6 transition is the deployment of secure, end-to-end, IPv6-

enabled network services which support Federal
Agency Core Missions and applications - from
the core to the server center and to desktop and
mobile platforms. Thiswill be accomplished by
upgrading, piloting and launching entire
production subnets with IPv6 applications and
desktop/mobile services. The Internet Protocol
upgrade is a core technology that must be
addressed in programs of record when
purchasing solutions such as unified
communications, workgroup collaboration tools,
web-applications and other end-user
applications.

3.1 IPv6-Enabled Network Services

This section contains examples of common
network services that are candidates for | Pv6-
enablement. Additional examples can be found
in Table 3.

3.1.1 End-User Application Patterns

“Transitioning to IPv6 is a critical
journey that must begin today for
the U.S. Government and Industry
before the exhaustion of the current
IPv4 address space, to assist with
the restoration of the Internet End-
2-End model, and an important
technical optimization for Next
Generation Networks technology
such as Voice Over IP (VOIP),
Always Connected Seamless
Network Mobility, IPTV, and Cloud
services for ubiquitous mobile
devices."

Jim Bound,

CTO, IPv6 Forum Chair North
American IPv6 Task Force
(NAV6TF)

| Pv4 address exhaustion will eventually break the ability to communicate effectively across the
Internet corein IPv4 - making 1Pv6 a necessary upgrade for applications that communicate
across the Internet. The following table provides high-level examples of 1Pv6 features and
capability enhancements that could be deployed, by Line of Business (LoB), throughout the

federal community:

Table 2 —1Pv6 Capability Examplesby L oB

Lineof Business  Objectives/ Requirements

| Pv6 Feature and Capability Enhancements

Land Use, » Resource tracking and
Mapping, and allocation via sensor
Agriculture networks

* Land boundary and
border marking viatags
with IP addresses

Ad-hoc routing via neighbor discovery

Address tagging with low-order 64-bit identifiers
Extension headers (location-based services)
Unified Communications

Mobile Applications Access
Teleworking/Distributed Workforce

Sensor Networks

Science, Green * Improved utilization of
Science, and existing infrastructure
Weather » Sensor networking

Satellite communications

Ad-hoc routing via neighbor discovery
Extension headers (location-based services)
Unified Communications

Mobile Applications Access
Teleworking/Distributed Workforce

Sensor Networks

May 2009 version 1.0




Planning Guide/Roadmap Toward IPv6 Adoption within the US Government

Line of Business

Objectives/ Requirements

| Pv6 Feature and Capability Enhancements

Commer ce, » End-to-end network * |PSec authentication and encryption
Banking, and security authentication » Extension headers (financial attributes)
Finance and encryption  Unified Communications

Information » Streamlined data flows * Flow labelsfor priority data flows
Scienceand IT and reduced networking » Optimized hierarchical addressing and routing
Optimization complexity « Extension headers (variable)

Improved end-to-end
multimedia and
converged
communications

Virtual services and tele-
presence

Unified Communications
Teleworking/Distributed Workforce

Justiceand Law |  Asset deployment » Addresstagging with low-order 64-bit identifiers
Enfor cement identification and » Mobile, ad-hoc routing via neighbor discovery
tracking » Unified Communications
» Real-time, ad-hoc, » Mobile Applications Access
interoperable » Teleworking/Distributed Workforce
communications  Asset Tracking/ITV
Privacy, * Mandatory, end-to-end * |PSec authentication and encryption
Protection, and authentication and + Extensive address pool
Security encryption + Unified Communications
* Non-attributable
addresses
Homeland » Secure communications ¢ |PSec authentication and encryption
Protection and » Mohile, ad-hoc « Mobile, ad-hoc routing via neighbor discovery
First Response communicationsfor first | ¢ Addresstagging with low-order 64-bit identifiers
responders  Unified Communications
» Total force and asset » Mobile Applications Access
integration » Teleworking/Distributed Workforce
* Sensor Networks
» Transportation Automation (Wireless Accessin
V ehicle Environments)
Defense, e Secure, mobile * |PSec authentication and encryption
Intelligence, and communications » Mobile, ad-hoc routing via neighbor discovery
Military * Mohile, ad-hoc ¢ Addresstagging with low-order 64-bit
Operations communications for war identifiers
fighters » Extension headers (specialize, private use)

Asset integration and
insightful logistics
Military
Training/Mission
Rehearsal

Unified Communications

Mobile Applications Access
Teleworking/Distributed Workforce

Asset Tracking/ITV

RFID

Sensor Networks

Transportation Automation (Wireless Accessin
Vehicle Environments)
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Lineof Business  Objectives/ Requirements

| Pv6 Feature and Capability Enhancements

Education, * Improved end-to-end * Flow labelsfor priority data flows
L earning, multimedia and  Source routing for more efficient transport
Knowledge converged  Unified Communications
M anagement, communications » Teleworking/Distributed Workforce
and Library Virtual servicesandtele- | « Mobile Applications Access
Science presence
Transportation Transport and container » Ad-hoc routing via neighbor discovery
Optimization, tracking via sensor » Address tagging with low-order 64-bit identifiers
Shipping, and networks  Unified Communications
Tracking Livetraffic reportingand | ¢ Mobile Applications Access
communications » Teleworking/Distributed Workforce

» Asset Tracking/ITV

* RFID

» Sensor Networks
Health and Tele-presence » Flow labelsfor priority data flows
Biomedical Tele-science (real-time)  Extension headers (attribution characteristics)
Science Records management and | ¢ IPSec authentication and encryption

security  Unified Communications

» Mobile Applications Access

» Teleworking/Distributed Workforce
Constituent Tracking via sensor » Ad-hoc routing via neighbor discovery
Services networks » Addresstagging with low-order 64-bit identifiers
(Délivery and Package locations » Extension headers (L ocation-based services)
Tracking) services » Sensor Networks

» Asset Tracking/ITV
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Section 4: Leveraging Enterprise Architecture

The purpose of this section is to describe how to use the Enterprise Architecture (EA) and the I T
Infrastructure Segment Architecture as a strategic planning and execution tool to enable effective
IPv6 deployment. The architectures should be used to:
1. Assessthe“As|s’ IPv4 and IPv6 environments,
2. Envision your agency’s“To-Be” IPv6 state, defining network services to be IPv6-enabled
based upon the agency’ s business needs,
3. Develop an IPv6 Transition Strategy to address the gaps between the “As-Is” and “To-
Be’ IPv6 environments,
4. Invest in IPv6-enabled network services (as defined in your Target Enterprise
Architecture) through the Capital Planning and Investment Control (CPIC) process;
5. Monitor IPv6 deployment progress according to the milestones defined in your agency’s
Transition Strategy Plan.

This concept of operations and the relationship between EA and CPIC isillustrated below.

1. Architect

* Define Future Vision

+ Align IT to Strategic

, Goals/Business Objectives

7« Define IT Security Architecture
* Transition Planning

Driver:
[ ]

Agency Mission/
Strategic Goals
Enterprise

Architecture

Results/Features:
* Mobility
* Efficient Routing
* Reduced Management
* Increased Address Space
. * Security
Project . * Increased Quality of
2. Invest - Management )/ Service (QoS
* Develop IPv6 Business Case 5.

o

3. Implement
* ImplementIPv6 Network Services to
Support Core Mission Areas

Figure2 —IPv6 Transition Concept of Operations

The OMB Federal Enterprise Architecture Program Management Office (FEA PMO) will
monitor Government-wide | Pv6 transition progress through the following reporting mechanisms:

e Annual Enterprise Architecture Assessment: Federal Agencies are required to submit
their completed Segment Architectures, using the reporting templates defined by the
Federal Segment Architecture Methodology (FSAM), at the end of each February.
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Thereafter, agencies will be required to submit updated Segment Architecture
submissions each quarter so that OMB can assess Segment Architecture progress.

Additionally, The OMB EA reporting and assessment cycle has been modified to further
tighten alignment of EA with agency strategic planning and mission performance
improvement, capital planning and investment control (CPIC), and results reporting:

0 Quarterly milestone reporting — Starting in February 2009, agencies will submit a
completed reporting template for each agency-defined segment.

0 Annua status assessment — Starting in the FY 09 cycle, OMB will assess
“Completion” in the 3" fiscal quarter; assess “Use” in the 4th fiscal quarter; and
assess “Results’ in the 1st fiscal quarter.

Therefore, agencies will need to incorporate |Pv6 modernization activitiesinto their IT
Infrastructure Segment Architecture reporting template (as provided through the Federal
Segment Architecture Methodology) starting in February 2009. Subsequently, agencies
will be assessed on |Pv6 transition progress each 3 fiscal quarter (1Pv6 falls under the
“Completion” capability under the OMB EAAF Version 3.0).

OMB assessment scores are incorporated into each agency’s President’ s Management
Agenda Scorecard.

4.1 Using the IT Infrastructure Segment Architecture

OMB will require agencies to incorporate |Pv6 modernization activitiesinto their IT
Infrastructure Segment Architectures, which should be aligned to the Federal Transition
Framework (FTF). The FTF isasingle information source for cross-agency information
technology (IT) initiatives, found at http://www.whitehouse.gov/omb/e-gov/feal.

The rationale behind this requirement is that agency I T Infrastructures provide network services
and support core mission applications, asillustrated in Figure 3.

The Federal IT Infrastructure Program Management Office (ITI PMO) will issue guidance on
how to develop IT Infrastructure Segment Architectures. TheITI PMO, supporting the Federal
IT Infrastructure Line of Business (ITI LoB), seeksto identify opportunities for I T infrastructure
consolidation and optimization, and develop government-wide common solutions. The scopeis
al Federal IT commodity servicesincluding:

e DataCenters
e Data Networks and Telecommunications
e Desktop / Seat Management and Support

Agencies should integrate their |Pv6 target visions into the following layers of their IT
environment, as appropriate:

e BusinessArchitecture: Refersto capabilities or tasks that enable the achievement of
agency mission objectives. Core business functions will be supported or enhanced by
| Pv6-enabled services. Asareference point, consider earlier the introduction of
telephones and the Internet as examples of infrastructure-enabled business function
transformations.
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e Application Architecture: Refersto components/applications that enable the business
needs and services defined in the Business Architecture.

0 Application development and certification processes must ensure that IPv6 is
supported

o0 Development environments, service-oriented architecture (SOA), and Web
services, should be updated to include IPv6

e Technology Architecture: Refersto assetsthat support IT services and
communications. 1Pv6 migration goes beyond network backbone upgrades to:

0 Basic naming services, such as DNS and DHCP

o Common shared infrastructure services, such asfile, print, database, and Web
services

o0 Individual computing units.

A guide, or template, for incorporating |Pv6 modernization activitiesinto all layers of an
agency’ s I T infrastructure segment architecture can be found in Appendix A. This template
should be used as high-level guidance and is not a requirement.

The following graphic depicts the critical underlying role that IT infrastructure optimization and
related initiatives play inimproving agency and program performance to provide better services
to end customers and the impact that 1Pv6 hasin realizing these benefits.

Citizens, States / Tribal / Local, Industry.  *° '

| Senukes

Federal Gavernment Services

Federnl Government Services

g1 ek A

Apercy and Program
LCEELES Ausinexs Procexses and Supporting Applicetions

IT Infregtructure Opfimizetion Desktop/Seat Management and Support

ot ioks Tncident Problem Service Level Change Lonfiguration
und Related Initigtives Management Management Management Management Manatesnent

Business Systems || Administrative Systems
Ageney EGo Procurement| | Financial Grants
licatione LOB lanagemen] |Management |Resources |Attendance] | E-mail

Agency and Program Business Processes and Supparting Applications

Release Desktop Jssetimventory Supplier Redquest
Management Discovel Manayement Management Manaernent
Data | Tiesop & Jp, " LEO9F e —
Certers B Support Network
_ Netwo Networl WIN nternet Wireles: It —
A "
& Integrdted Voice Circuit Voice Video dile —>
i @gnnseUnits Management Management Managgment Impact
“E-Buihentication |
Data Center
acllities

Tvaildi Ca) Confinu Secur
Management Man: m:tryll Mmapm:rwm Man E’ll“g"ll Man E’II!IVE’H
Remote Storage: Directory Enterprise Telecom
Control Management Sevices App Hostin Hostin

Figure3—Roleof IT Infrastructure Optimization
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4.1.1 Developing a Service Oriented Infrastructure

At DOT, |Pv6 can provide the

Service Oriented Infrastructure (SOI) is a framework for : :
infrastructure for services

delivering core infrastructure services as a“service” to the developed with the Intelligent
business rather than individual components. SOI can also Transportation Systems (ITS), the
be defined as a collection of functioning capabilities, Vehicle Infrastructure Integration
including technology, standards, and collaborative processes Project, and the Next Generation
that enable safe and efficient collaboration through the g'én;fansm”a“ .

development and deployment of shared operational I T
services. A key aspect of SOI isproviding IT Infrastructure
services viaa pool of resources (web servers, application
servers, database servers, servers, storage instances) instead of through discrete instances.” The
term SOI also has a broader usage, which includes all configurable infrastructure resources such
as compute, storage, and networking hardware and software to support the running of
applications.” Consistent with the objectives for Service Oriented Architecture (SOA), SOI
facilitates the reuse and dynamic allocation of necessary infrastructure resources. The
development of SOI solutions focuses around the service characteristics to be provided, which
are the basis for both the devel opment and the delivery of services.

IPv6 provides significant advantages in the deployment of a SOI. These advantages include:
e Massive scaling potential

End to end addressing

Improved network level security

Auto-configuration

Mobility

Modular design with clean extensibility

Additional guidance on SOA and SOI can be found in the Practical Guide for Federal Service
Oriented Architecture (PGFSOA). The PGFSOA can be downloaded at:
http://smw.osera.gov/pagfsoal/index.php/\Welcome.

4.2 EA Driven IPv6 Planning

This section contains additional details describing how agencies can use EA to effectively plan
for deploying |Pv6-enabled network services.

1. Define Business Needs and Objectives.
The integration or implementation of any new technology must support an agency’s core
mission areas, business needs, and strategic objectives.

| Pv6-depl oyment can be:
o Strategy-driven: Improving IT Infrastructure quality through security, reliability,
agility;
o Core mission-driven;
0 Bottoms-up operationally-drive: Involving technology refreshes or meeting OMB
reguirements.
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2. Definethe Applications Supporting Each Function and the Services Provided by

Each Application (Enabling Each Business Function). Identify Potential | Pv6-
Enabled Services.

Once a strategic perspective for IPv6 integration is defined at the business level, the next
step isto develop an understanding of the environment in which the new protocol will be

integrated. For thiseffort, it isimportant to review the Service Component Reference
Modelsfor each IT investment that will be effected by a change in network protocols.

This step goes beyond developing or updating an inventory of network devicesto
evaluate their readiness to support 1Pv6 features. It isimportant to note that IPv6 is an
update of existing TCP/IP technologies; therefore any device, service, or application that
currently uses TCP/IP isin the scope of this assessment.

Listed below are examples of network services/| Pv6 Capabilities that may be used to
support your core mission applications. Please note that thisis not an exhaustive list but
should be used for guidance.

Each of the network services/|Pv6 capabilities listed is mapped to a Functional Category
specified in NIST Special Publication 500-267 - “A Profile for IPv6 in the U.S.
Government —Version 1.0" (http://www.antd.nist.gov/usgv6/usgv6-v1.pdf ).

Table 3 - Potential | Pv6-Enabled Network Services

Functional Category ' Notes - Examples

IPv6 Basic Capabilities

IPv6, ND, SLAAC, DHCP, FTP, DNS, E-mail, Printing, Network file
system, Web Access (HTTP/HTTPS), Internet Information Services,
Directory services

Routing Protocols OSPF, BGP

Quality of Service DiffServ

Transition Mechanisms Dual Stack, Tunneling, 6PE

Link Specific IPover X, ROHC

Addressing IPv6 global, ULA, CGA

IP Security IPsec, IKE, ESP, Cryptographic Algorithms

Network Management

SNMP, MIBs

Multicast

MLDv2, PIM-SM

Mobility

MIP, Nemo, Voice over Internet Protocol (VolP) Transport Services,
Internet Protocol Telephony (IPT) Services, Internet Protocol Facsimile
(IP Fax) Services, Internet Protocol Video Transport, Wireless Personal
Area Network (WPAN), Wireless Local Area Network (WLAN), Wireless
Metro Area Network (WMAN), and Wireless Wide Area Network
(WWAN) technologies, Instant Messaging Services, Unified Messaging
Services, Radio over IP, Video Conferencing, TeleWork:

— Premise-based Virtua Private Network (VPN) services
Network-based VPN Services

Audio, video and data communications

Managed notebook/desktop support services

Security services

Application support through the Systems/Data Center services

— Customer support services through the Helpdesk and Desktop services

Application Requirements

Sockets, DNS, URIs, guidance.
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Functional Category \ Notes - Examples

Network Protection Device | Firewalls, intrusion detection systems, IPS
Requirements
Miscellaneous E-Learning, Video Surveillance, Video On-Demand, Asset Tracking
3. ldentify Each Application’s Technology Components, Assessing Changes Required

Support IPv6 Transition.

The technology architecture view should be updated to reflect the technology assets that:

e Support the potential |Pv6-enabled network services,
e Provide or require | P services and whether those assets, such as routers and servers,
are capable of being upgraded to support |Pv6.

This step aso requires that the agency technology architecture be updated to address
changesto:

e Additional technology infrastructure and standards necessitated by the need for
| Pv4/1Pv6 interoperability, such as dual-stack tranglation gateways, tunneling
mechanisms and others;

e Technology hardware and software products; and

e The agency networking topology, if the agency technology architecture extendsto
thislevel of detail.

The Technical Reference Model (TRM) should be used as a basis for this effort, which
should also include product specifications for each technical component.

4.2.1 Using the USG IPv6 Standards Profile

The US Government IPv6 Standards Profile was devel oped and released by the National Institute
of Standards and Technology (NIST) to foster explicit IPv6 harmonization across industry/user
groups. ThisIPv6 Profileis a strategic planning document to guide the acquisition of 1Pv6
technologies for operational Federal IT systems. Itsintent isto:

Definea minimal set of 1Pv6 recommendations to:
o0 Deliver expected functionality
0 Insureinteroperability
0 Enable secure operation
0 Protect early investments
Define a compliance framework to:
0 Enable products to be tested against requirement sets
0 Document the results of such tests
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Agency standards profiles or Technical Reference Models
(TRMS) must align to the standards set forth by the USG
|Pv6 Standards Profile.

The Profile contains a detailed specification of IPv6
recommendations, allowing agencies to choose among the
configuration options. The recommendations are organized:

1. Into subsets by “device’ type (Host, Router, Network
Protection Device)

2. By functionality (Base, Mobility, Routing, QoS,
Transition, Link, Security, Multicast, Application,
NPDs)

3. By requirement (Unconditional MUSTSs, Conditional
MUSTSs, Optional Capabilities)

The USGV6 Profile is meant to provide avehicle to
communicate requirements and capabilities between USG
design, specification and acquisition communities and
networking vendors and system integrators. The USGv6
Test Program will provide an open, traceable means of
verifying the correctness and interoperability of IPv6
capabilities claimed by individual products.

The USGVv6-V 1 Capability Check List in Annex-A of the
USGV6 Profile, illustrated in Figure 4, provides a quick
tabular means of conveying functional requirements and
declarations of capabilities between the USG and its
suppliers.

The U.S Postal Service
(USPS) plansto deploy an

| Pv6-capable video
surveillance system to 40,000
postal sites across the country.
In addition to providing high-
guality video, the systemis
expected to provide the USPS
with enhanced mobility,
security and network
management capabilities. The
new video platform will be
integrated into the existing
USPS network.

Because of the large number of
USPS|ocations, their growing
reliance on mobile devices and
the increasing need for
network-capabl e devices such
as video cameras, postage
meters and mail scanners,
USPS expects |Pv6 to be a
gateway to enhancing its
services and capabilities.

Dan Campbell, GCN Magazine.
September 19, 2008.
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Spec/ USGV6-V1 Capability Check List Configuration Device Type

Reference | Section | Pv6 Requirements Option Host | Router | NPD Notes

Note: Gray check boxesimply an atypical selection for devicetype.  Seeprofile text for details.
Note: M indicates category/context contains unconditional mandatory requirements.  See NRT for details.

SP500-267 6.1 | Pv6 Basic Requirements M M
support of stateless address auto-configuration SLAAC Host:[O:1]
support of SLAAC privacy extensions. PrivAddr Host:[O:1]
support of stateful (DHCP) address auto-configuration DHCP-Client
support of automated router prefix delegation DHCP-Prefix
support of neighbor discovery security extensions SEND

SP500-267 6.6 Addressing Requirements M M
support of cryptographically generated addresses CGA

SP500-267 6.7 | P Security Requirements M M
support of the IP security architecture IPsec-V3 M M
support for automated key management IKEv2 M M
support for encapsulating security payloadsin IP ESP M M

SP500-267 6.11 | Application Requirements
support of DNS client/resolver functions DNS-Client
support of Socket application program interfaces SOCK
support of 1Pv6 uniform resource identifiers URI
support of a DNS server application DNS-Sever
support of a DHCP server application DHCP-Server

SP500-267 6.2 Routing Protocol Requirements
support of the intra-domain (interior) routing protocols IGW
support for inter-domain (exterior) routing protocols EGW

SP500-267 6.4 Transition M echanism Requirements
support of interoperation with 1Pv4-only systems IPv4
support of tunneling IPv6 over |Pv4 MPLS services 6PE

SP500-267 6.8 Networ k Management Requirements M
support of network management services SNMP M

SP500-267 6.9 Multicast Requirements M M
full support of multicast communications SSM

SP500-267 6.10 Mobility Requirements
support of mobile | P capability. MIP
support of mobile network capabilities NEMO
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Spec/ USGV6-V1 Capability Check List Configuration Device Type
Reference | Section | Pv6 Requirements Option Host | Router | NPD Notes
SP500-267 6.3 Quality of Service Requirements M
support of Differentiated Services capabilities DS M
SP500-267 6.12 Networ k Protection Device Requirements M
support of basic firewall capabilities FW NPD:[O:1]
support of application firewall capabilities APFW NPD:[O:1]
support of intrusion detection capabilities IDS NPD:[O:1]
support of intrusion protection capabilities IPS NPD:[O:1]
SP500-267 6.5 Link Specific Technologies M M
support of robust packet compression services ROHC
support of link technology Link= M M [O:1]
(repeat as needed) support of link technology Link=

Figure 4 —USGv6-V1 Capability Check List —Annex A
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USGv6 Node Requirements table further expands each of the configuration options above into a
detailed list of IETF standards and additional requirements necessary to conform to the USG user
requirements expressed through the check list.

RFC Funj':tmns Requirements by device
v
Spec ! USGvE- Hodds Recuiements Conition | Effecsive |
| Beforgnce Saction Title / Dufinition Hpus Yeor Sontext Host | Bowter | HEQY
WiiBicas] Reparemanty
HILD Warskon 2 for 1FVE FS Zoos I 1 Znoeg
RFCSE0T Soanci-Spacilic Mullicast for 1P F3 008 SEM (M} kil 2010403
RFCa80E '1LD~!‘.\0|":'.M:¢EE.’.:¢ML|!;JCW-'55“| FS IB_E E@ a'.l_Ml l\b'-ﬂ 0003
Pristocel Inddisplirecderi Mudticast §PiR)
FIM Sparss Miods (5h1 PS5 2006 S5 54}
RFC4ECA Pik-SP Saciarity asis | Enhancansdils IHE JO08 55 e
Embedding Rendensous Poark (RP) Wicaed Addr PS5 2004 =5 CLS+)
Koty Requesmenis
Mgkt Support in IPve ES 2004 M giMl il 200003
8.1 Al Modes as Correspondent Mods MP [ SO0
8.2 Rzine Cplimizatn KMP =fM 2080703
B.2 Lo rourte optimcation o be disnbisd MP oM 200403
A5 &l P Reidira 51 1] 20 Qe
) Home Agents Mp L] 2000003
[ %] Jdobie Modes wp ikl P LA
Titss i i it fsr o] 2005 1 [l ety
Miotvie Mode |dentifer option tor MIFS =1 2005 KMP <=L Li5+)
SFCAETT MIPvE Onerabion with IKEY2 and IPses.v3 FS 004 MF' a'.I_MI l\b'-ﬂ 205003
RFCAEES Hatierh Bailiny { HEMO ) Badic Supiiait = i |3 HEMS ekl 0T

Figure5— Sample USG | Pv6 Profile Excer pt

4.3 Developing an IPv6 Transition Strategy Plan

The IPv6 Transition Strategy Plan should be folded into the Enterprise Transition Strategy Plan,
should link to core mission segments as appropriate, and should define a specific timeline and set
of milestones to deploy secure | Pv6-enabled network services defined in the I T Infrastructure
Segment Architecture.

Aswith any other technology integration effort, the planning effort should consider multiple
timelines, including:

Budget cycles

Technology refresh cycles

IT Infrastructure quality improvements
Equipment and software certification cycles

I'T project dependencies

Technology standards development and adoption
Software development life cycle
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When developing the transition strategy, focus on ensuring that network, computing, application,

and service components are enabled in a sequence that will generate maximum benefit to the
business mission through meaningful end-to-end IPv6 activity. At times, an immediate
incremental change has advantages over waiting for all IPv6 features to be available in the next
version of a product.

Elements that your Transition Strategy must include are:

Identification of transition priorities

|dentification of transition activities

Transition milestones

Transition criteriafor legacy, upgraded, and new capabilities
Dependencies

Risks and mitigation strategies

Maintenance of interoperability and security during transition
Use of the USGV6 Profile to express IPv6 capability requirements for specific products
Transition governance:

Policy

Roles and responsibilities

Management structure

Performance measurement

Reporting

Management actions

CoNou~wWNE

10. Training
11. Testing

Please refer to RFC 5211 “ An Internet Transition Plan” for additional guidance.

4.4 Integration with Capital Planning

Agencies should develop and submit Exhibit 300 business cases to invest in the IPv6 vision
defined by their IT Infrastructure Segment Architecture and Transition Strategy Plan. This
approach corresponds directly to the FEA PM O’ s Performance Improvement Lifecycle shown
below.

e ememem—m————"

Agency Sirategic

Architect Invest Implement > M

Strategy | ’d Resiilts

fi . Fa

----------------‘

Figure 6 — FEA PMO’s Performance | mprovement Lifecycle

The Exhibit 300 should include:

e A businessjustification that addresses the value of the IPv6-enabled network service and

performance/quality gaps which will be addressed,;
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e Appropriate SRM and TRM mappings, as defined in the I T Infrastructure Segment
Architecture. Technologies should be compliant with agency guidelines and the USG
IPv6 Profile released by NIST; and

e Performance commitments and delivery milestones that match those defined in the
Enterprise Transition Strategy Plan.

Agencies should require al future technology refresh spending to incorporate IPv6. Other OMB
IT initiatives, such as common security configurations, reduced external Internet connections and
coordinated infrastructure spending, should all be considered in conjunction with the move
toward | Pv6-enabled networks and devices

Agencies should begin to submit business cases for |Pv6-enabled Network Services during the
FY 2011 Select Phase.

It is expected that proactive, architecture-based planning, procurement controls, and leveraging
Blanket Purchase Agreements (BPAS) will result in cost savings and avoidance. Current federal
I'T spending, including IT infrastructure, can be viewed through OMB’ s Visualization to
Expenditures in Information Technology (VUE-IT) tool, found at
http://www.whitehouse.gov/omb/egov/vue-it/index.html#pathS/path5.j son|path2/path2.j son.

4.5 OMB IPv6 EA Assessment Criteria

The Federal Enterprise Architecture Program Management Office will assess each agency’s IPv6
transition progress through the Enterprise Architecture Assessment Framework (EAAF). OMB
requires that “the agency’s EA (including enterprise transition plan and segment architecture)
must incorporate Internet protocol version 6 (IPv6) into the agency’s I T infrastructure segment
architecture and I'T investment portfolio. The agency must have concrete plans to deploy |Pv6-
enabled mission services and applications in its environment.”®

According to the OMB EAAF Version 3.0 (http://www.whitehouse.gov/omb/e-gov/fed/),
agencies will be required to meet the following I Pv6-related criteria depicted in the following
table.

It isimportant to note that each “level” isintended to build upon previous levels (for example, an
agency cannot achieve a Level 4 without successfully demonstrating completion of Levels1, 2,
3,and 4).
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Table4—1Pv6 Criteriain the Enterprise Architecur e Assessment Framework v3.0

Level 1
Practices

Activities: The agency has performed a cost and risk impact analysis for
migrating to IPv6. Agency has also completed a second inventory of IP-
aware devices.

Artifacts: IPv6 impact analysis document using guidance in Attachment
B of OMB M-05-22; second IP-aware device inventory (Attachment A)

Level 2
Practices

Activities: The agency has met all of its IPv6 transition milestones, and is
on schedule to complete transition per OMB M-05-22.

Artifacts: IPv6 transition milestones (included in the enterprise transition
plan) through completion date showing projected and actual completion
dates, evidence of milestone completion (agency should determine the
artifact(s) constituting evidence of completion for each milestone),
documentation of successful execution of deployment test criteria (once
transition is complete)

Level 3
Practices

Activities: The agency has incorporated IPv6 modernization activities
into its IT infrastructure segment architecture.

Artifacts: IT infrastructure segment architecture

Level 4
Practices

Activities: The agency has made concrete plans (e.g., stood up an IT
investment with an Exhibit 300 business case, etc.) to deploy secure IPv6
enabled network services in its environment.

Artifacts: IT infrastructure segment architecture, Exhibit 53, Exhibit 300s

Level 5
Practices

Activities: The agency has made concrete plans (e.g., stood up an IT
investment with an Exhibit 300 business case, etc.) to deploy IPv6
enabled mission services and applications in its environment.

Artifacts: IT infrastructure segment architecture, Exhibit 53, Exhibit 300s
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Section 5: Transition Milestones

After agencies develop their IT Infrastructure
Segment Architectures (incorporating |Pv6
modernization plans) they should develop an IPv6
Transition Strategy to describe how their defined
future vision will be attained (please see Section
3.3 for additional guidance on how to develop an
IPv6 Transition Strategy).

IPv6 deployment must be carried out within an
agency’s I T governance framework in order to
minimize data and application risks.

This section provides a comprehensive overview of
common IPv6 Milestones that should be
incorporated into IPv6 Transition Strategy Plans,
aswell as“quick wins’ that agencies should
address even before planning for |Pv6-enabled
network service deployment.

“IPv6 is like an urban
redevelopment and expansion. It is
all about understanding the need of
the stakeholders and enabling it for
future growth. The US Government
is showing leadership in planning
ahead, preparing for this major (and
much needed) technology shift and
its innovative enhancements for the
21st century always on
communication era."

Yanick Pouffary,

IPv6 Forum Fellow,

North American IPv6 Task Force
Technology Director

Organizations do not have to transition to IPv6 all at once. Rather, by integrating |Pv6 in phases,
I'T staff members can learn what they need to know to help their agencies begin experiencing the

benefits of 1Pv6 while the integration is underway.

According to Request for Comment (RFC) 5211 (dated July 2008), which can be found at

http://www.ietf.org/rfc/rfc5211.txt, there are three phases for transitioning the Internet from a

predominantly 1Pv4-based connectivity model to a predominantlyl Pv6-based connectivity

model®. These phases are:
1. Preparation
2. Transition
3. Post-Transition

A proposed timeline for these phases has been developed so that the Post-Transition Phase will

occur prior to 1Pv4 address pool exhaustion. The following graphic provides a high-level

summary of each phase, the associated timeframe, and key activities that service providers and

federal agencies should strive to address.
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Preparation

Present — December 2009

Service Providers:

Pilot test IPv6 network
Services

Federal Agencies:

Prepare to provide
Internet-facing services via
IPv6-based connectivity
while continuing to provide
Internet-facing services via
IPv4 connectivity.

Arrange for |IPv6-based
Internet connectivity for
any Internet-facing servers
(e.g.,web, email, and
domain name servers).

Figure7 —IPv6 Transition Phasesand Timeline

Transition

January 2010 —
December 2011

Service Providers:

Offer production IPv6 and
IPv4 services to Internet
customers.

Federal Agencies:

Provide Internet-facing
services in a production
manner via |Pv6-based
connectivity in addition to
IPv4-based connectivity.

Provide |IPv6-based
Internet connectivity to

internal user communities,

Provide IPv6 internal
supporting servers (e.g.,
DNS, DHCP).

Post-Transition

January 2012 - Onwards

Service Providers:

Must offer IPv6-based
Internet Service to Internet
customers. |IPv6-based
Internet Service should be
via native IPv6 network
service.

Federal Agencies:

Provide all Internet-facing
services via |Pv6-based
connectivity, thus allowing
for new Internet customers
connected solely by IPv6.

A further breakdown of this high-level timelineisillustrated on the following page, depicting
Enterprise Architecture and Transition Strategy Plan development and the Capital Planning and
Investment Control process. Thistimeline assumes afull-year of planning for the deployment of
I Pv6-enabled network services and approximately 3 %2 months of testing and piloting.

Note: NON-public facing networks on private subnets or point-to-point leased lines that do not
rely on carrier transport across the Internet core do not have adriver to migrate to I1Pv6 by 2012
and SHOULD migrate through gradual tech refresh.
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September

Current Year: Envision
As-Is(To Be 8 Develop/Update

Develop
Planning for IPv6-enabled AE Exhibit
Network Services gagsibon biag 300

Submit EAand Budaget
Transition Plan Reqjegt
to OMB to OMB

MONTH X

Business Year:

) . DHCP/
Deploying IPv6-enabled Testing DNS
Network Services Upon Funding Deployment/
Allocation w

ProdIction
*NOTE: Timeline repeats every year @
until full IPvE transition is achieved.
Agencies are planning for

future IPvE enabled network
services while simultaneously
deploying already funded —
IPv6 investments.

IPv6 Modernization via tech refresh, service deployment, server upgrade,
routers, etc '

Provide IPv6 Updates to OMB via Quarterly EA Milestone Reports

Figure 8 — Proposed Timelinefor 1Pv6 Transition

By taking a phased approach to IPv6 integration, the I T staff can selectively choose where to use
IPv6 as the project progresses. Other advantages of the phased approach are:

e ThelT group can gradually gain skills and confidence.

e ThelT group can develop best practices during the early phases, which helps to expedite
the I Pv6 integration across the enterprise.

e Agency managersand IT groups can confirm that | Pv6 provides business value and is
stable, manageable, and secure enough to be deployed.

During each phase, one should approach IPv6 integration from a systems perspective,
considering people, processes and controls, and technology.

5.1 Quick Wins

In concert with developing initial IPv6 modernization plans through the IT Infrastructure
Segment Architecture and IPv6 Transition Strategy Plan, it is recommended that agencies
undertake the following activities to accelerate their preparation for |Pv6-enabled network
service deployment.
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5.1.1 Establish an IPv6 Test Lab

The total testing strategy discussed in this document
includes general purpose IPv6 device testing that is
appropriate for all Agencies, covered in Section 1.3.2 “IPv6
Test Program”. Agency specific deployment and
acceptance testing guidance is provided in this section.

Setting up atest lab isimportant for the safe controlled
introduction of new technology into your network and
prototyping with an emphasis on small scale validation of
targeted performance outcomes (e.g. experimenting with
secure | Pv6-enabled teleworking). Testing in alab enables
the agency IT group to perform tests that could potentially
be disruptive or introduce a security risk if deployed on the

Tip: Many unexpected results
during | Pv6 testing are due to
the mis-configuration of LAN
and VLAN segments of
services required to support
IPv6, such as DNS. This
underscores the importance of
training and hands-on
experience before IPv6 is
deployed in an operational
environment.

production network. The test environment should be set up as close as possible to resemble the
production environment. At first, the test sites should not be connected to the production
network or to each other. Later, after successful intra-site testing, connect them to each other to
test inter-site routing and connectivity. During the testing phase, the I'T team will gain valuable
experience with integrating 1Pv6 into the network which will allow them to determine if the

technology plan or schedule needs to be modified.

It isimportant to determine if an agency will be required to perform IPv4/1Pv6 protocol
trandation to allow pockets of 1Pv6 hosts to communicate with legacy IPv4 hosts. If thisisthe
case, the lab should provide connectivity for all clients and servers between [Pv4 and | Pv6,
regardless of network placement. Test cases should include IPv6 to IPv4, IPv4 to IPv6, and IPv6
to IPv6 communication. Thetest lab should contain a central router providing routing between
IPv4-only, IPv6-only, and IPv4/IPv6-mixed LANSs as well as protocol translation gateways. A
variety of |Pv4-1Pv6 protocol tranglation technologies are being defined presently within the
IETF. A key activity of the test lab should be verification of non-impact to IPv4-only

applications when traversing intervening | Pv6 networks.

During intra- and inter-site testing, document successful configurations as well as
interoperability issues. Test planned IPv4-1Pv6 dual-stack, tunneling and translation
technologies. Induce failure conditions such as router unavailability, DNS server mis-
configurations, link outage, etc. to identify and document observed behavior of networking and
application elements. Explore alternative workarounds to each simulated outage and observe
suitability of resolution. Thisinformation will be helpful after rolling into production to aid in
troubleshooting and to expand the experience and comfort level of IT staff members.

After IT staff membersin each lab develop solid competence with IPv6, begin production LAN
deployment in afew locations. During this phase, the pilot site infrastructure should be"1Pv6-
enabled”. Set up routers and switches to process IPv6 traffic and configure the LAN to transport
the agency’ s IPv6 prefixes to production host computers, printers, and other devices. Ensure that
the security architecture is configured to handle both 1Pv4 and 1Pv6 and set up the DNS and
DHCP serversto handle IPv6 queries. Implement the selected |Pv4-1Pv6 co-existence
technologies; this may be atransation gateway interconnecting this new |Pv6-only subnet to
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| Pv4/IPv6 networks, tunneling or dual-stack implementations. Configure the associated Network
Management Systems (NM Ss) to monitor the IPv6 network and infrastructure and as part of the
pilot, set up one or more applications that can run over |Pv6 so that the agency can begin

building experience of 1Pv6 within their environment.

5.1.2 External Facing Servers

External facing eCommerce servers, mail gateways, instant
messaging servers, Web servers, and voice over IP
gateways hosting portals for remote clients, teleworkers,
partner agencies, and group collaboration all have to serve
content across the Internet backbone to external hosts.
Because of | Pv4 address depletion and its effect on core
routing, applicationsthat rely on the Internet core for
transport to external hosts should upgrade first to | Pv6-
capable versions by 2010.

Next, upgrade host interfaces such as Web servers and e-
mail clients that will have to connect to external servers.

Lastly, upgrade internal facing systemsin an Enterprise
LAN as athird priority, as these systems can continue to
rely on IPv4 NAT addresses for some time.

Since sites will transition to 1Pv6 in a phased approach, the
best plan forward for web serversisto simply enable dual-
stack addressing with both 1Pv4 and IPv6 addresses and
ensure that there is either a native or tunneled | Pv6 path
between all IPv6 clients and the servers. Web servers
should have both their IPv4 and 1Pv6 addresses configured
into DNS servers.

5.2 IPv6 Network Service Deployment

5.2.1 Develop Addressing and Routing Plan

Tips:

For Internet (external)
reachable hosts, such as
gateways and web, email
and DNS servers,
configure |Pv6 addresses
according to the address
and security plans. These
devices will likely require
both IPv4 and IPv6
addresses to enable
reachability from |Pv4 and
IPv6 web browsers, email
servers, etc.

Vadlidate firewall settings
to enable defined |1Pv6
traversal addresses
according to the address
and Internet security plans.
Verify proper IPv4/IPv6
address resolution in DNS.

An escalating demand for | P addresses acted as the driving force behind the development of the
larger address space offered by the IPv6. According to industry estimates, in the wireless
domain, more than a billion mobile phones, Personal Digital Assistants (PDA), and other
wireless devices will require Internet access; each needing its own unique |P address.

The extended address length offered by IPv6 eliminates the need to use techniques such as

network address trandlation to share scarce globally unique addresses.

Addressing Plans should:

e First and foremost concentrate on hierarchical routing information by distributing address
blocks for major enterprise network |ocations before breaking network blocks into
separate subnets for varying security and QOS support levels. The addressing structure

must follow the network topology.
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e Account for evolving government requirements such as Trusted Internet Connection
(TIC), Networx, security, Continuity of Operations (COOP), and geographical diversity.

e Bestored in asecure and auditable database for IPv4 and | Pv6 networks, blocks, and
subnets. This“plan of record” database serves as the basis for address status, moves,
adds, and changes. Reports and audit information are useful in managing and
troubleshooting.

5.2.2 Address Acquisition

Acquiring IPv6 address space is certainly akey step in planning atransition to |Pv6. |Pv6 space
can be obtained from the American Registry of Internet Numbers (ARIN) for North American
based networks. Other Internet Registries exist for address assignment in other parts of the
world: RIPE for Europe, APNIC for Asia/Pacific, LACNIC for Latin America/Caribbean, and
AfriNIC for Africa

The ARIN website, www.arin.net contains application templates and fee schedules for 1Pv4 and
IPv6 alocations. The current process for obtaining |Pv6 address space entails completing an
IPv6 network request template, which requires information about points of contact, IPv6
allocation plans, and DNS reverse mapping name server hostnames, among other items. Once
the template is submitted to ARIN, the template is reviewed and ARIN will respond within three
business days requesting further information or providing approval. Once approved, payment of
the annual feeis required along with execution of a Registration Services Agreement. Once
these tasks are completed, the address space will be allocated.

The amount, or size of space allocated depends on the address space requirements and role of the
applying entity in requesting the allocation. Thus, if the requesting entity isan end user, a
smaller block will be alocated; if the requesting entity performsthe role of aLocal Internet
Registry (LIR) which allocates space further to other organizations, ARIN will allocate alarger
block.

The IPv6 addressing architecture defines unique local address (ULA) space as address space that
may be used internally and is not routable on the public Internet. This address space is analogous
to RFC1918 private address space in |Pv4. While not Internet-routable, ULA network
uniqueness is nonetheless desired to minimize the probability of overlapping ULA space among
private inter-organizational interconnections. To increase the probability of uniqueness of this
local address space, the global 1D portion of the address prefix must be pseudo-randomly
generated as recommended by RFC 4193. The end result isan entirely locally administered /48
prefix for use within the organization while also enabling global 1Pv6 Internet reachability
without requiring NATS.

Agencies should develop policies and criteria to define which agencies or organizations may
obtain address space from other organizations or directly from ARIN or ISPs. Policies regarding
the use of ULA space should also be developed. These policies should be reflected in addressing
management approaches, and should be incorporated in addressing plans.

5.2.3 Establish Address Management and Allocation Procedures

Address management is crucial to assuring unigue and consistent |Pv6 subnet and address
assignments, not to mention accurate configuration of associated DNS and DHCPv6 services.
To assure this uniqueness and consistency, an |Pv6 address management tool should be
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deployed. Such atool must have the capability to track, allocate, and manage | Pv6 space as well
asthat of IPv4.

Given that IPv6 will be deployed “over” existing |Pv4 networks in dual-stack deployments or in
tunneling and trandlation environments, it isimportant to understand the potential impacts of
segregated | Pv4 and | Pv6 address management approaches. Combined 1Pv4/IPv6 address
management schemas are available and should be considered. |Pv6 address assignments to
servers will require host name lookups via DNS (unless users can reliably type in IPv6 addresses
in their browsers). The use of DHCPv6 should be assessed to determine whether it will be used
for one or more of the following: address assignment, parameter assignment only, or prefix
assignment; configuration of DHCPv6 accordingly should be provided by the address
management tool.

Address management should also include various | Pv6 address allocation mechanisms, including
manual, best-fit, random and sparse. The sparse algorithm is useful at the top layer of the
allocation hierarchy to “spread out” top level allocations to accommodate future growth. Best fit
allocations preserve address space by using contiguous blocks where possible and may be
effective in the middle of the allocation hierarchy. At the bottom, the subnet level, random
allocation may be desired to obfuscate subnet number (instead of counting up from 1) for privacy
purposes. These procedures should be adapted as appropriate and documented within the
organization.

The address management database is only as accurate as the information that goesinto it. Some
form of address discovery and reconciliation should be considered to enable comparison of the
database with actual network information. Such discovery for IPv6 subnets will likely require
Neighbor Discovery Cache table reads since a brute force ping sweep of host IDs is unfeasible
(one of the down sides of such alarge address space is that scans are just as difficult for
legitimate purposes as malicious ones). However accomplished, the discovered information
should be stored as snapshots for historical comparison and reclaim. Auditing of |P address
occupancy isimportant for troubleshooting and accountability tracking, and areclaim function
can be used to free up addresses or subnets that are no longer in use given a sample set of
discovery information. Address auditing isimportant to prevent the proliferation of unused
address blocks and the resulting discontinuous production address space and reduction of routing
aggregation that will result. Additionally, regional address registries will require address
auditing and accountability of future IPv6 address acquisition is necessary, as all acquisitions are
based on operational need.

A list of specific Address Management and Allocation Procedures includes:

e Access existing |P address management and allocation governance and procedures.

e Develop and promulgate new/revised | Pv6 address management and allocation
governance including requirements, guidance, policy, procedures, and reporting.

e Determine IP address allocation and recovery lifecycle process.

e |dentify and acquire an automated IP Address management (IPAM) and allocation tool or
appliance. The use of an address management tool is not a requirement, but given the
nature and size of |Pv6 address blocks, wide-areas and local networks can easily grow to
alevel of complexity that will be unmanageable. Additionally, address registries may
require an address auditing function, which can become exceedingly complex if
accomplished on spreadsheets. For growth and auditing purposes, it is highly
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recommended that an address management tool be considered. Tool/Appliance
capabilities should include the following:

0 Dynamic address request/alocation and recovery

0 Pre-dlocate and reserve address blocks

o0 Discovery and identification of utilized, unutilized, and overlapping address space
ranges

Address plan templates and development tools

Delineate address blocks by network, organization, geographic location, function,
etc.

Network Device configuration support and file management

Import network definitions from network devices

Variable access right to multiple administrators

Articulate and define address space authority boundaries

Join or split networks

Comprehensive searches

Audit features and logs which provide statistical analysis

Storage and feedback on Registrar requirements, information, and correspondence
DNS administration support and zone transfer/management

Predefined and definable event “triggers”

O O

OO0O0O0O0O00O0O0O0

5.2.4 Domain Name Service (DNS) Assessment

Thistask involves the assessment and transition planning of the organizations Domain Name
Service. It should be noted that networking functionality and interoperability, inan IP
environment, is not possible without an operational DNS. The Top-Level Domain .GOV and all
lower level Department and Agency domains must be capable of managing and responding to

| Pv6 address queries for 1Pv6 networking to occur.

Specific actions include:

Requirements: Develop DNS transition requirements for the organizations infrastructure
based on the address and routing plan and organizational domains, locations, functions,
etc. Determine the span of DNS domains. Note that DNS address spaces are
independent of address spaces/network topology. RFC4472
(http://www.ietf.org/rfc/rfc4472.txt) discusses name space fragmentations, and
operational considerations and issues associated with IPv6 DNS.

Inventory: Conduct an inventory of existing DNS infrastructure and servers, including
the current versions of DNS software, such as BIND.

Upgrades guidance: Develop comprehensive guidance for the upgrade of DNS servers
and software. This guidance should include procedures and best practices.

Separation: Theinitial transition to |Pv6 capability for DNS should incorporate a
philosophy of separation rather than integrated dual-stack functionality, i.e., leave the
existing IPv4-only DNS servers alone and functioning normally and implement new
dual-stack DNS servers, in required pairs, separated by security procedures. Once the
IPv6 capable DNS is active and the organization has confidence in the new system, then
the servers can be integrated. The physical and/or logical separation of 1Pv4 and IPv6
capabilities and services will provide additional security in all facets of the network and
application environment.
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e DNSdemonstration: DNS should be demonstrated in alaboratory setting first, then asa
companion service to IPv4-only DNS, and subsequently as a separate production service.

e Future Upgrades. Plan for future upgrades to the |Pv6 capable DNS and continue to plan
for and incorporate system upgrades.

0 Implementation of unicast vs. anycast addressing for DNS: Unicast DNSisthe
current mode of operation for the IPv6 DNS infrastructure. 1Pv6 will permit the
use of anycast addressing, providing potential increases in reliability and
flexibility of DNS.

0 DNSSEC: Investigate and implement DNSSEC security features in operational
IPv6 DNS servers. DNS security extensions, DNSSEC, defined in RFCs 4033-
4035, provide a means to authenticate the origin of resolution data within DNS
and to verify the integrity of that data. Thus, DNSSEC provides a means to detect
packet interception, ID guessing, and cache poisoning attacks. In fact, DNSSEC
was acknowledged as the only comprehensive solution to the recent Kaminsky
cache poisoning bug. The operation of DNSSEC relies on digital signaturesto
enable data origin authentication and end-to-end data integrity verification. ISC's
BIND DNS server implementation supports DNSSEC and provides two core
utilities required to generate private/public key pairs and to sign zones using these
keys. Signing zones deployed on DNS servers enable resolvers and servers
obtaining authoritative information from such DNS servers to authenticate the
origin or resolution data and to verify the integrity of that data.

In summary, DNSSEC administration requires processes and procedures for key
generation, zone signing, key distribution, and key rollovers. IT staff must be well
versed in DNSSEC technology to monitor and troubleshoot secure resolution
issues.

5.2.5 DHCPv6 Assessment

DHCPv6 performs avariety of functions. It can be used to assign IPv6 addresses and option
parameters as does DHCP for IPv4 or it can be used simply to supply | P parameter options to
clients that have auto-configured addresses. The assessment required entails consideration of the
trade-offs of implementing DHCPV6 vs. use of statel ess address auto-configuration (SLAAC).

In a stateful address assignment model, the DHCPv6 server provides the |Pv6 address and
associated device | P parameters (e.g. address of arecursive DNS server, etc). Thismimicsthe
DHCP for 1Pv4 approach and gives the network administrator the most control by defining who
can get an address (e.g., using MAC address filtering to identify acceptable clients), what address
isassigned, and what additional parameter values are assigned. While providing the most
control, it does require proper configuration and administration, though an |P address
management system can help ease this burden by associating address poolsin the address plan
with configuring corresponding DHCPv6 server address pools.

Statel ess address auto-configuration (SLAAC) entails a client identifying the IPv6 subnetwork
prefix through router advertisements, calculating of its own interface identifier, and
concatenating these fields to derive aglobal 1Pv6 address. After verifying uniqueness through
the duplicate address detection process, the derived |Pv6 address may be used. However, this
statel ess auto-configuration may not sufficiently configure the device to communicate on the
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IPv6 network. For example, what DNS servers are available on or near this subnet to resolve
hostnames to IPv6 addresses? This and other information may be obtained via DHCPv6. Use of
SLAAC for address assignment and DHCPv6 for parameter assignment is sometimes referred to
as stateful /statel ess hybrid approach.

Prefix delegation entails the assignment of an entire prefix or subnet address. Thisfunctionis
useful in environments where devices downstream in the routing topology request a prefix for
use; which automates subnet assignment and encourages | Pv6 addressing hierarchy. While the
DHCPv6 protocol is used for this function, the actual disseminator of subnets may be arouter. A
policy should be defined regarding prefix delegation. The fundamental question becomes,
should devices be enabled to request subnets or should this function reside under the control of
the I P address planning team?

Use of dynamic DNSisoptional but very useful in automatically updating DNS with hostname
and | P address information, particularly for DHCP clients. The DHCP server can be configured
to update DNS based on |eases dispensed to clients. The server can aso allow the client to
perform the update itself, though thisis typically frowned upon in enterprise environments due to
security concerns. However, if SLAAC is used, and auto-configured hostnames and | P address
assignments appear in DNS, then either the client must be permitted to update DNS using DDNS
or the centralized I P inventory administrator must perform such an update manually.

If the DHCP server updates DNS, the ISC DHCP server can be configured to sign the update
using transaction signatures (TSIG). The BIND DNS server receiving the update can likewise be
configured to authenticate the TSIG and also to constrain what source | P addresses or subnets
from which DDNS updates may be accepted. For non-dynamic clients, e.g., servers and routers,
addresses are entered manually and should be tracked using a centralized | P database. Such
updates may also trigger DDNS updates from the IP database to the corresponding master DNS
server.

As discussed above, | P parameters other than 1Pv6 addresses can aso be assigned by DHCPv6
servers. These parameters, in the form of DHCP options, can be configured with values for
assignment to clients. Different client devices may require different or unique parameter values,
e.g., VolP devicesvs. plain old data devices. The DHCPv6 server can be configured to
recognize these different device types by analyzing the vendor class identifier, user class
identifier, MAC address, or other parameter within the DHCPv6 packet. Once matched on a
value, the DHCPv6 server may then assign the corresponding options. For example, a Vol P
phone may supply avalue of “VOIP” within its vendor class identifier option and if the DHCPv6
server is configured to recognize clients providing this value in the vendor class identifier field, it
can provide the corresponding VOIP options.

5.2.6 Network Management

| Pv4-based network management and fault tracing tools must undergo significant change to
properly manage |Pv6 networks.

Network Management considerations include:

No dependencies on | Pv4 transport or services

Ability to utilize IPv6 neighbor discovery to perform network mapping features
Upgraded for the latest dual-stacked Management Information Bases (MIBS)
Database and/or storage structures upgraded for 1Pv6
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e GUI and documentation upgraded for IPv6

The resulting capabilities are:

e Full GUI interface for IPv6 features

e Ability to discover and manage |Pv6
devices

e Ability to map IPv6 networks

e Ability to detect status of IPv6
services such as DHCPv6, I1Pv6
Routers, IPv6-capable DNS services

Tracking IPv4 and IPv6 address spacein a
centralized inventory databaseis
recommended. Thisincludes subnets as well
asindividual address assignments.
Implementing inventory assurance
functionality can help ensure the accuracy of
the IPv4/1Pv6 address space. Gathering
actual address assignments and reconciling
against the centralized inventory provides this
assurance.

Using SNMP to read router interface and IP
address tables provides one example
mechanism to discover subnet allocations at
the router interface level. This discovered
subnet information can be compared with the
corresponding IP address inventory to
identify misprovisioned, or "rogue’, subnet
assignments.

Discovery at the IP address level istypically
performed on IPv4 networks using one or
more available mechanisms such as ping,
ARP cache discovery, DNS lookups, or
additional port open packets. Many of these
techniques are not practical for |Pv6 subnets.
Passive subnet snooping, neighbor discovery,
and gathering | Pv6 addresses from subnet
routers are possible |Pv6 host discovery
mechanisms. While gathering | P occupancy
isimportant, the post-processing of
discovered host information by comparing

DREN Success Story

The Deprtment of Defense’' s (DoD’ s) High
Performance Computing Modernization
Program (HPCMP) is responsible for providing
some of the world’ s most advanced computing
capability in support of the DoD mission. The
nation-wide Defense Research and Engineering
Network (DREN) provides the HPCMP user
community with protocol-rich, high-
availability, high-capacity, low-latency, secure
connectivity. In June, 2003, the DREN was
designated as the first DoD |Pv6 pilot network.

The goals of the DREN IPv6 pilot were to:

1. End-to-end IPv6-enable the DREN
wide-area network (WAN).

2. Maintain pre-pilot performance and
security levels.

3. IPv6-enable the infrastructure at
selected Sites.

4. |Pv6-enable a core mission application.

5. Document and share lessons learned.

By July 2005 the entire DREN WAN was
routinely supporting end-to-end IPv6 traffic.
Several sites were supporting | Pv6 along with
IPv4. A core mission application providing
authentication and end-to-end access was | Pv6-
enabled. Performance and security levels were
as good as and in some ways better than
before.

Six keys to success and eight challenges
overcome in accomplishing this without
additional personnel and with less than
$100,000 in additional funding are described in
the DREN Success Story, available on the E-
Gov Success Stories and Case Studies Website:
http://www.whitehouse.gov/omb/e-gov/feal.

actual address assignments with the corresponding I P address inventory is equally important in
providing an exception report highlighting discrepancies. Such areport saves time otherwise
required to manually compare discovery output with the IP database.
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5.2.7 Application Development

This effort addresses the planning for and devel opment or modification of existing |P
applications to be IPv6 capable.

Specific application devel opment actions include:

e Planning for Application Transition: All networked applications, including clients and
servers need to be modified or redesigned to function in an IPv6 networking
environment. Initially, applications will be required to perform common IPv6 functions
and will need to evolve to incorporate more advanced features of the protocol. The
planning for 1Pv6 application transition should include:

o Application Inventory
= Agency Government-off-the-shelf (GOTS) applications

Commercial-off-the-shelf (COTS) applications

Existing Application upgrades and refresh

New application developments and procurements

Applications at end-of-life

0 Assessment of legacy operating systems and applications to determine whether to
include in the transition, use a transition mechanism, or retire the application
during an appropriate technology refresh period

o0 Transition milestones

o0 Application Interoperability Planning (Block Transitions): There may be a need
to transition enterprise applications in blocks for interoperability purposes.

o0 COTS application transition schedules: Work with vendorsto get realistic
transition and availability schedules.

e Training: Needed training for application devel opers based on application types and
devel opment/testing environment.

e Application Laboratory: Consider developing or utilizing an application devel opment
laboratory for training, developing, and test activities.

e Application Testing: Test application in laboratories, pilots, and actual operational
conditions.

e Application Transition Guidance: Develop comprehensive guidance for devel opers for
transitioning applicationsto IPv6. In order to be considered “fully dual stacked” all
applications functions requiring I P connections should be able to operate in either an
| Pv4-only mode or an IPv6-only mode, to include al callsto external applications such
as DNS, RPC, and software update functions. Any IPv6 application with dependencies on
I Pv4 functions should be considered “partially dual stacked” and the dependencies noted.

e SubtleIPv6 Application Programming I ssuesto Consider:

0 |Pv6 address nomenclature

= Colon Separators
» Hexadecimal Addresses

Protocol Data Structures for storing Dual Stack information and 128-bit address

fields

Application Logic for Protocol Selection

Protocol Defaults

Fixed IP addresses

Port utilization

Security features

@]
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Incorporation of new |Pv6 features
GUI design for I1Pv6

O o0o0oo

and features and are especially difficult to port
to acompletely new version of IP

o Datastructure, record, and field widths for
| Pv6 addresses

o Datarate and latency variations

The USG IPv6 Profile also has a section on application
considerations for IPv6 and what it might mean to produce
an |Pv6-enabled application. The Profile can be found at
http://www.antd.nist.gov/usgv6/usgv6-v1.pdf).

5.2.8 IPv6 Desktop Access
There are two primary 1Pv6 desktop access considerations:

e Managed Tunnels (VPN): Future purchases of VPN
and remote access clients and servers should include
the ability to connect over IPv4 or IPv6.

e Virtual Desktops: Virtual desktop servers and clients
should be able to connect over IPv4 or IPv6. Remote
virtual desktop sessions being served external to the
Enterprise should be protected utilizing strong
cryptography: 1Psec, SSL, or application layer
security.

5.3 Security

Agencies must evolve their IT security policies and
architectures to take into account new capabilities that will
be required within IPv6, but also to take advantage of some
of the inherent security-related features available within
IPv6. Implementing IPv6 within an IPv4 network effectively
creates adual network layer, which inherently increases
exposure to attacks. While many attack strategies for IPv6
may mimic known IPv4 attacks such as sniffing, man-in-the-
middle, flooding, application layer attacks and rogue devices,
new forms of attack are likely. For example, many 1Pv4-1Pv6
co-existence technologies utilize tunnelling which requires
deeper packet inspection capabilities to scan tunneled packet
information.

Changes to Socket and Advanced-Socket function calls

Network management and security applications are heavily tied to |P addressing

The IPv6 transition at the
Department of Veterans
Affairs (VA) isnot just a
“network only change’ - but a
change that would impact
every aspect of the VA
Enterprise that utilizes the
network for communications.

During planning for the IPv6
transition, the VA took the
following steps:

e |dentify assets;

e |dentify vulnerabilities ;
o Identify threats;

e Determine the effects of
the threat-to-vulnerability
ratio;

e Prioritize high risks;

e Accept, transfer, or
mitigate the high-priority
risks;

The VA also developed a

comprehensive | Pv6 training

program and awareness video,
currently available at:

(http://www.gsa.gov/Portal/gsa

lep/contentView.do?content Ty

pe=GSA BASIC& contentld=2

4141&noc=T). TheVA s

currently developing an

updated video duein March

2009.

Because production network experience with IPv6 and its resilience to attack is currently limited,
proactive steps are necessary to minimize exposure. Security monitoring tools, perimeter
gateway systems, remediation systems, processes and infrastrucutre and host security measures
need to be tested and qualified in terms of IPv6 protocol support and attack detection and
remediation capabilities. Network security personnel need to be trained on IPv6 protocol
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operation, including its security benefits as well as potentia vulnerabilities. Security
vulnerabillity detection and reporting sources such as the US-CERT must be monitored regularly
for current vulnerability reportsto rapidly assess and mitigate relevant vulnerabilities.

Avoiding these steps or IPv6 in general is not aviable security solution. Even if an agency does
not activate |Pv6, they will nonetheless not be immune from 1Pv6 security issues. In some cases,
devices within the agency’ s network may be IPv6-operationa by virtue of their default
configuration without the agency’ s knowledge. These devices could for example utilize
tunneling technology to reach across the agency’ s current network to the Internet.

The following is a non-exhaustive list of possible attacks and suggested mitigation practices that
reguire consideration when implementing 1 Pv6.

e Reconnaissance: Unauthorized identification and mapping of network topology.

(0]

O 00O

(0]

(0]

The large interface ID field within each 1Pv6 address makes traditional network
layer address scans difficult though not entirely impossible (assuming 64 bit
subnet identifier and good |1 Pv6 address sel ection techniques)

Filter internal-use multicast addresses (e.g. by site, organizational scope)
Consider implementation of privacy extensions for interface IDs

Filter internal-use (e.g. unique local) |Pv6 addresses at border

Use “non-obvious’ static IPv6 addresses for critical systems; i.e. don’t increment
beginning at 1 on a subnet.

Filter unneeded services at the firewall and selectively filter Internet Control
Message Protocol (ICMP)

Maintain host and application security

e Unauthorized Access: Inappropriate access on a node to applications or upper-layer
protocols.

(0}

(0}

Utilize traditional filtering/firewall technology but update for IPv6, ICMPv6, and
tunneling inspection

|Pv6 adds the ability to utilize multiple addresses per interface for greater filtering
capabilities

|Pv6 extension headers may be an issue (e.g. Type [O] routing header) and should
be considered and incorporated into the security strategy

Update firewall for anycast and ICMPv6 inspection

Enforce multicast packet scoping; i.e., prevent multicast packets from being
forwarded beyond the specified scope (e.g., local, site, organizational, etc.)
Implement application layer security as well; e.g. secure access, identity
management, SSL, etc.

e Header Manipulation and Fragmentation: Modification of IP header or use of
fragmentation to evade security devices or attack the network infrastructure.

0]
(0]

Deny 1Pv6 fragments to an internetworking device if possible
Drop fragments of less than 1280 octets, the minimum MTU

o Apply filtering rules if IPv4-1Pv6 translation technologiesin use

e Layer 3and Layer 4 Spoofing: Modifications to packets to allow attackers to appear to
be coming from a different location and/or for another application.
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0 Develop last hop IP trace-back capability

Dynamic Host Configuration Protocol (DHCP) Attacks: Providing false information
during a device initialization process with the network.

0 Look at layer 2 authentication mechanisms such as 802.1x
o Filter DHCP solicits by a*“known list” of device unique IDs (DUIDs)

Broadcast Amplification Attacks (smurf): Denial of service attack where other nodes
on asubnet are tricked into flooding packets to a single node on the subnet.

o Properly implemented | Pv6 stacks will not be susceptible to this attack so testing
this attack should be part of IPv6 stack testing
o Filter packets with a source multicast address

Routing Attacks: Disrupts network routing flows or makes unauthorized changesto the
routing tables.

0 Many routing protocols did not make changes in security to support 1Pv6;
however, some have dropped authentication capabilities in expectation of utilizing
| Psec

0 Use existing authentication mechanisms for BGP and IS-1S

0 UselPsec with OSPFv3 and RIPng

Viruses and Worms

0 Virusesand worms that rely on network scanning techniques will be limited in
their attack capabilities

Transition Mechanisms: Tunneling and tranglation techniques utilized to support
coexistence of IPv4 and IPv6 on the same infrastructure.

o Establish clear security policies with regard to tunneling

o0 Filter rogue tunnels at the firewalls or routers

0 Use state tunnels or automated tunneling mechanisms that provide authentication
mechanisms and have greater administrative control

In summary, agencies need to consider the following with regard to security:

Develop a comprehensive IPv6 security plan and associated 1Pv6 policies within the IPv6
addressing rollout plan
Routers/switches

o Disable IPv6/tunnels unless and until required by the IPv6 addressing and security
plans.

o0 Implement Access Control Lists (ACLSs) to block 1Pv6 traffic and/or tunnels on
core/edge/outside perimeter unless and until required by the IPv6 addressing and
security plans.

Upgrade network protection devices/tools for |Pv6 support
Enable IPv6 IDS/IPS features
Enable IPv6 host firewalls on all end devices
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Disable IPv6 on routers, infrastructure devices,
servers and hosts unless and until required by the
IPv6 addressing and security plans.

Expand core and perimeter boundary monitoring
to incorporate I1Pv6 and IPv6-in-1Pv4 tunnels

5.4 Additional Tips

Integration of IPv6 in product lifecycle
replacement (refresh cycles): Enterprises are
focusing on IPv6 migration cost reduction by
adding it into the planned product procurements of
their existing information technology budgets. If
the enterprise I T staff includes upgrades to IPv6 as
part of their regular procurement process and
select | Pv6-enabled products, they can take an
evolutionary approach towards adoption of the
new protocol.

Specifying |Pv6 compliance in Requests for
Proposals (RFPs): Adding IPv6 support to new
procurement beyond the core network helps
enterprises meet the internal adoption deadlines
for transition to IPv6. It refersto including the
|Pv6 support to all the I T requests for proposals.
Integrating 1Pv6 procurement planning and
training into existing I T processes helps the
enterprises in meeting their upgrade deadlines
while avoiding any unexpected or unnecessary
costs.

Using transition technologies. Enterprises are
incorporating temporary network tunneling until
the end of the device lifecycle to meet internally
defined IPv6 compliance deadlines. Tunneling

Some of the driversthat helped
move Department of
Transportation (DOT) towards
the implementation of |Pv6
were the building of a new
headquarters building, looking
at the future of technology and
how the Federal government
needs to help move technology
forward. DOT not only
explored the use of IPv6 in the
support of itsinfrastructure,
but also in the development of
major programs, such asthe
Intelligent Transportation
System (ITS) and Next
Generation Air Transportation
System (NGATS) to pave the
way towards improved roads
and reduced congestion.

Achievementsinclude the
implementation of 1Pv6 across
the core of the campus network
and plans to complete the
implementation of 1Pv6 across
the entire WAN as
communication service
providers become capabl e of
the supporting | Pv6.

refers to the process of routing the |Pv6 data packets through virtual pathsin the network
backbone by including them inside the IPv4 network address headers. Prior to the
delivery at the node, the IPv6 packets are extracted and delivered via | Pv6 service.

Integration of IPv6 training into I T budget: Training costs might be significantly high
in cases of IPv6 migration. Integration of 1Pv6 training costsinto the IT training budget
helps provide a smooth transition. Ideally, IPv6 should be considered a separate protocol
requiring hands-on practice to gain proficiency.

Test with Simulation Tools: 1Pv6 upgrades involve technology refresh that many
federal network architects are unfamiliar with. The complex interaction of new network
architectures and their impact on application performance make it impossible to reliably
predict successful delivery of servicesto all users. Simulation or emulation-based pre-
deployment testing of systems of new record and applications under real world scenarios
would mitigate this risk and insure a higher degree of continuity of operations and end
user satisfaction.
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Section 6: IPv6 Impact on Federal Initiatives

The USG has numerous federal-wide initiatives underway to improve the overall security and
operability of the federal enterprise architecture as well aslimit or reduce cost. Figure 9 depicts
anumber of initiatives that may appear to be separate, but are intricately linked. Many agencies
are tackling these initiativesin a silo fashion and do not fully understand how each are related
and will ultimately impact new “to be” architectures being devel oped.
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Figure 9 — IPv6 Relation to Other Federal Initiatives
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This section examines the potential 1Pv6 related impacts agencies should consider when
developing their solution sets for each of these initiatives. In reality, agencies need to look at the
initiatives in a coordinated fashion and understand the cross-requirement impacts that will occur
asindividual solution sets are devel oped.

The development of solution sets and “to be” architectures for each of these effortsin asilo
methodology will lead agencies to developing solutions sets that will potentially be conflicting or
counterproductive. In addition, Trusted Internet Connections (T1C) may not support other efforts
that could be directly impacted.

In order to utilize their resources most efficiently, agencies need to consider working these
effortsin unison. Thiswill ensure that requirements which impact more than one initiative are
taken into account across the board and that complimentary solutions are developed as a part of
the solution process.
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6.1 TIC

Trusted Internet Connections (TIC) isamajor federal initiative focused on developing amore
secure boundary between the entire Federal Enterprise Architecture (FEA) and the surrounding
world. TIC focuses on bringing all external |P-based connections through a limited number of
gateways which have access into federal agencies. This solution provides greater control and an
increased ability to monitor connections. As agencies move to implement both TIC and I1Pv6,
there will be significant overlaps in requirements that should be addressed during the planning
cyclesfor both. 1Pv6 will directly impact many of the short and long-term T1C solutions.
Agencies must consider the following areas:

IPv6 policy

| Pv6 routing/traffic

IPv6 DNS

IPv6 firewall functionality
IPv6 IDS capability

Support for 1Pv6 based I1Psec
IPv6 tunneling

|Pv6/IPv4 translation

IPv6 privacy/address hiding
|Pv6 network management

If an agency has sites at different geographic locations that require multi-homed | SP service at
varying T1C connection points, their |Pv6 addressing should be from a block large enough to
divide it into multiple subnets that can be advertised across different TIC service providers. The
digital certificates used in HSPD-12 should have the ability to store |Pv6 addresses associated
with the certificate. Aswith IPv4 addresses, thisis not arequirement but is a capability that
should be supported. See NIST "Federal Public Key Infrastructure (PKI) X.509 Certificate and
CRL Extensions Profile", dated October 12, 2005 for additional information.

6.2 HSPD-12

Homeland Security Presidential Directive 12 (HSPD-12) was issued in August 2004 to improve
the security of federal facilities and information systems by implementing common processes for
identity proofing and ensuring interoperability through use of standardized credentials for
physical and logical access.

While tying identification of users to electronic assets can be implemented independent of the
TCP/IP layer, agencies should also consider how IPv6 could support greater usability and
capabilities of their HSPD-12 implementations to support | PSec authentication and encryption
services. All federal employees and contractors will receive HSPD-12 credentials, and agencies
can use these credentials as the encryption key.

Some agencies have started exploring the use of 1Pv6 addresses coupled with their HSPD-12
implementation to develop a more robust and scalable security architecture that can provide a
service-oriented architecture (SOA) approach to lower the cost of future security requirements.

As agencies prepare their implementation plans, they should take into account areas that may
impact or provide future benefits, including:
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e Theuse of multiple IPv6 addresses to support compartmentalization

e Theuse of common digital certificates/PK| system to support HSPD-12 functionality and
| Psec

e Geospatial functionality using IPv6 for location-based services

e Common security identification and authentication from an IP layer

6.3 IT Infrastructure Line of Business (ITILoB)

The IT Infrastructure Line of Business which emphasizes the measurement of outcomes for
infrastructure improvements was recently started by OMB and is being managed by GSA. The
scopeisal Federal IT commodity services including data centers, data networks and
telecommunications, and desktop / seat management and support. Asthisline of business moves
forward, IPv6 will have amajor impact on the overall initiatives. Agencies should coordinate
and include their 1Pv6 transition activities within the scope of thisLOB. In particular, GSA and
agencies should identify:

e Common IPv6 solutions that may be applied cross-agency

e Ability to develop and implement common |Pv6 based services that may support multi-
agency implementations

e Lessonslearned and best practices

e Cross-agency common purchasing agreements based on the NIST IPv6 profile

e Common solution sets for security and I Psec functionality to support cross-agency
security functionality

6.4 FDCC

Commercial deployment of IPv6 on standard operating systems (OS) has progressed rapidly.
Almost every current major commercial OS has |Pv6 embedded withinit. 1n some cases, IPv6 is
active by default and may be required to support certain applications.

As agencies develop their desktop requirements to meet the Federal Desktop Core Configuration
(FDCC), they must understand the 1Pv6 requirements that should be taken into account. This
should include policy, default configurations and settings, and 1Pv6 security capabilities as well
as other potential requirements regarding |Pv6.

Agencies should consider the following potential IPv6 impacts when developing their FDCC
solutions:

Remote access requirements

Virus and firewall scanning capabilities
Support for centralized management
Default configuration settings

6.5 Networx Migration

Transitioning to Networx will be one of the greatest opportunities for agencies to implement
|Pv6 across their entire enterprise in a cost-effective manner. As agencies develop their Networx
requirements, they should do so in conjunction with their short and long-term IPv6 plansto
ensure that their Networx vendor will adequately support their requirements. This should
include every aspect of the enterprise that is being impacted during the Networx transition and
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not just the core network. Even if agencies are not planning on using the I1Pv6 functionality
initially, having it in place and supported under the initial transition can save significant costs
and resources down theroad. In addition, it will allow agenciesto respond faster to changing
market conditions and utilize new |Pv6 capabilities that can drive a positive return on
investment.

During their Networx transition planning efforts, agencies should consider the following
potential 1Pv6 impacts:
e |Pv6routing
|Pv6 addressing
| Pv6 multi-homing/business continuity
IPv6 security (firewal/IDS)
Telework/remote access
|Pv6 device management
IPv6 network management
IPv6 SLAS
DNS support

6.6 DNSSEC

Adding Domain Name System Security Extensions (DNSSEC) cryptographic authentication
services to DNS servers by December 2009, as required by OMB M-08-23 memorandum, will be
combined with arequirement to serve IPv6 AAAA records.
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Section 7: IPv6 in IT Governance and Procurement

One of the most difficult aspects of any technology transition is the policy and procurement
phase. Agencies need to understand their overall top-down approach to transitioning to IPv6 and
ensure that it is correctly supported in their policies as well as their government and procurement
programs.

7.1 Governance

Agencies will need to update their Transition Strategy Plans plans to reflect the next stepsin
their IPv6 transition. This needs to be done in lock-step with the release of new agency policy
and procedures that will continue to support the orderly transition to IPv6. In addition, agencies
should review their IPv6 transition teams to ensure that as their goals evolve over time, their
roles and success metrics change to match the new goals. In addition, senior-level support is
needed in the on-going transition to ensure agency-wide participation.

Agencies should:

e Develop updated policies to support the on-going IPv6 transition activities to include:

o

Stated organizations objectives
Capabilities based on stated milestones
Required advanced | Pv6 features
IPv6 functional hurdles
Definition of 1Pv6-capable
Program preparation and planning requirements
Locations for deployment
Levels of security
Utilization of IPv6
Functional profiles
o Prohibitions of use
Develop milestones that are believable and achievable
Publish guidelines for minimum functiona capabilities by specific milestones
Point to atechnical architecture
Establish an agency plan and schedule
Inject IPv6 into current programs and projects

O O0OO0O0O0O0O0O0O0

7.2 Procurement

One of the primary tenets associated with the federal 1Pv6 transition philosophy has been the use
of technology refreshment cyclesto enable IPv6 across the FEA. This concept supports an
extended transition timeframe where agencies can incorporate | Pv6 into their normal acquisition
cycles over time; thus aleviating large capital deploymentsto support the transition. In
accordance with Federal Acquisition Regulation (FAR) 11.002(g), agencies need to include the
appropriate standards for IPv6 in al 1T related acquisitions that have any relation to the network.
In addition, agencies must review the NIST 1Pv6 Product Profile and Testing plans to determine
how to specify future IPv6 product acquisitions.
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Agencies should consider:

e FAR-compliant acquisition and procurement language for all IT-related products and
services

e Development of standard contractual language

e Investigate the modification of past contractual language

e Consider issuing an I1Pv6 contractual vehicle that permits all agency entities to contract
for 1Pv6 support

e Develop product profiles based on the recently released NIST IPv6 Product Profile
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Section 8: Acronym Dictionary

Acronym Description

AAAA Authentication, Authorization, Accounting and Auditing

ACL Access Control List

ARIN American Registry for Internet Numbers

ARP Address Resolution Protocol

CCTV Closed Circuit Television

CPIC Capital Planning and Investment Control

COl Communities of Interest

COOP Continuity of Operations Plan

DHCPv6 Dynamic Host Configuration Protocol for |Pv6

DISR DoD Information Standards Registry

DMZ Demilitarized Zone. A metaphor for network segments (more open
to the public Internet than systems inside the enterprise but not
entirely unprotected) on the external edge of an enterprise.

DNS Domain Name System

DNSSEC Domain Name System (DNS) Security Extensions

DoD Department of Defense

DOT Department of Transportation

EA Enterprise Architecture

EAAF Enterprise Architecture Assessment Framework

E-Authentication Electronic Authentication

e-Gov Electronic Government

E-Mail Electronic Mail

ESP Encapsulating Security Protocol

FDCC Federal Desktop Core Configuration

FEA PMO Federal Enterprise Architecture Program Management Office

FTP File Transfer Protocol

GRE Generic Routing Encapsul ation

HSPD-12 Homeland Security Presidential Directive (HSPD) 12 is*Policy for
a Common Identification Standard for Federal Employees and
Contractors’

HSPD-20 Homeland Security Presidential Directive (HSPD) 20 is sometimes
called simply "Executive Directive 51" (for short). The Presidential
Directive specifies the procedures for continuity of the federal
government in the event of a " catastrophic emergency”. Such an
emergency is construed as "any incident, regardless of location, that
resultsin extraordinary levels of mass casualties, damage, or
disruption severely affecting the U.S. population, infrastructure,
environment, economy, or government functions."

A Information Assurance

IKE Internet Key Exchange

| P Fax Internet Protocol Facsimile

IPS Intrusion Prevention System

| PSec Internet Protocol Security
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|PT Internet Protocol Telephony

| Pv4 Internet Protocol Version 4

| Pv6 Internet Protocol Version 6

ISATAP Intra-Site Automatic Tunnel Addressing Protocol

| SP Internet Service Provider

T Information Technology

ITI LoB Information Technology (IT) Infrastructure Line of Business

ITI PPMO I'T Infrastructure Program Performance Measurement Office

LAN Loca AreaNetwork

LoB Line of Business

MAC ID Media Access Control Identification. MAC isaso known as
Medium Access Control

MIB Management Information Base

MIPv6 Mobile IP version 6

NAT Network Address Trandation

NEMO Network Mobility

NETWORX Federal Government contract vehicle for telecommunications and
related services

NIST National Institute for Standards and Technology

NOAA National Oceanic and Atmospheric Administration

NMS Network Management System

NWS National Weather Service

OMB Office of Management and Budget

OS Operating System

OSPF Open Shortest Path First

PC’'s Personal Computers

PDA Personal Digital Assistant

PKI Public Key Infrastructure

QoS Quality of Service

RFC Request for Comments

RFP Request for Proposal

RIR Regional Internet Registry

SNM P Simple Network Management Protocol

SaaS Software as a Service

SOA Service-Oriented Architecture

SOI Service Oriented Infrastructure

SRM Service Reference Model

SSL Secure Sockets Layer

TCP/IP Transmission Control Protocol/Internet Protocol

TIC Trusted Internet Connection

TRM Technical Reference Model

ucC Unified Communications

ULA Unique Local Address

USG IPv6 FAQ'S

United States Government |Pv6 Frequently Asked Questions

USPS

United States Postal Service

VLAN

Virtual LAN

Vol P

Voice over Internet Protocol (IP)
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VPN Virtual Private Network

WAAS Wide Area Application Services
WAN Wide area network

WOA Web Platform Oriented Architecture
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Appendix A: Guide to Incorporating IPv6 into IT Infrastructure Segment Architectures

Excerpt from NIST Special Publication 500-267 - “ A Profile for IPv6 in the U.S. Government — Version 1.0
(http://www.antd.nist.gov/usgv6/usgve-vl.pdf):

Serious planning for 1Pv6 adoption in existing, or planned, IT systemsis avery complex undertaking. The issues range from incremental
deployment plans for new IPv6 data and control plane protocols, to coexistence and interoperation plans for existing |Pv4 based
infrastructure, to security and management plans for the resulting IPv6 (and mixed 1Pv4) infrastructure. Certainly akey factor in planning
for IPv6 is the extent to which it must coexist and interoperate with an existing 1Pv4 infrastructure.

The first step towards the successful adoption and widespread use of IPv6 is the establishment of a core network infrastructure capable of
providing IPv6 data services to the applications that will eventually follow. Establishing an IPv6 core network infrastructure opens the door
to creating new host applications adapted to exploit the added capabilities of the new infrastructure. It is exactly this potential, to develop
new applications, at larger scales, that isthe real, long-term promise of IPv6. This profile provides the minimal mandatory definition of an
|Pv6 Host

The following documents that address many of these issues in specific deployment and transition scenarios:

» Enterprise Networks:
[RFCA4057] 1Pv6 Enterprise Network Scenarios.
[RFCA4852] 1Pv6 Enterprise Network Analysis - IP Layer 3 Focus.
[RFC3750] Unmanaged Networks IPv6 Transition Scenarios.
[RFC3904] Evaluation of IPv6 Transition Mechanisms for Unmanaged Networks.

* |SPsand Transit Network Infrastructure:
[RFC4029] Scenarios and Analysis for Introducing IPv6 into | SP Networks.
[RFC2185] Routing Aspects of IPv6 Transition.

* Interoperation with | Pv4 Infrastructure:
[RFCA4038] Application Aspects of IPv6 Transition.
[RFC4213] Basic Transition Mechanisms for |Pv6 Hosts and Routers.
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* Security | ssues:
[RFCA4942] 1Pv6 Transition/Co-existence Security Considerations.
[RFCA4864] Local Network Protection for |Pv6.

1.0 Business Architecture

Using the table below, please define network services/capabilities that support your Agency’s core mission applications.

Core Mission Applications Segment Architecture Network Services Required

Listed below are examples of network services/I Pv6 Capabilities that may be used to support your core mission applications. Please note
that thisis not an exhaustive list but should be used for guidance.

Each of the network services/IPv6 capabilities listed is mapped to a Functional Category specified in NIST Specia Publication 500-267 - “A
Profilefor IPv6 in the U.S. Government —Version 1.0" (http://www.antd.nist.qov/usgv6/usgv6-vl.pdf).

Functional Category ' Notes - Examples

IPv6 Basic Capabilities IPv6, ND, SLAAC, DHCP, FTP, DNS, E-mail, Printing, Network file system, Browsing
(HTTPHTTPS),
Internet Information Services, Directory services

Routing Protocols OSPF, BGP

Quality of Service DiffServ

Transition Mechanisms Dual Stack, Tunneling, 6PE

Link Specific IPover X, ROHC

Addressing IPv6 global, ULA, CGA

IP Security IPsec, IKE, Cryptographic Algorithms

Network Management SNMP, MIBs

Multicast MLDv2, PIM-SM

Mobility MIP, Nemo, Voice over Internet Protocol (VolP) Transport Services, Internet Protocol Telephony
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Functional Category ' Notes - Examples

(IPT) Services, Internet Protocol Facsimile (IP Fax) Services, Internet Protocol Video Transport,
Wireless Personal Area Network (WPAN), Wireless Local Area Network (WLAN), Wireless Metro
AreaNetwork (WMAN), and Wireless Wide Area Network (WWAN) technologies, Instant
Messaging Services, Unified Messaging Services, Radio over IP, Video Conferencing, TeleWork:
— Premise-based Virtual Private Network (VPN) services

— Network-based VPN Services

— Audio, video and data communications

— Managed notebook/desktop support services

— Security services

— Application support through the Systems/Data Center services

— Customer support services through the Helpdesk and Desktop services

Application Requirements Sockets, DNS, URIs, guidance.

Network Protection Device Firewalls, intrusion detection systems, IPS

Requirements

Miscellaneous E-Learning, Video Surveillance, Video On-Demand, Asset Tracking

2.0 Service Component Architecture

Please compl ete the following table to define the applications/devices providing each of the network services defined in your business
architecture. It isrecommended that you use the Application and Device Inventory completed by your agency in compliance with OMB
Memorandum 05-22 as a starting point.
For each application/device, please:

— Determine what |Pv4 address spaces arein use

— Inventory and baseline the associated Dynamic Host Configuration Protocol (DHCP) server configurations

— Identify and record associated Domain Name Server (DNS) configurations and resource records associated with |Pv4 devices.

Network Application / Refresh Date Device Capability  IP Address(es) DHCP Server DNS Server

Service Device Name (IPv4, IPv6, Dud Used* Configurations  Configurations
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* There may be multiple addresses | P addresses for a network service.
2.1 |Pv6 Addressing Changes
Please use this section to identify IP Addressing Change Requirements.

Network Service Application / Device Name |Pv4 Subnet Address ' IPv6 Subnet Address

3.0 Technical Architecture
Please use the following table to define the technical components of each Application/Device.
Application/Device FEA TRM Service FEA TRM Service FEA TRM Service Service Specification

Name Area Category Standard
| Pv4 Capability Onl

I Pv6/Dual Stack Capability

40 Security
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Please use the following table to define the security capability and specifications needed for each application/device and network Services

Application/Device Name Network Service Security Capability Needs Security Specifications

5.0 Transition Milestones
1. Please describe your plans and target dates for establishing an IPv6 Test Lab:

2. Because of IPv4 address depletion and its affect on core routing, it is recommended that
a) Applicationsthat rely on the Internet core for transport to external hosts should upgrade first to IPv6-capable versions by 2010.

b) Upgrade host interfaces such as Web servers and e-mail clients that will have to connect to external servers.

¢) Upgradeinternal facing systemsin an Enterprise LAN should come as athird priority, as these systems can continue to rely on I1Pv4
NAT addresses for some time.

Since sites will transition to 1Pv6 in a phased approach, the best plan forward for web serversisto simply enable dual-stack addressing with
both 1Pv4 and IPv6 addresses and ensure that there is either anative or tunneled IPv6 path between all 1Pv6 clients and the servers. Web
servers should have both their IPv4 and | Pv6 addresses configured into DNS servers.

Please provide your plans for completing these milestones in the table below:

Milestone " Anticipated Completion Date
Applications that rely on the
Internet core for transport to
external hosts should upgrade
first to IPv6-capable versions by
2010

Upgrade host interfaces such as
Web servers and e-mail clients
that will have to connect to
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Milestone ' Agency Plan Anticipated Completion Date
external servers

Upgrade internal facing systems
in an Enterprise LAN should
come as athird priority, asthese
systems can continue to rely on
IPv4 NAT addresses for some
time.

3. Please specify other IPv6 Transition Milestones — including those for upgrading IPv4 only capable devices and deploying | Pv6-enabled
network services.

Network Application/Device Target Implementation | Requires IPv6 Device Target
Service Name Deployment Date Milestones TRM/Technology Configuration Milestone Date
Update? If so, Please Strategy?
Specify? (stateless

autoconfiguration,
stateful
configuration or

hybrid)
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