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CASE STUDY
Improve ldentity Matching in

Face Recognition




* One to many (1:N Search)

 Compares the acquired and
processed facial trait of an
individual with all the stored
templates in the database
and gives a ranked list of
matches.

Face Recognition
l[dentity Matching
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Race Parsing
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Facial Analytics

* Facial analytics first appeared in IEEE Computer
September 2012.

* Facial analytics is an emerging research space born
from biometrics that provides contextualize
information images of people without encroaching
on their privacy.

TITY SCIENCES

Facial Analytics:
From Big Data to
Law Enforcement

Karl Ricanek Jr., University of North Carolina Wilmington
Chris Boehnen, Oak Ridge National Laboratory

Facial analytics is an emerging soft-biometric technology that
examiners can use to contextualize images of people without
encroaching on their privacy.

he September 2011

Identity Sciences column

introduced the concept

of soft biometrics and

outlined potential applications

(K. Ricanek Jr. and B. Barbour, “What

Are Soft Biometrics and How Can

They Be Used?,” pp. 106-108). Soft

biometrics are biometric signals that

convey distinctive information about
1 individual short of identity.

biometric signal is the digital

ation of the physical or behav-

- being used for recognition.

‘=, the biometric signal

- is the digitization of

v patterns of the

= mechanism

~l can be

ing,

FACIAL ANALYTICS

Face-based soft-biometrics sys-
tems extract, store, and compare
person-specific templates contain-
ing attributes of the face or that the
face expresses. These include physi-
cal features (large nose, goatee, scar,
and so on), medical or behavioral
markers (for example, paralysis from
a stroke or the moon face produced
by Cushing’s syndrome), or elements
that describe the face’s position in the
image from which the attributes were
extracted.

Although face-based soft biomet-
rics could be a useful tool for, among
other things, automated gender
identification and age estimation in
numerous consumer, business, and
government applications, civil liber-
tarians have raised concerns about

~~tential misuse in conjunc-

B T aTars T T P

substantial pushback from the public
regarding how Google would inte-
grate these technologies with its own
applications induced the company
to hold off on implementing PittPatt
systems.

Facial analytics is an emerging soft-
biometric technology that examiners
can use to contextualize images of
people without encroaching on their
privacy. A facial analysis system
explicitly divorces the recognition
component from attribute genera-
tion: it doesn’t attempt to identify
individuals or confirm their identity
but instead generates descriptive
metadata about them based on their
face. This metadata includes elements
like facial expressions, face pose
position, face shape, face age
and other nonuniar~’
informatior




Commercial Apps




Face My Age™ Meet the Scientists How We Age FAQs

1.FIND FACE > 2.OUTLINEFACE > 3.LIFESTYLE QUESTIONS > 4.FACE YOURAGE

Time to Face My Age!

Face Age:

41

F i rst Fa C I a | ) Expected Lifespan: 79.5 Years

Remaining Days: 13,348

A n a | yt I C S Probability of Surviving to 65: 87.3%
A p p | | C a t | O n Probability of Surviving to 85: 41.5%

How'd You Calculate This?
Don't like your age estimate? It's probably not you! Sometimes image
J u | 2 O 1 4 quality can cause problems. Please see our FAQ to learn about
y image factors that can distort results.

Want to help us test updates to FaceMyAge? Submit your email address to be notified!

Subscribe

Please Tell A Friend

fwgP

Developed by university research lab: www.FaceAging.com




Second FA
Application
Circa 2015

& How-Old.net

How old do | look?

327

Sorry if we didn't quite get it right - we are still improving this feature.

« Microsoft
PS. We don't keep the phato

€ Share 20K | ¥ Twest

The magic behind How-Old.net

Privacy & Cookies | Terms of Use | View Source




A study published in June 2019, estimates that by 2024,
the global facial recognition market would generate

S7 billion of revenue, supported by a compound annual
growth rate (CAGR) of 16% over the period 2019-2024.

For 2019, the market is estimated at $3.2 billion.
Market

The two biggest drivers of this growth are surveillance in
the public sector and numerous other applications in
diverse market segments.

Source: https:


https://www.gemalto.com/govt/biometrics/facial-recognition

ull TELCEL = 16:08 790 48% m )

Welcome to your

personal virtual health
® workspace

Choose language

elcome to the demon

ANNUITY PLANNING INTELLIGENCE

Designed to capture all critical information about
the insured and have it travel with the policy,
RETIRO allows for better management of
ppayouts and timing with smoother correlated
payments and cash flows.

START DEMO

LIFE INSURANCE

Term Life

Protect your family's future in just a snap! Legal & General America recently launched an easy and

engaging way 1o get a life insurance quole: simply submit a photo of yourself, otherwise known as a ‘selfie’,

and let technology do the rest.

le provides a lif insurance quote by estimating an individual's age, gender, and body mass index

(BMI) using an individual's selfie photo.

Legal & General America is the first in the lfe insurance industry to roll out the selfie-quoting tecnology.

This groundbreaking digtal experiment, now in beta phase, is made possible through a partership with

Lapetus Solutions, Inc (LSI), the science and technology company that created the new facial analytics ™ “

technology.

Tips when submitting a selfie: Submit a selfie get a
1

Ensure your face is wellit

Romove quote for life insurance!

Look straight at the camera
Keep camera/phone at amm's length

'} SUBMIT A SELFIE

o Push hair away from your face

Defining Solutions in Other Markets

Dr. Ricanek, co-founder Chief Al Scientist, Lapetus Solutions



g University Research
Improve ldentity Matching in Face Recognition

Ideation Labs
What’s broken in face recognition? Sanity checks for Sex/Age/Race

How can it be solved? Al & Data

CASE STUDY: ncation

Datasets: MORPH |, MORPH Il, Commercial MORPH, etc.

Patents: 2 Seminal U.S. Patents

Spinout

Many startups: EnterFace, Lapetus Solutions etc.
Acquisitions: Google, Facebook, Dropbox, etc.

Commercial Adoption
|2 "

Dozens provide Face Processing, Computer Vision, NLP, &more




The Next Chapter: Al Bias




Al Bias Facial

Analytics

Gender
Classifier

="""’-} Microsoft

Ll | .
Ll FACE

Overall Accuracy on all Subjects in Pilot Parlaiments Benchmark
(2017)

93.7%
i

e

90.0%
® x

87.9%

i I -

©Joy Boulamwini, Gender Shades Project:http://gendershades.org/overview.html



http://gendershades.org/overview.html

iender
lassifier

'® Microsoft

N ++
d FACE

Darker
Male

94.0%

99.3%

88.0%

Darker
Female

79.2%

65.5%

65.3%

Lighter
Male

100%

99.2%

99.7%

Lighter
Female

98.3%

94.0%

92.9%

Largest
Gap

20.8%

33.8%

34.4%

©Joy Boulamwini, Gender Shades Project:http://gendershades.org/overview.html

Al Bias Facial

Analytics



http://gendershades.org/overview.html

MIEEE BUSINESS CULTURE GEAR IDEAS SCIENCE SECURITY TRANSPORTATION

Lawmakers Can't Ignore Facial Recognition's Bias Anymore

Amazon has marketed its Rekognition facial recognition system to law enforcement. But in a new ACLU study, the technology
confused 28 members of Congress with publicly available arrest photos.

Al Bias Face
Recognition

THE WASHINGTON POST/GETTY IMAGES

© Wired, https://www.wired.com/story/amazon-facial-recognition-congress-bias-law-enforcement/



https://www.wired.com/story/amazon-facial-recognition-congress-bias-law-enforcement/

& ROC Curves ‘nimm ¥

100 100

95

Twesho\d 0.734509

» COTS-A and VGG show better |
accuracy for Caucasians than

90+ 90

Threshold = 0.739519

for African-Americans. e \ £
Al Bias: F » However, COTS-B and ResNet " — G — G
|IaS. rdCe . .
ShOW better accuracy fOI' 107 104 1073 . 10-2 10! 100 10-5 104 103 - 1072 101
Reco gnition African-Americans than for COTS-A COTS-B
Caucasians.
» Important point here is that
904 Threshnld =0.61192 20
ROC curves are generally not ¢ g
an appropriate way to compare ®
face recognition accuracy 80 : éfrican»f\merican 80 : éfrican/.kmerican
across demographic cohorts. § .

ResNet VGG




Child Face

Recognition




Adult vs Child
Face

Recognition




Questions
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