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Why Cybersecurity?

• 75% US households have PC, Laptop, Mobile 
device w/ broadband Internet – US Census 
(Sep 2017)

• Ransomware – 39% of malware‐related 
breaches – Verizon DBIR, 2018
— 68% of breaches took several months to discover

• The increasing theft of PII, Financial, Critical 
IP and illegal access of the world’s critical 
infrastructure
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AG6 Top not Topple
Alan Gush, 14/06/2018

PS6 fixed
Phil Stoner, 14/06/2018

AG7 The third bullet doesn't answer why cybersecurity is becoming a core topic.  Its a by product of why it's becoming important
Alan Gush, 14/06/2018

PS7 agree, removed
Phil Stoner, 14/06/2018
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The Reality Is...

The Current Approach to Capacity 
Building in Cybersecurity is Broken
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But Why?

• Higher Education = Limited Abilities
• Lack of Competent Talent Pool
• Poor Candidate Screening and Hiring
• Current Workforce Management
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The Solution?

Implement Competency‐Based 
Assessment and Training Solutions!
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• 7 Categories, 30+ Specialty Areas, 50+ Work Roles
• Baselines Knowledge, Skills, Abilities, Tasks (KSAT’s) 
• Reference Resource for Cybersecurity Workforce 

Development 

• NCWF Version 1.0 posted in April 2013
• NCWF Version 2.0 posted in May 2014
• Special Pub. 800‐181 released Aug 2017 

NICE Cybersecurity Workforce Framework (NCWF)
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AG2 There is update 800-181 i believe
Alan Gush, 30/05/2018

PS3 done
Phil Stoner, 30/05/2018



cybrscore.io ©2018, Comtech Telecommunications Corp. Proprietary Level 2 7|™

NCWF – Core to Capable & Ready Cybersecurity Workforce
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Work Role Example

K0167 Knowledge of system administration, network and operating system 
hardening techniques

S0057 Skill in using protocol analyzers

A0128 Ability to apply techniques for detecting host and network‐based 
intrusions using intrusion detection technologies
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AG3 Give example of a KSAT..
Alan Gush, 30/05/2018

PS2 done
Phil Stoner, 30/05/2018
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Individuals
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Example: Cyber Defense Analyst

John Smith

Cyber Defense Analyst – Team Avg

Jane Doe
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Methodology

Step by Step Instructions

Linux Terminal Window

Visual Studio “Python” 
Script

for Website “Banner 
Grabber”

Video, Alerts and Supplemental 
Information

Mozilla Firefox Window
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Skills Assessment Goal

It’s really simple… Assess

PlanTrain
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AG4 Add arrow to show circular flow..
Alan Gush, 30/05/2018

PS4 done
Phil Stoner, 30/05/2018
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Team
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Example: SOC Team
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AG5 Increase size of boxes so you can actually see the descriptions
Alan Gush, 30/05/2018

PS5 best i can do the shit is all linked
Phil Stoner, 30/05/2018



Cybersecurity is now at the forefront of 
concerns for Government and Commercial 
Enterprise across the globe
Current Size of Competent Workforce is 
Woefully Inadequate
Hands‐on Competency‐based Solutions can 
Quickly and Effectively Assist to Solve this
Higher Education Needs to Adapt to Produce 
Job‐Ready Cybersecurity Professionals

Conclusion
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