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The Basic Services Offered by a National CIRT
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Alerting and Reporting

Request Tracker for Incident Response (RTIR)

>>‘<< BEST

PRACTICAL"
* https://www.bestpractical.com/rtir

* Purposely-built for CSIRT

* Developed in cooperation with many security teams to ensure it meets the needs of incident response.

nnnnn
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https://www.bestpractical.com/rtir

Alerting and Reporting
Open Technology Real Services (OTRS)

* OT RS Real Services
* http://www.otrs.com/software

* The Flexible Open Source Service Management Software
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Alerting and Reporting

osTicket
* http://osticket.com
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CSIRT Web Portal
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Active Monitoring

Data base Firewall | VPN

Events gathering unit Financial
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Active Monitoring

https://github.com/Snorby

Snorby - Dashboard

<« C | B b#pt://seconion:444/dashboard
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Active Monitoring

(@ Graylog Web Interface

<« C O @ graylog.example.org:9000/dashboards/57a936c48b4 1fa0436d135f8

Search Streams Dashboards Sources System « In 0/ Out 0 msg/s Help ~ Lennart Koopmann «

Snort I

0 Drag widgets to any position you like in unlock / edit mode.
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Passive Monitoring

lcinga - Status Map

n= i Halp-

o (2BFOUP| [FEXL T e, ] 07070 UNREACHABLE | |0 PENDING (4730 IN TOTAL 10K
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Z ABBI X BRI

Inventory

Dashboard

Favourite maps

Local network

Maps

Favourite graphs
MNew host: CPU load

Graphs

Favourite screens

Zabbix server

Screens  Slide shows

Passive Monitorin

(=} H share

Reports  Configuration — Administration

Last 20 issues

HOST ISSUE LAST CHANGE AGE INFO ACK

2016-01-11 m N .
22:36:06 39s e

Lack of free swap space an 2015-08-11 B Yesa
Zabbix server 1 23:29:28 3d

ACTIONS

Zabbix
server 1

2 of 2issues are shown Updated: 22:37:45

System status

HOST GROUP  DISASTER HIGH AVERAGE WARNING  INFORMATION  NOT CLASSIFIED
Discovered 1

hosts

Network

devices

Host status

Updated: 22:37:45

HOST GROUP

WITHOUT PROBLEMS

WITH PROBLEMS TOTAL
Discovered hosts
Network devices

SNMP hosts

Zabbix servers

Updated: 22:37:44

Discovery status
DISCOVERY RULE P DOWN
Local network2

Updated: 22:37:44

Status of Zabbix
PARAMETER

Zabbix serveris
unning

Number of hosts
(enabled/disabled
ftemplates)

Number of items.
(enabled/disablednot
supported)

Number of triggers
(enabled/disabled
[problemiok])

Number of users
(online)

Required server

performance, new
values per second

Web monitoring

HOST GROUP oK

Discovered hosts 1

Zabbix servers 1

VALUE

Yes

54

356

a5

479

-+ .7

DETAILS

localhost:10051

10711743

350/0/6

94/1[2/92]

Updated: 22:37:45

FAILED UNKNOWN
0 0
0 0

Updated: 22:37:44

Debug

Help | Get suppart | Print | Profile | Logout

Dashboard Overvie ah atest data gt Events Grap SCrean: Discove! aryicns

|Seard1l

History: Latest data » History » Status of triggers » Latest events » Network maps
S Wi el
Maps | Zabbix Network

Zabbix Network & Minimum severity | Not classified (default) +

Zahbix Network

. L
A k. A s
Comre— P
Public Cloud 1 Public Cloud 2
oK QK

Distribution Switch 3
oK

G AT T
\\ s -9
{ _\_\ \j \
' \
b 4 ,"J ‘\thm server /
Private Cloud / / 2 Problems
5 Problems . [ e
/ / §
/ / ‘ b
Edge Switch L / Edge Switch 3 EdgeSwitch 5 F
oK / oK ok
Edge Switch 2 Edge Switeh 4 Edge Switch 6
oK ok 0K

0LA0/2300 EIEHIE2 AN

‘ Zabbix 2.2.0 Copyright 2001-2013 by Zabbix STA Connected as ‘Admin’
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— Public Feeds

Telecommunication
/ Union

e Web defacement
* http://www.zone-h.org/archive/special=1

Events ive ive Onhold  Notify

NOTIFIER DOMAIM [Jh

Special defacements only I:‘ Fulltezt/Wildcard Onhold (Unpublished) only D

Date ¢ ALL ~ | Apply filter

Total notifications: 8,707 of which 2,827 single ip and 5,880 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement (click to view all defacements of this IF)

R - Redefacement (click to view all defacements of this site)

L - IP address location

¥ - Special defacement (special defacements are important websites)

Data Naotifier HMRL 7% Domain os View
201i6/01/1i2 BD BLACK HAT HM = homeaorigins.ph Linux mirror
2016/01/12 BloodSecurity ] = ppur.puertoprincesa.ph/bloodse... Win 2008 mirror
2016/01/12 ahn ES) v brainsparks.ph/zan.txt Linus rmirror
2016/01/11 MuhmadEmad M b | v toyotacabanatuan.com.ph/kr... Unknown mirrar
2016/01/09 masterbandol HM ES leahtm.com.ph Linux rmirror
2016/01/09 masterbandoil H r B pinnacle.ph Linus rmirror
2016/01/08 jok3r S voews livegreen.ph/H.htm Linuz mirrar
2016/01/07 wd|3HEY 3 rR X nast.ph/w.htm Linu rmirror
2016/01/07 MuhmadEmad | vaewe lyceumsubicbay.com.ph/kerd.... Unknown mirror
2016/01/07 ZoRRokKiN H ES czar.ph Linux rmirror
2016/01/06 n=farious H = help.happyplus.com.ph Linusx mirrar
2016/01/06 d3b~X H M = vawevtech.com.ph Linuz mirrar
2016/01/05 Alfabetovirtusl B v bir.gov.phfa.htm Linu rmirror
2016/01/04 jok=r R M wawowi.coa.gov.ph/H.htm Win 2008 mirror
2016/01/04 Unknown Al ] | biomasscon.uplb.edu.phf/ancncod... Linuz mirror
2016/01/04 Unknown al M = deche.uplb.edu.ph/anoncoders.htm Linus rmirror
201&/01/04 Unknown Al M M des.uplb.edu.ph/ancncedars.htm Linuz mirror


http://www.zone-h.org/archive/special=1

— Public Feeds

Telecommunication
J Union

* Phishing
* https://www.phishtank.com/asn search.php

~
# PhishTank > Search by ASN % \.\+

(i) | www.phishtank.com/asn_search.php?asn=9821&uvalid=All&active=y&Search=S5earc o Search >
€ hishtank. h.ph 9821 &uvalid=All &Search=Search N @ | Q B 9 3 A @

ur Intern

P
EiS er orgo ASSWOr
Phls hTank Qut of the Net, into the Tank. S o :

Home Add A phish Verify A Phish Stats FAQ Developers Mailing Lists My Account

Phish Archive  Search by Targeted Brand Search by ASN

Search by ASN : DOST-PH-AP Department of Science and Technology,PH (?) B Rss

ASN: [9821 (ASN Lookup) ~ Valid? | Al [+] online? | online  [+] [search|

] Phish URL Submitted valid? Online?
http:/fwww.pcaarrd.dost.gov.ph/home/momentum/libraries/vicfiles/Doc/Go...

3612666 added on Now 15th 2015 11:13 PM by cleanmx VALID PHISH ONLINE

Friends of PhishTank Terms of Use ' Privacy Contact
PhishTank is operated by OpenDNS. Learn more about PhishTank or OpenDNS.



https://www.phishtank.com/asn_search.php
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Union

 Malware
* https://www.malwaredomainlist.com/mdl.php

Homepage | Forums | Recent Updates | RSS update feed | Contact us

WARNING: All domains on this website should be considered dangerous. If you do
not know what vou are doing here, it is recommended you leave right away. This
website is a resource for security professionals and enthusiasts.

Search: All + Results to return: 50 = Include inactive sites

Search

Page01...33

i229-191.members.li  ComPromised site o oo b ce Contact

X — L =
2016/03/09_09:35 marketing-material.ieiworld.com/ 173.255.219.191 node.cam. :Ee:ds to Angler B 6939 E5
www.saintlouis-viry.frfinfos- compromised site
2016/03/09_09:35 pratiques/documents-a-telecharg 5.135.11.9 - leads to Angler  support@alcyonweb.fr 16276 [ 1
er.html EK
. . E : Locky _
2016/03/08_14:13 ozono.org.es/k7j6h5gf 217.160.232.15 clientezervidor.es. ransoMmWare 8560
.4 = Ministerepuissanceje Locky Registrar Abuse Contact =)
2016/03/08_14:13 sus.com/o037jhg4g5s 89.89.31.133 box333.blushost.com. ransomWare abuse@dynadot.com 46606 B
lahmar.choukri.perso Locky -
2016/03/08_13:42 -neut-fr/78hgawg 86.65.123.70 70.123.65.86.rev.sfr.net. TS domains@sfr.com 15557 [ 0
2016/03/08_10:58 |hs-mhs.org/9ujBn76b5.exe 208.131.141.2 rageresearch.com. trojan Gene Mathis / gem@gc 29854 B

mathis.com
2016/03/08_10:58 reclamus.com/9uj8n76b5.exe 198.63.208.35 vserv.cifnet.com. trojan - 14535 B

stopmeagency.free.fr
/9ujgn7ebs.exe

2016/03/08_10:51 izzy-cars.nl/9uj8n76b5.exe 46.235.47.134 srvD47134.webreus.nl.  trojan - 34233 ==
2016/03/07_21:39 softworksbd.com/73tgbf334 59.152.100.158 - trojan Locky - 63969

2016/03/08_10:58 212.27.63.112 persoll2-g5.free.fr. trojan skolaric@online.net 12322 [ 1
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* Botnet
* https://zeustracker.abuse.ch/monitor.php

ZeuS Tracker :: Monitor

Below is a list of all Zeus C&Cs as well as Fake URLs which are currently known toe Zeus Tracker. You can browse the Zeus Tracker to get a list of Zeus C&Cs
and FakeURLs for a specified country or AS, Additionally, Zeus Tracker provides a feature which allows to filter the ZeuS C&Cs for specified nameservers,
level, status and many more.

Each ZeuS C&C or FakeURL is tagged with a fevel. The level indicates which kind of IP the Host is hosted on. Here is an overview about the levels and its
meaning:

Level 2 Hacked webserver
Level 3 Free hosting service
Level 4 Unknown

Additionally, every host is at least in one of the following category:

# Hosts which are tagged as are ZeuS Command&Control servers
# Hosts which are tagged as are referenced by ZeuS as FakeURLs

You can also search the ZeuS Tracker for domains, IPs, urls, MD5 hashes or FakeURLs:

search

Browse: ZeusS BinarvlURLs | Zeus ConfigURLs | Zeus Dropzones

Malware family filter: Zeus | Ice I¥ | Citadel | KINS

Set a filter for the list below: Remowe filter (Show all) | online Zeus hosts | offline Zeus hosts | Zeus hosts with files online | order by lastupdated

Filter C&C server tagged with level: Level 1 (Bulletproof] | L Level 2 (Hijacked (Hijacked sites | Leveld (Free webhosting) | Level 4 (Unknown) | Level 5 (FastFlux hosted

) Subscribe this list via RSS feed

_-__-___-__
2016-03-11 VMZeusS outthere.com 205.234.197.147 2 EECHE D R as23352 [

2016-03-04 VMZeus 162.223.94.56 162.223.94.56 4 unknown [[NEIN EEESEEEE 5 AS19084 -

2016-02-20 VMZeuS fulsexhikaveleri.org 185.51.166.107 2 I GtistedY B assess: R
2016-02-09 VMZeus 95.211.153.134 95.211.153.134 4 unknown [0S = Assors -

2016-01-03 ZeuS  www.demexsoft.com 55.182.101.221 2 ENCHIE G = .-::0s: S
2015-09-13 VMZeuS wayufilm.com 119.50.120.2 S EEHEEEEEEE = - -0 R
2014-11-15 ZeuS  championbft.com  104.207.130.93 4 RGN GOEEDY = asx047: DR
2014-10-30 ZeuS  hotelavalon.org 104.207.130.93 4 e D NGEEEEY = acoosy:  EEEIEENEH
2014-05-29 Citadel www.loongweed.com 202.142.215.15 2 GTEEEEEE = -« S



https://zeustracker.abuse.ch/monitor.php

CRITICAL STACK / Sensors

Collections Client “% Dustin Webber ~ Help ~

Collections & word (44,180)

© Create New Collection Zeus Tracker: Domain Block List SSL Blacklist (SSLBL) SpyEye: Domain Block List

ZeusS Tracker tracks ZeuS
Command&Control servers (hosts) around

the world and provides you a domain- and a
IP-blocklist.

My Feeds (4)

© Add More Feeds

Intel Feed FAQ  CONTACT  LOGIN SIGN UP i&s ffiee

% MANAGE COLLECTION

Edit This Collection

Delete This Collection FM EVi | [f?/ %@ IZO(.'OG

SpyEye: IP Block List

Zeus Tracker: Configs

A 100% free intel marketplace from Critical Stack, Inc
Optimized and ready for the Bro Intelligence framework

© ORDER FEEDS

Most Indicators

Most Subscribers

Recently Added

Recently Updated

Zeus Tracker: Binaries Zeus Tracker: Drop Zones Palevo: Domain Block List
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HoneyNet Platforms
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Collective Intelligence Framework csirtgadgets.org/
CIF

Public Feeds/ Data |

Private Feed/Data

Y O R o Use Any public threat intel

CIF Server

ﬁpushed Daily Feeds Using CIF clients

Perl
Browser Plugin
API

Mitigation Equipment
(dnsSinkHole,Firewall,IDS)
Users Querying indexed Feeds




Collective Intelligence Framework
ClIF




TABLE
©

source »
117.26.220.178
117.26.192.65
117.26.119.74
117.26.118.251
117.177.78.114
117.177.240.263
117.177.249.131
117.175.194.237
117.175.108.130

117.173.254.231

:th.threat.dashboard

G €

1 source_info »
117.26.220.178
117.26.192.65
117.26.119.74
117.26.118.251
117.177.78.114
117.177.249.263
117.177.249.131
117.175.194.237
117.1756.109.130

117.173.254.231

Collective Intelligence Framework

O & ¢ x

MALICIOUS IPS

.- sV

L ——

Fagi 5

‘,_'1‘ 3

200 to 300 of 500 available for paging

1 country » 4 country_code

China CN

China CN

China CN

CN
CN
CN
CN
CN
CN

CN

>

1 feed_src

BlocklistDE_Botnet
BlocklistDE_Botnet
BlocklistDE_Boftnet
BlocklistDE_Botnet
BlocklistDE_Botnet
BlocklistDE_Botnet
BlockiistDE_Botnet
BlockiistDE_Botnet

BlockistDE_Botnat

BlockiistDE_Botnat



ALT. ALERT
SOURCE

@ TheHive «—

SrTTTETTTTTRRRRRRRRRRANES co Analyzers

ABUSE FINDER VIRUSTOTAL PASSIVETOTAL MAXMIND
HIPPOCAMPE PHISHTANK OTXQUERY PHISHING INITIATIVE

DOMAINTOOLS URLCATEGORY FILEINFO

MSGPARSER




Digital Forensic Tools
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Digital Forensic Tools

REMnux: A Linux Toolkit for Reverse-
Engineering and Analyzing Malware

O,

'\/\(')WLT MALWARE AND MEMORY FORENSICS
) Y
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Digital Forensic Tools

The Interactive Disassembler (IDA)

File Edit Jump Search \iew Debygger Options Windows Help

IR Y YA TR v | £ =% >
IHe | EHEA Lae A DE N ST =" 1-3
Boen | B0 - =NX |- #-wSHK-~ F|: ;&% Wh &4
BRa | FBRB||FAA| P I W Hodbuge v

vl 1N . I | 1

1) Functions window O )<|_ % (B DA Viewa | x [ HexViewa | x JI Structures | x En Erums | x BF Impots | X E Expons | -
Function narme G ~text:004B186A sub_LB1020 endp A
3 sub_401000 ) Stext: 00481 06R

) suib_doo ’ .
"'Q‘sub_.tmuzn ; [0BB0B139 BYTES: COLLAPSED CHUHK OF FUNCTION start. PRESS KEYPAD

o = Stext:OB4E11A%

,f:’”b-'tmm'l Stext:oosBtias SUBROUTIMNLE

JFsub_4Dn1BE -text:oBuE1 1Ay

Daub_4011F4 .text:0ouB11AL

5.5.'“&! Stext: 0041144 sub_kB1a4 proc near ; DATA XREF: _rdata:@dso2iac
‘_4_-=ub_-t01233 ) ©oLtext: 004811 nov eax, [ebp=1ih]

7] TeplevelEaceplionFilles ©.text:opue11A7 now eck, [eax]

iy sub_401400 © otext:00uA11AD now ecx, [ecx]

i _ameg_esi © Ltext: 00401148 oy [ebp-20n], ecx

My sub_400414 © .text:00ue118E push eax

) sub_40N44C © Ltext:oouB11AF push ecx

] sub_40N485 © Ltext:0B4E11ED call _HcptFilter

) ub_40n4ce Stext: 00401185 pop BCH

D iz “text- ouno1107 beea

p Y ¥ XL retn

e -text: 00401187 sub_bod1aa endp

\;‘sub_wﬁsﬂ Ltext:ooyaiiey

L gt .text:opya11B8

SR _text:0DLB11B8 ; SUBROUTIHE

T initbarmn ~ v
a 2| 00000545 00401149: sub_201144+5
Line 1 of 36 < »
(] Output window o
compiling file 'Ci\Program Files (x86)\IDA\idc\ida.idc’... - |
Executing function ‘main®...

Compiling file 'Ci\Program Fileés (x86))\IDA\idchonload.idc"...

Executing function ‘OniLoad"...

IDa iz analysing [he.?rf?uf‘!tl?._...: P I b
fog
ALk idle Down Disk: 53GB

https://www.hex-rays.com
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Digital Forensic Tools

Cuckoo Sandbox is a malware analysis system. cuc o

https://cuckoosandbox.org/

VirusTotal is a free service that analyzes suspicious files "=

and URLs and facilitates the quick detection of viruses, ' > 0 a
troj d all kinds of mal :

WOTMS, Trojans, and alt Kinds or matware https://www.virustotal.com/

malwrn

https://malwr.com/

as

Malwr : Automated Malware Analysis Sandboxes and Services




The Basic Services Offered by a National CIRT

National CIRT

A 4

Incident Response
Center

A\ 4

Consulting and Technical
Assistance Department

A 4

Awareness And
Communication
Department

SERVICE AREA

INCIDENT MANAGEMENT

ANALYSIS

SITUAITON AWARENESS

INFORMATION
ASSURANCE

OUREACH AND
COMMUNICATION

Service

Incident handling
Incident analysis
Incident mitigation and
recovery

N

= Artifact analysis

AN

-

= Development and
curation of security
Intelligence

N

\

)

-

"

= Risk Management

-

= Security Awareness
Raising

= Knowledge Sharing
and Publications
Dissemination

.

\

)
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Example of Security Assessment tools
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KALI LINUX

Security Assessment tools

www.kali.org
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800

Security Assessment tools

Nessus

[ «]» | [+ | nups:/y172.20.10.60/

C] (0\' Google

Nessus

Policies

@® Add Policy

General
Credentials
Plugins

Preferences

Families

AlX Local Security Checks
Backdoors

CGl abuses

CGl abuses : XS8

CISCO

CentOS Local Security Checks
DNS

Databases

Debian Local Security Checks

°
®
®
®
®
®
®
@
U
©

Default Unix Accounts

Plugin Description
DB2 9.1 < Fix Pack 6 Multiple Vulnerabilities

The remote database server is affected by multiple issues.

According to its version, the installation of DB2 9.1 on the remote
host is affected by one or more of the following issues :

Enabled Families: 42  Enabled Plugins: 31443

eceoocoeCio@®

admin |

DB2 8 < Fix Pack 17 Multiple Vulnerabilities

DB2 8.1 <Fix Pack 18 Multiple Vulnerabilities

DB2 9.1 <Fix Pack 6 Multiple Vulnerabilities

DB2 9.1 <Fix Pack 7 Multiple Vulnerabilities

DB2 9.1 <Fix Pack 8 Multiple Vulnerabilities

DB2 9.5 < Fix Pack 2 Multiple Vulnerabilities

DB2 < & Fix Pack 7a Multiple Vulnerabilities

DB2 < 8.1 FixPak 12 EXCSAT Long MGRLVLLS Mg
DB2 < 8.1 FixPak 13 CONNECT Processing Unspe|
DB2 < 8.1 FixPak 14 Multiple Vulnerabilities

Enable All Disable All

Cancel Back Next

nups.//www.tenapie.coirn/

Nessus’

vulnerability scanner

zmap

& VEGA

BETA RELEASE

OPEN SOURCE WEB APPLICATION VULNERABILITY SCANNER, PROXY AND PLATFORM
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static code analysis

path / file: d/cipher3ftimeclocks [ subdirs
verposity level TEHARET Ch| u:nnly J AN Al server-side
: '

= SAL Injection

0 . : n . . .
L= Uzerinput reac zensitive sink. (Blind exploitatior

® : _ = - " hin _errorf Er : e - Err i rta project.

'HERE employ
rrort " Can't get the id of the

regquires:

rking™)

Uzerinput iz p ed through function parameters.

. insert project into datah

reguires:

[ I_'l;jl:leCt.' 101

rips-scanner.sourceforge.net/

41



The Basic Services Offered by a National CIRT

National CIRT

A 4

Incident Response
Center

A\ 4

Consulting and Technical
Assistance Department

A 4

Awareness And
Communication
Department

SERVICE AREA

INCIDENT MANAGEMENT

ANALYSIS

SITUAITON AWARENESS

INFORMATION
ASSURANCE

OUREACH AND
COMMUNICATION

Service

Incident handling
Incident analysis
Incident mitigation and
recovery

N

= Artifact analysis

AN

-

= Development and
curation of security
Intelligence

N

\

)

-

\_

= Risk Management

-

= Security Awareness
Raising

= Knowledge Sharing
and Publications
Dissemination

"

\

)
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Example of Alerts, Warnings and Announcements Tools
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phplist

Alerts, Warnings and Announcements Tools oo

phplist - main admin page main page
configure
help
[0gout] 3hout

Engiish : lists

send a message

users

manage Users
Setup phplist | subscribe pages

Check Database structure | Messages

@ phpList x—

eventlog
configure phplist

Configure Attributes

Configure Subscribe pages

List the current lists
List all Users
Reconcile the user database

Import Users

Export Users

https://www.phplist.com/




Alerts, Warnings and Announcements Tools

https://www.ncsc.nl/incident-response/taranis.html

Taranis architecture

Monitoring threats and vulnerabilities

SR UT f Authorization Framework "y
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