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ITU is the United Nations specialized
agency for information and
communication technologies (ICTs)

Founded in Paris in 1865 as the
International Telegraph Union

More than 150 years of
experience and innovation




What we do

‘Committed to
Connecting the World’

Sectors

ITU Radiocommunication

Coordinating radio-frequency spectrum
and assigning orbital slots for satellites

ITU Standardization
Establishing global standards

ITU Development
Bridging the digital divide
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2. Guide to developing a National cybersecurity

strategy

GUIDE TO
DEVELOPING

A NATIONAL
CYBERSECURITY

STRATEGY

STRATEGIC ENGAGEMENT IM CYBERSECURITY




Coordinated Response
Need for a multi-level response to the cybersecurity challenges

International
Cooperation

International frameworks and

exchange of
information

Harmonization of policies, legal

Regional frameworks and good practices at
regional level
National strategies and policies
National National response capabilities

Country level capacity building and training




Key Cybersecurity Challenges

= Lack of adequate and interoperable national or regional
legal frameworks

= Lack of secure software and ICT-based applications

= Lack of appropriate national and global organizational
structures to deal with cyber incidents

= Lack of information security professionals and skills
within governments; lack of basic awareness among
users

= Lack of international cooperation between industry
experts, law enforcements, regulators, academia &
international organizations, etc. to address a global
challenge

Cybersecurity not seen yet as a cross-sector, multi-dimensional concern.
Still seen as a technical/technology problem.
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National Cybersecurity Strategies - WHAT

e Policy document, Strategy document, Action Plan

* Process for review and enhancement

e Standalone document or embedded in other
strategies ...

* Actionable, Sustainable

* A public document or not ...

e Currently over 76 countries have published National
Cybersecurity Strategies

Some repositories are

* |TU http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/National-Strategies-
repository.aspx

* ENISA
https://www.enisa.europa.eu/activities/Resilience-
and-ClIP/national-cyber-security-strategies-
ncsss/national-cyber-security-strategies-in-the-world

* NATO CCDCOE https://ccdcoe.org/strategies-
policies.htm|

Source: ITU
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What is a national Cybersecurity Strategy

Guide to developing National Cybersecurity
Strategy

*an expression of the vision, high-level objectives, principles and priorities that
guide a country in addressing cybersecurity;

*an overview of the stakeholders tasked with improving cybersecurity of the
nation and their respective roles and responsibilities; and

*a description of the steps, programmes and initiatives that a country will
undertake to protect its national cyber-infrastructure and, in the process,
increase its security and resilience.
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Lifecycle of a National Cybersecurity Strategy

Decision to

issue a new
strategy

Phase 1 : INITIATION

Identify the lead project Authority

Establish a steering Committee
Identify the Stakeholders to be

involved in the development of the

strategy

Plan the development of the Strategy

Strategy

Development

Phase 5 : MONITORING AND EVALUATION

Establish a formal process
Monitor implementation

Evaluate the strategy outcome’s

Action Plan

Phase 4 : IMPLEMENTATION

Developing the Action Plan
Determining initiatives to be
implemented

Allocating human and financial

resources for the implementation
Setting timeframes and metrics

Adjustments
to
action Plan

National

Cybersecurity
Strategy

Plan

Phase 2 : STOCKTAKING AND ANALYSIS

« Assessing the national cybersecurity
landscape
« Assessing the cyber-risk landscape

Report and

consolidate
Repository

Phase 3 : PRODUCTION OF NATIONAL STRATEGY

Drafting the National Cybersecurity Strategy
Consulting with a broad range of stakeholders
Seeking formal approval
Publishing the Strategy
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Stakeholders

Appoints

Lead Project

Appoints Government’s
Executive
Steering Advises
Committee

Contributes
Members

Advisory

Consults on

Authority

Plan

Stocktaking

Committee

Risk Profile

Consolidation
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Focus Areas in a NCS

GOVERNANCE RISK MANAGEMENT IN PREPAREDNESS AND
NATIONAL CYBERSECURITY RESILIENCE

CRITICAL CAPABILITY AND CAPACITY
INFRASTRUCTURE BUILDING AND AWARENESS
SERVICES RAISING

LEGISLATION AND
REGULATION

INTERNATIONAL

COOPERATION
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2014-2018 ITU projects in Africa related a NCS

I

Zimbabwe ICT Policy review *
' Support Cameroon National Cybersecurity

Cote d’Ivoire national Cybersecurity strategy
review
Sierra Leone Cybersecurity maturity review

Sierra Leone Cybersecurity maturity review
Eswatini Cybersecurity review and National

Cybersecurity strategy

mll

Madagascar Cybersecurity maturity review
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