Cyberdrill for Africa Region
Hotel Le Meridien, Mauritius, 04 to 08 April 2016

Monday 04 April 2016
08:30 - 09:00 | Registration and Reception
Opening session
Welcome Address
09:00 - 9:05 . . . .
Mr. Vik Bhoyroo, Ag. Executive Director, National Computer Board
Address
09:05 - 9:15 Mr. Marco Obiso, CyberSecurity Coordinator, ITU
Opening Address
09:15-9:30 | Honourable Etienne Sinatambou, Minister of Technology, Communication and Innovation
09:30 - 10:00 Coffee Break and Photo Group
Session |
. . ITU activities in Cybersecurity
10:00 - 10:30 Mr. Marco Obiso, ITU
10:30 - 11:00 Mauritian Computer Emer.gency Response Team
Dr. Kaleem Ahmed Usmani, CERT-MU Manager
The fight against SPAM from an RIR perspective
11:00-11: .
00 30 Mr. Logan Velvindron , AFRINIC
11:30 - 12:00 The philosophy of Five "C", "C . Bar Over "T" of AfricaCERT
Mr. Marcus K. G. Adomey , Africa CERT
12:00-12:30 Incident Response, International and Regional Cooperation
Prof Dr. Marco Gercke , Red Team Cyber
12:30-13:00 Communications with Stakeholders: A Critical Activity for National CERTs
) ) Mrs. Valeria Risuglia & Mr. Lorenzo Russo, INTELIUM
13:00 - 14:15 Lunch Break
Session |l
14:15-14:45 The Evolution of Network Security Monitoring and How to Stay Ahead of the Hacker’s game
) ) Dr. Almerindo Graziano , SILENSEC
. . Cyber Intelligence
14:45-15:15 | Mir. Ritesh Guttoo , PWC
Combating Shadow IT
15:15-15:45 Mr. Mike Hibbert , Secure Services Mauritius Limited
. . Cybersecurity and Incident Response
15:45-16:00 Mr. Jan Julicher, IBM
16:00 - 16:15 Coffee Break
Session Il
. . Privacy and Encrypted Communications
16:15-16:45 Mr. Adam Crooke, Silent Circle
16:45 - 17:00 Emtel's commitment to Information Security
) ) Mrs. Teshwaree Heerah, Coordinator Security Information, Emtel Ltd
17:00 - 17:15 Current Trends in Cyber Attacks

Mr. Kishan Bhugul, Network Engineer State Informatics Ltd




Tuesday 05 April 2016

Panel Discussion:
The Necessity of a Regional Framework for Cybersecurity
o  Mr. Marco Obiso, ITU

09:00 - 10:15 o Mr. Marcus K. G. Adomey, Africa CERT
o Dr. Kaleem Ahmed Usmani, CERT-MU Manager
o  Mr. Ritesh Guttoo , PWC
Questions and Answers
10:15 - 10:30 Coffee Break
Cyberdrill Presentation
10:30-10:4
0:30 - 10:45 Mr. Marco Obiso, ITU and Anett Mrs. Madi-Nator , Cyber Services
10:45 - 12:45 High Level Simulation

Prof Dr. Marco Gercke , Red Team Cyber

12:45 - 14:00

Lunch Break

Introduction to the Cyberdrill

14:00-14:30 Mr. Marco Obiso, ITU and Anett Mrs. Madi-Nator , Cyber Services
Scenario 1 — Threat Intelligence
14:30-16:30 Dr. Almerindo Graziano, SILENSEC
19:00 -22:00 Cultural Activity
Wednesday 06 April 2016
09:00 - 10:30 Scenario 2—- Incident Analysis, Logs Senior Management Briefing
’ ’ Dr. Almerindo Graziano, SILENSEC Prof Dr. Marco Gercke , Red Team Cyber
10:30 - 10:45 Coffee Break
10:45 - 12:15 Scenario 3 — Forensic Analysis Senior Management Briefing
) ) Mr. George Nicolaou, Silensec Prof Dr. Marco Gercke , Red Team Cyber
12:15 - 13:30 Lunch Break
Scenario 4 - Drillware Analysis
13:30-15:15
Mr. George Nicolaou, Silensec
15:15 - 15:30 Coffee Break
15:30 - 17:30 Scenario 5 — Malware Reengineering

Mr. Marwan Ben Rached , ITU




Thursday 07 April 2016

Scenario 6 — Public Communication and Information Sharing

09:00 - 10:30 Mrs. Valeria Risuglia & Mr. Lorenzo Russo, INTELIUM
10:30 - 11:00 Coffee Break
Scenario 7 — Incident Coordination
11:00-12:
00 30 Mrs. Valeria Risuglia & Mr. Lorenzo Russo, INTELIUM
12:30 - 14:00 Lunch Break
.. Training :
IBM T
14:00-15:30 raining Developing a Threat Intelligence
Capability
15:30 - 16:00 Coffee Break
Training :
16:00-17:30 IBM Training Developing a Threat Intelligence
Capability
Friday 8 April 2016
Training : Training
09:00 - 10:30 WHOIS Database For Incident Response & Developing a Threat Intelligence
Handling Capability
10:30 - 11:00 Coffee Break
Training : Training:
11:00 - 13:00 WHOIS Database For Incident Response & Developing a Threat Intelligence
Handling Capability
13:00 - 14:00 Lunch Break
Training : Training:
14:00-15:30 WHOIS Database For Incident Response & Developing a Threat Intelligence
Handling Capability
15:30 - 16:00 Coffee Break
Training : Training
16:00- 17:00 WHOIS Database For Incident Response & Developing a Threat Intelligence
Handling Capability
17:00-17:15 Closing Session
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