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Uniled in promoting cyber security in Africa

ANSSI France training, 11" - 12" December 2017
And
Cyber threat intelligence Training, 13- 15™ December 2017
Agenda

Venue: Hotel AZALAI, Cotonou, Benin

Monday 11" December 2017

08:30 - 09:00 Registration and Reception

09:00 - 10:30 CIRT Operations: Incident response fundamentals.
10:30 - 11:00 Coffee Break

11:00 - 13:00 CIRT Operations: Incident response fundamentals.
13:00 - 14:00 Lunch Break

14:00-15:30 CIRT Operations: Incident response fundamentals.
15:30 - 15:45 Coffee Break

15:45- 17:00 CIRT Operations: Incident response fundamentals.

Tuesday 12" December 2017

CIRT Organization: Understanding national cybersecurity challenges and CSIRT Creation

09:00 - 10:30
methodology.
10:30 - 11:00 Coffee Break
CIRT Organization: Understanding national cybersecurity challenges and CSIRT Creation
11:00 - 13:00
methodology.
13:00 - 14:00 Lunch Break
CIRT Organization: Understanding national cybersecurity challenges and CSIRT Creation
14:00-15:30
methodology.
15:30 - 15:45 Coffee Break
15:45- 17:00 CIRT Organization: Understanding national cybersecurity challenges and CSIRT Creation

methodology.
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Wednesday 13th December 2017

08:30 - 09:00 Registration and Reception

09:00 - 10:30 Defining Cyber Threat Intelligence and Threat Indicators

10:30 - 11:00 Coffee Break

11:00 - 13:00 The Killchain

13:00 - 14:00 Lunch Break

14:00-16:00 Mapping attacks to the killchain, Analyzing campaigns and threat actors
16:00 - 16:20 Coffee Break

16:20- 17:20 ICANN update

Thursday 14™ December 2017

09:00 - 10:30 Sources of CTI

10:30 - 11:00 Coffee Break

11:00 - 13:00 Using CTI to improve defense, monitoring and response

13:00 - 14:00 Lunch Break

14:00-15:30 Using CTI to improve defense, monitoring and response

15:30 - 16:00 Coffee Break

16:00- 17:00 Leveraging SIEM and Log Management solutions to develop internal CTI
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Friday 15" December 2017

09:00 - 10:30 Developing CTI capabilities

10:30 - 11:00 Coffee Break

11:00 - 13:00 Choosing CTI platforms, providers and services
13:00 - 14:00 Lunch Break

14:00-15:45 Sharing CTI

15:45 - 16:00 Training Closing Session




