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INTRODUCTION



▪ Cyber security creates trust among citizens and businesses. However its 
implementation is often discriminatory from the point of view of costs and 
complexity.

▪ Cyber security represents an economic opportunity. We strongly believe in the 
empowerment of all the stakeholders, making information security broadly 
accessible. 

▪ Cybersecurity is a collaborative task, involving governments, companies and 
individuals.

▪ Cyber security concerns any individual. For a country building its economic strengths 
on ICT, cyber security is an essential asset to its economic attractiveness.

Introduction



▪ Confidentiality – give access to authorized users only 
(cryptology, access management) 

▪ Integrity – prevent unauthorized modification (hash, …)

▪ Availability – prevent destruction; plan sufficient resources

Cybersecurity creates trust – trust is essential for business and 
development of e-government services.

Cyber Security - goals



Understanding the world of cyber is a complex task

http://24.media.tumblr.co
m/tumblr_m94h6pasyA1r
69k7do1_500.jpg



CERT-GOV-MD
Organisational and Operational Capacities



Governance on governmental side

CERT-GOV-MD, ITsec



Who We Are? 

SUBORDINATION HIERARCHY FACTS

2010 Established by Government

decision № nr. 746 of 

18.08.2010

2013 Implemented ISO 27001

2014 CERT-GOV-MD became 

accredited by Trusted 

Introducer

2016 FIRST membership

Government

Clients

State Chancellery

P.I. Informational
Technology and Cyber

Security Service 

Cyber Security Center 
CERT-GOV-MD

Public 
Authorities



▪ Incident response for government, prevention, detection and mitigation

▪ Reduction of risks from cybersecurity incidents;

▪ Rising level of awareness of public administration authorities through information 
awareness and continuous training;

▪ Improve the level of cyber security within the government and increase confidence in 
new technologies;

▪ Build strategic relationships to improve cyber security of government.

▪ Sharing information and lessons learned.

▪ Strengthen international cooperation

Mission and objectives of CERT-GOV-MD



Cybersecurity - approach
Creating an Effective Cybersecurity Program

RESPOND

CYBER
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▪ Behavior – the users must be aware about threat
▪ Organisation – risk management, policies, procedures, standards

▪ Technology – prevention, detection and mitigation tools and 
services

Cybersecurity - approach
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National Strategy and Policy on Cybersecurity in Moldova

Information Security Strategy of the Republic of Moldova for 2019-2024 approved by

Parliament Decision no. 257/2018

▪ Ensuring the security of the cyber information space and investigating cybercrime

▪ Ensuring the security of the media information space

▪ Strengthening operational capabilities

▪ Process efficiency of internal coordination and international cooperation in the field of

information security



Critical Infrastructure Sectors in the Republic of Moldova 

Critical
Infrastructure

Sectors in 
Rep.Moldova

These institutions are vital to the state 
and any failure would have significant 

consequences. 

Transport and 
Traffic

State and 
Administration

Information Technology and Telecommunication

Energy

Finance and 
Insurance

Water

Media and Culture

Health Food



▪ Serves as a trusted point of contact

▪ Develops an infrastructure for coordinating incident response

▪ Develop capability to support incident reporting

▪ Conduct incident, vulnerability & artifact analysis

▪ Participate in cyber watch functions

▪ Help organizations to develop their own incident management capabilities

▪ Provide language translation services

▪ Make security best practices & guidance available

▪ Provide awareness, education & trainings

Benefits of CERT-GOV-MD



THREATS
CYBERSECURITY



THREATS
Threats are Becoming 
More Complex

Cloud storage

Mobile data storage

Supply chain isn’t 
transparent

Tablet computer

New types of viruses  
every day

Increasingly more complex 
software programs

Several updates daily

THREATS ARE 
BECOMING 

MORE 
COMPLEX







Attacks on Web Servers

Botnets





Capacity building and raise awareness 
Moldova Cyber Week

Launched in 2012, “Moldova Cyber Week” is a large national cyber security event held annually under the
patronage of the Government of the Republic of Moldova and organized by the “Information Technology and Cyber
Security Service”
• 2013 “Cyber Security in Moldova: Challenges, Trends and Responses”
• 2014 - “Cyber Security in Moldova: Challenges, Trends and Responses”
• 2015 - “The role of the Public-Private Partnership in the field of cybersecurity”
• 2016 “Cyber exercises for people with decision-making functions in the public and private sectors”
• 2017 “ITU Joint ALERT cyber drill for Europe and CIS Regions”
• 2018 “Building a Secured Digital Future through Partnership”
• 2019 “Regional Cyber Resilience Forum Workshops”
• 2020 “Building a Strong Cybersecurity Infrastructure in the New Normal”
• 2021 “ Cyber Resilience Forum”



MCW includes Conference, Workshops and Drills
MCW 2020 statistics:
• More than 40 cybersecurity experts invited as speakers within the Conference from 12 countries as: Australia,

Romania, USA, Switzerland, Israel, Ukraine, Spain, Russia, Georgia, UK etc.
• 5 discussion panels and 9 keynote presentations with a total of 2000 viewers at live streaming Conference
• 9 Webinars with a total of 300 participants

The MCW 2021 aims to provide a better understanding of today’s new cyber security reality by presenting condensed
information in the regional context and stringent issues in the cyberspace. The current global strategic crisis has been
compounded with new and emerging cyber threats with exponential growth in online operations in all sectors. MCW
2021 represents new thinking on how to shield ones’ organization for a secure digital transformation.

https://moldovacyberweek.md/

https://moldovacyberweek.md/


Information Security Awareness
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FUTURE
CYBERSECURITY



Next Steps 

4 pillars for an efficient Cybersecurity Governance

LEGAL 
FRAMEWORK

Legislation that 
keeps up with the 
current challenges 

of cyber threats 
and vulnerabilities 

must exist and 
continually 

evolve.

EDUCATION

Raising 
awareness of 
the everyday 

visitors in 
cyberspace will 
develop in time 

a conscious 
society. 

TECHNOLOGY

Continuous 
improvement of 

hardware and 
software 

resources to 
ensure 

proactive and 
reactive actions 

against cyber 
threats. 

INTERNATIONAL 
COOPERATION

By improving 
international 

cooperation and 
mutual assistance on 
cyber threats among 

governments, industry 
and non-governmental 
organizations we will 

achieve a more 
secured cyberspace.





CONCLUSION

Cyber security is a global problem that has to be addressed globally by 
all governments jointly;

No government can fight cybercrime or secure its cyberspace in isolation;

International cooperation is essential to securing cyberspace;

It is not a technology problem that can be ‘solved’; it is a risk to be 
managed by a combination of defensive technology.



Thank you! 

natalia.spinu@stisc.gov.md

www.stisc.gov.md

http://www.stisc.gov.md/

