
 

  

  

 

 

 

                                      Cyberdrill for Arab Region 

Yassmine Hammamet, Tunisia, from 23rd to 27th May 2016 

-Agenda- 

 

Monday 23rd May 2016 

08:30 - 09:00 Registration and Reception 

Opening session 

09:00 - 09:05 
Welcome Address 
Mr. Naoufel Frikha , Director General, National Agency for Information Security (ANSI) 

09:05 - 09:10 
Address 
Mr. Badar Al Salehi , Head of ITU-ARCC and General Director of Oman National CERT 

09:10 - 09:15 
Address 
Mr. Luc Dandurand, Head of ICT Applications & Cybersecurity Division, ITU 

09:15 - 09:30 
Opening Address 
H.E. Mr. Noomane Fehri, Minister of Communication Technologies and Digital Economy of the Republic of 
Tunisia 

09:30 - 09:40 Group Photo 

09:40: - 10:00 Coffee Break 

10:00 - 10:30 
ITU and  ITU-ARCC activities in Cybersecurity 
Mr. Luc Dandurand, Head of ICT applications & Cybersecurity Division, ITU   

10:30 - 11:15 
Kaspersky Presentation 
Mr. Ghareeb Saad & Mr. Ashraf Abdelazim  

11:15 - 11:45 
Communications with Stakeholders: A Critical Activity for National CERTs  
Mrs. Valeria Risuglia & Mr. Francesco Tozzi ,  INTELIUM    

11:45 - 12:15 
The Evolution of Network Security Monitoring and How to Stay Ahead of the Hacker’s game 
Dr. Almerindo Graziano , SILENSEC  

12:15 - 12:45 
How to get ISPs to collaborate with National CERTs 
Mr. Haythem El Mir , Cyber Security Consultant  

12:45 - 14:00 Lunch Break 

 14:00 - 14:30 
Privacy and Encrypted Communications  
Mr. Aaron Boyd, Silent Circle 

14:30 - 15:00 
Cybercriminals & DDoS attacks 
Mr. Moncef ZID , Arbor Networks 

15:00 - 15:15 Coffee Break 

15:15 - 15:30 
Cyber Drill Presentation  
Mr. Luc Dandurand, Head of ICT applications & Cybersecurity Division, ITU   

15:30 - 17:30 
High Level Simulation and Senior Management Briefing 
Prof Dr.  Marco Gercke , Red Team Cyber 

18:30 - 21:30  Cocktail Party 

http://www.itu.int/es/Pages/default.aspx


 

  

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Tuesday 24th  May 2016 

09:00 - 09:30 
Scenarios  Presentation  

Mr. Luc Dandurand, Head of ICT applications & Cybersecurity Division, ITU 

09:30-11:00 
Scenario 1  – Threat Intelligence 

Dr. Almerindo Graziano , Silensec 

11:00 - 11:30 Coffee Break 

11:30 - 13:00 
Scenario 2  – Incident Analysis, Logs 
Dr. Almerindo Graziano , Silensec  

13:00 – 14:15 Lunch Break 

14:15-15:15 
Scenario 3   

Information Sharing 
Mrs. Valeria Risuglia & Mr. Francesco Tozzi ,  INTELIUM      

Second ACCT meeting (Close Meeting) 

15:15-15:30 Coffee Break 

15:30-17:30 
Scenario 4 

  Web Log Analysis  
Mr. Tarek Mohamed ,  ARCC 

Wednesday 25th  May 2016 

09:00 - 10:15 
Scenario 5  

 Malware Reverse Engineering  
Mr. Marwan Ben Rached ,  ITU  

10:15 - 10:30 Coffee Break 

10:30 – 11:45 
Scenario 5  

 Malware Reverse Engineering  
Mr. Marwan Ben Rached , ITU  

11:45 - 12:30 
Scenario 6 

Incident Coordination 
Mrs. Valeria Risuglia & Mr. Francesco Tozzi ,  INTELIUM      

12:30 - 14:00 Lunch Break 

14:00-14:45 
Scenario 7  

Public Communication 
Mrs. Valeria Risuglia & Mr. Francesco Tozzi ,  INTELIUM      

14:45 - 15:00 Coffee Break 

15:00- 17:30 
Kaspersky Interactive Protection Simulation 

Kaspersky Lab Team  
Mr. Ghareeb Saad & Mr. Amr M. Ismail & Mr. Mikhail Nagorny  

http://www.itu.int/es/Pages/default.aspx


 

  

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

Thursday 26th May 2016 

  
FIRST Training  

Technical Track  
FIRST Training  

Management Track  

09:00 - 10:30 Module 1: CSIRT Fundamentals    Module 1: CSIRT Fundamentals  

10:30 - 11:00 Coffee Break 

11:00 - 13:00 Module 1: CSIRT Fundamentals  Module 2: CSIRT Operation  

13:00 - 14:00 Lunch Break 

14:00-16:00 Module 2: Starting with a CSIRT  Module 2: CSIRT Operation  

16:00 - 16:30 Networking 

Friday  27th May 2016 

  
FIRST Training  

Technical Track  
FIRST Training  

Management Track  

09:00 - 10:30 Module 3: Working with Information Sources  Module 3: Incident Coordination  

10:30 - 11:00 Coffee Break 

11:00 - 13:00 Module 4: Incident Coordination  Module 4: CSIRT Performance Measurement  

13:00 - 14:00 Lunch Break 

14:00-16:00 Module 4: Incident Coordination  Module 4: CSIRT Performance Measurement  

16:00 - 16:30 Coffee Break 

16:30-17:00 Closing Session   

http://www.itu.int/es/Pages/default.aspx
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