Appendix 1: Updated Draft Handbook on Emergency Telecommunications.
I n t e r n a t i o n a l   T e l e c o m m u n i c a t i o n   U n i o n

ITU-D HANDBOOK ON
EMERGENCY  TELECOMMUNICATIONS

(on-line edition 2013)  

DRAFT 5.2 (28 Aug 2013)
This Handbook on Emergency Telecommunications is written to serve as a close companion to those involved in the noble work of providing as well as using telecommunications for disaster mitigation and relief. It simplifies and demystifies the complex technical issues that characterize the fast evolving field of telecommunications especially in this era of convergence and emergence of next generation networks. While this handbook is meant to be simple, it is comprehensive, compact and contains useful factual information that is concise and organized for easy access especially by practitioners.

For further information

Please contact:

Mrs. Gisa Fuatai Purcell, Head, LSE Division
Telecommunication Development Bureau (BDT)

ITU

Email : fuatai.purcell@itu.int 

Place des Nations

CH-1211 GENEVA 20

Switzerland

Please note that orders cannot be taken over the telephone. They should be sent by fax or e-mail.

ITU

Sales Service

Place des Nations

CH-1211 GENEVA 20

Switzerland

Fax: +41 22 730 5194

E-mail: sales@itu.int

The Electronic Bookshop of ITU: www.itu.int/publications 

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior written permission of ITU.

Denominations and classifications employed in this publication do not imply any opinion on the part of the International Telecommunication Union concerning the legal or other status of any territory or any endorsement or acceptance any boundary. Where the designation “country” appears in this publication, it covers countries and territories.

The views expressed in this document are those of the authors and do not necessarily reflect the opinions of ITU or its Members. 

Table of Contents
Preface  
Chapter 1 - Telecommunications for Disaster Mitigation and Relief

Introduction

Chapter 2 – Organizational Framework of Emergency Telecommunications

Introduction

2.1 Prevention and Preparedness 

2.2 Response 

2.3 Typical Scenarios

2.4 The Partners in Disaster Response

2.5 National Disaster Management Structures

2.6 International Disaster Management Structures

2.6.1 United Nations Entities     
2.6.2 The International Telecommunication Union (ITU)  

2.6.3 The International Committee of the Red Cross (ICRC) 

2.6.4 International Non-Governmental Organizations 

2.6.5 National Governmental Institutions providing International Assistance

2.6.6 National Non-Governmental Institutions providing International Assistance

2.7 Organizing Emergency Telecommunications

Chapter 3 – The Regulatory Framework   
Introduction

3.1 The Creation of an International Regulatory Framework for Emergency Telecommunications

3.2 International Regulatory Instruments on Emergency Telecommunications

3.3 The Tampere Convention 

3.4 Emergency Telecommunications in the National Regulatory Framework

3.4.1 The Development of a National Disaster Telecommunications Concept

3.4.2 An overall Concept

3.4.3 Methods and Scope of a Study 

3.4.4 Confidentiality Considerations

3.4.5 Need for Coordinated Approach 

3.4.6 Telecommunications Operators

3.4.7 Results 

3.4.8 Network Capacity

3.4.9 Additional Vulnerabilities 

3.4.10 Recovery

3.4.11 The Implementation of the Plan 

3.5 The need for a common approach

Chapter 4 – Telecommunications as Tools for the Providers of Emergency Response 

Introduction 

4.1 Interoperability and Interworking 

4.2 Telecommunication Modes

Chapter 5 – Public Communication Networks 

Introduction 

5.1 The Public Switched Telephone Network (PSTN) 

5.1.1 Local Wireline Distribution (Twisted Pair, Last Mile, Local Loop) 

5.1.2 Wireless Local Loop (WLL) 

5.1.3 Switches (Telephone Exchange, Central Office)

5.1.4 The Trunk and Signaling System (Long Distance System) 

5.2 Wireless (Cell Phone) Networks

5.3 Satellite Terminals and Satellite Phones

5.3.1 Mobile Satellite Terminals

5.3.2 Direct Video (and Voice) Broadcasting 

5.4 End User Equipment

5.4.1 Facsimile (Fax)

5.4.2 Smart Phones

5.4.3 Hand-held Satellite Phones

5.5    Priority Schemes  
Chapter 6 – The Internet 

Introduction

6.1 Applications 

6.2 Privacy 

6.3 Availability 

6.4 Accuracy 

6.5 Maintainability

Chapter 7 – Private Networks 

Introduction 

7.1 Land Mobile Radio (LMR) Services 

7.1.1 Land Mobile Networks

7.1.2 The different Modes of Operation 

7.1.3 The different main Services offered

7.1.4 Technologies

7.1.5 Interoperability / Inter-working 

7.1.6 Wireless Private Area Networks

7.1.7 Coverage

7.1.8 Public Safety LTE
7.2 Maritime Radio Service 

7.2.1 Maritime Networks

7.2.2 Maritime Public Correspondence Stations 

7.3 The Aeronautical Radio Service 

7.3.1 Aeronautical Networks

7.3.2 Aeronautical Public Correspondence Stations 

7.3.3 NOTAM 

7.3.4 Private Radio on Board Aircraft

7.3.5 Special Considerations involving Communications with Aircraft 

7.3.6 Satellite equipped Aircraft

7.4 Location Services

7.4.1 Automatic vehicle Location services

7.4.2 Personal Locator Beacons (PLB) 

7.5 The Enterprise private services

7.5.1 The Private Branch Exchange (PBX)

7.6 Unlicensed Local and Wide Area Networks (LAN, WAN)

7.6.1 (Virtual) Private Networks 

7.7 Satellite Very Small Aperture Terminal (VSAT) 

Chapter 8  -  Converged Networks   
Introduction

Chapter 9 – The Amateur Service 

Introduction

9.1 The Roles of the Amateur Service in Emergency Telecommunications

9.1.1 Amateurs as Professionals, the Served-Agency Relationship

9.1.2 Emergency Communications Organizations and Services

9.2 Amateur Service Networks and their Ranges

9.2.1 Short-range networks 

9.2.2 Medium-range Networks

9.2.3 Long-range networks

9.2.4 Amateur Service Satellites

9.3 Operating Frequencies 

9.4 Communication Modes

9.5 Repeater Stations 

9.6 The Organization of Amateur Radio Emergency Service 

9.6.1 The Amateur Radio Emergency Service

9.6.2. Traffic handling

9.6.3 Typical Situations for Amateur Radio Emergency Telecommunications 

9.7 Third Party Communications in the Amateur Radio Service 

9.7.1 Cautions and Confidentiality

9.8 Optimizing the Use of the Amateur Radio Service as a Public Service 

9.8.1 What to expect in Major Emergencies

9.8.2 The Incident Command System

Chapter 10 – Broadcasting 

Introduction

10.1 Mobile Emergency Broadcasting

Chapter 11 – New Technologies and New Practices

Introduction

11.1 The Common Alerting Protocol (CAP) 

11.2 Developments with potential Application to Emergency Telecommunications

Annex

List of Acronyms

*     *     *

Preface
It is great pleasure for me to present this edition of the Handbook on Emergency Telecommunications. This edition has its roots in the Handbook on Disaster Communications prepared under the auspices of ITU-D Study Group 2, for Developing Countries that was published in 2001. Owing to the fast revolving nature of both the technologies and the regulatory framework related to disaster mitigation and relief coupled with the high frequency with which disasters are occurring, we found it necessary to review the 2005 edition to address most of the topical issues related to this topic. 

While an attempt has been made to deal with all important aspects, this Handbook is by no means encyclopedic. The aim has been to produce an updated user-friendly product that demystifies complex technical issues, is comprehensive, compact and contains useful factual information that is concise and organized for easy access by those seeking quick reference. 

This edition has been revised by the Group of experts of the ITU-D Study Group 2 on Emergency Telecommunication. This revised version of the Handbook has 4 new chapters taking into account issues relevant to emergency telecommunication and climate change that were not covered in the previous version. 

It is my fervent hope that this edition will add value to all those actively involved in humanitarian assistance and those interested in this subject because Telecommunications remain the bloodstream to disaster relief and mitigation. 

CHAPTER 1

Telecommunications for Disaster Mitigation and Relief

Introduction  

“Use what is available” is the obvious reaction when being confronted with an emergency situation.  “Know what is available and know how to use it” is the only way to apply this basic principle.

The next step in response is the mobilization of additional resources. At this point, telecommunications are indispensable. Again, knowledge about what is available and how to make best use of it is essential.  ITU-D Study Group 2 decided in 1999, to create a handbook that would help to provide such information and to serve as a reference on the application of all available telecommunication and ICT resources towards the most noble of tasks: to prevent, and, where this is not possible, to alleviate the suffering of people affected by catastrophes. 

The 12 years since the publication of the first edition of the ITU-D Handbook on Disaster Communications” in 2001 have seen a dramatic increase in telecommunication and ICT tools as well in the possibilities to facilitate information about their use in emergency situations.  A hard-copy third edition of the handbook would have to be considerably larger than its’ predecessors if means for storing and retrieving of information would not have become available, and without continuous updating, it could not reflect the latest developments. 

Thanks to the availability of (ICT), the three parts of the 2005 edition can now be presented in the form of a compact reference book, complemented by an electronic “tool-kit” containing detailed information about the application of specific types of telecommunications/ICTs, equipment, networks and services in emergency response. To serve as an overview and quick reference for all practitioners in humanitarian assistance the publication remains available in hard copy, while the “tool-kit” replaces the former “technical annex” and provides access to the in-depth information required by those responsible for the application of telecommunication/ICT resources to humanitarian tasks.

The efficiency of all emergency response, from the day-to-day work of institutional responder such as fire-fighters to the complex and unforeseeable tasks of the numerous professional and volunteer partners in humanitarian assistance, depends on telecommunications and ICTs. At the same time, for those affected by the impact of a disaster, the availability of telecommunications is a need comparable to the need for food and shelter. A sudden disruption of communication networks is a disruption of social networks and therefore of structures that are vital for survival and recovery. This disruption puts a great responsibility on the telecommunication service providers and makes them indispensable partners in humanitarian assistance.

In spite of all the progress in technology, a handbook can never replace preparedness and training. From disaster prevention through alerting and responding all the way to rehabilitation, results depend on careful studies of risks and vulnerabilities, on the application of lessons learned from the past, and, most of all, on team-work. The present, third edition of this handbook was therefore developed by the collaborative efforts of a correspondence group including members from all telecommunication services involved in emergency response, and from organizations and authorities as well from the private sector.

CHAPTER 2

The Organizational Framework of Emergency Telecommunications

Introduction

The description of the organizational framework of emergency telecommunications requires the definition of the two words, emergency and telecommunication. The first edition of this handbook appeared in 2001 as the handbook on disaster communication. Recent developments required the change to its present title. By definition, an emergency is simply a situation requiring urgent response. Depending on the circumstances, initial response will be provided by whoever is present, using whatever means are available on site. Any other additional intervention deemed necessary can best be mobilized mainly through telecommunications.

An emergency situation might develop into a disaster, either due to its very nature, or as a consequence of insufficient response to the initial event. The magnitude of the event will require resource mobilization on a regional or even international scale; communication related to a disaster will however include activities well beyond an alert requesting emergency response, made through the normally available means of telecommunications. Corresponding to the use of the four terms in recently developed documents and in the work of ITU Study Groups considering the subject matter, the present second edition of the handbook covers the use of Telecommunications as the logistics of information exchange in emergency and disaster situations. It does not cover communications in the sense of content, and its scope is not limited to Telecommunications in the strict sense of the word.

2.1 Prevention and Preparedness

Prevention, the avoidance of hazards, is primarily a local task. Telecommunications play a key role in the distribution of hazard knowledge and the creation of threat awareness. They are quickly vital tools for early warning. Preparedness to respond to emergencies is a task of institutional responders, commonly known as emergency services, but it is also the responsibility of telecommunication providers to be ready to respond to emergencies that threaten the continued operation of the telecommunications that all other responders depend on. Due to the character of such services, their telecommunication equipment and networks must be in a permanent state of readiness. Response to disasters, including relief operations following such events, is likely to involve institutional responders, typically national and international humanitarian organizations. Different from usually local emergency services, these responders need to be prepared to operate in unpredictable locations and under widely different conditions. The reliable operation of telecommunications under these circumstances is a great challenge, but one that must be planned for and met.

2.2 Response

Appropriate response depends first of all on rapid and accurate information exchange. An increasing complexity of administrative structures and the distribution of responsibilities in the response among authorities go parallel to an increasing number of available communication links. Public networks, such as the fixed line and mobile telephone system are the mainstay of first level alert.

With the involvement of partners from outside the immediate vicinity of an event, the responsibilities and thus the communication requirements shift to larger dimensions. Decision-making in such unpredictable operation conditions becomes a process involving a multitude of institutions. In these circumstances, private networks, such as dedicated radio networks including satellite links may be used to bridge information gaps and facilitate information exchange.

2.3 Typical Scenarios

Among the oldest tools for an electronic “cry for help” were fire alarms. Pressing a button on a street corner would ring a bell at the fire brigade, providing information only about one fact: the emergence of an emergency in the vicinity of that alarm button. 

This basic system developed into publicly accessible communication facilities allowing the exchange of information in two directions with increasing bandwidth and increasing information content. Over the years the tools available to the emergency services have improved both in terms of the services and applications they offer and in terms of diversity. It is for this last point that inter-operability becomes a key issue, and will be a main consideration in Part 2 of this handbook.

Today, international disaster response and relief operations following catastrophic events are no longer limited to natural disasters such as earthquakes, but extend to wars, post terrorist attack scenarios and other man-made disasters.  Planning for reliable Telecommunications is critical irrespective of the nature of a disaster because existing publicly accessible Telecommunications networks might be disrupted by the event itself, or even get overloaded due to increased demand for service. To ensure that the most important calls get through in these overload situations, an end-to-end priority calling scheme must be established and implemented well in advance of the emergency.  This priority calling scheme should also make provisions to ensure that the priority extends to international communications, both outgoing and incoming. Provision of timely and additional private networks might be hindered by regulatory restrictions if appropriate arrangements are not put in place well in advance to pave way for effective participation by the players involved in international response.

2.4 The Partners in Disaster Response

Initial response to any disaster is the responsibility of the local community. National, Regional, and International assistance are only mobilized when it is realized that the required assistance goes beyond the resources and capacities of the local response mechanisms. Involvement of entities outside a sovereign state’s borders is conducted on a “request-offer-acceptance” basis. In all cases, coordination with national authorities is paramount.  To help ensure the continued operation of communications networks, operators should consider entering into mutual aid agreements with other operators outside of their local region, enabling them to enlist the aid of operators unaffected by a local disaster in times of crisis.    When operating under volatile and difficult conditions, many organizations providing humanitarian assistance rely on dependable telecommunication and ICT networks and systems to coordinate their operations.

2.5 National Disaster Management Structures

The attribution of disaster-related functions differs from country to country. In most cases, it follows the country’s administrative structures, with a disaster coordinator for each district, state, county or similar geographical division. The “horizontal” cooperation among specialized services at each level is as essential as the vertical “lines of command”. For emergency telecommunication to be effective, established links between disaster coordinators and Telecommunications/ICT authorities and service providers at each level are required. This need for coordination throughout the national structures also applies to international humanitarian assistance. In the latter case, the national government is the primary counterpart of the foreign providers of assistance, but their operational activities must be fully integrated with those at various national levels.

A “Disaster Management Team”, normally convened by the United Nations Resident Representative and consisting of all international organizations present in the affected country is established in the capital. Its counterpart is the entity or official designated as national disaster manager. At the local level, an on-site operational coordination center (OSOCC) ensures the integration of international assistance with the national and local partners. Reliable telecommunications/ICTs are paramount to the effective functioning of each of these mechanisms and for their coordinated interaction.

2.6 International Disaster Management Structures

It is to some extent due to the availability of global real-time telecommunications/ICTs that response to emergencies and in particular to major disasters includes more and more international partners. Some of these are institutional bodies while others may be constituted ad-hoc in response to acute needs. All of them will however respond to what information is made available to them, and their response will be determined by the timeliness and reliability of this information.

2.6.1 United Nations Entities

The United Nations (UN) system includes specialized agencies for the various aspects of humanitarian work, including disaster response. Their cooperation is ensured through the UN Office for the Coordination of Humanitarian Affairs (OCHA), headed by the UN Emergency Relief Coordinator with offices in Geneva and New York, and with field offices in a number of countries. Using a permanent, 24 hours per day/365 days per year duty system, OCHA uses all available means of telecommunications to monitor events and immediately alert the international community to mobilize appropriate resources in cases where international assistance is likely to be required.

In addition to maintaining its own telecommunication networks, OCHA carries out the functions of the Operational Coordinator as mandated by the Tampere Convention [see Chapter4]. The office regularly convenes the Working Group on Emergency Telecommunications (WGET), an open forum including all UN entities and numerous international and national governmental and non-governmental organizations involved in disaster response as well as experts from the private sector and academia. In between the two annual plenary meetings, the WGET partners meet in ad hoc working groups on specific issues and maintain a continuous exchange of information through electronic means.

In the event of an emergency, OCHA dispatches United Nations Disaster Assessment and Coordination

(UNDAC) teams to a country affected by a disaster. Such teams typically arrive at the site of the event within hours and support the national authorities in the coordination of international assistance. In the affected countries, the various entities of the UN system work together in the Disaster Management Team (DMT). Such a team is convened by the Resident Coordinator, in most cases the Representative of the United Nations Development Programme (UNDP), which has offices in almost all member states of the United Nations. Depending on the nature of the emergency, the various agencies and institutions provide assistance in their specific field. Furthermore, the UN entities most commonly involved in disaster response include the World Food Programme (WFP) providing emergency food as well as logistics services for other relief goods, the Office of the United Nations High Commissioner for Refugees (UNHCR), providing shelter and related assistance for the affected population; the World Health Organization (WHO) and the United Nations Children’s Fund (UNICEF), providing health services in particular for the most vulnerable groups. Depending on the nature of assistance required, other agencies participate in their specific fields.

Throughout the monitoring, alert, mobilization and response process, Telecommunications are of vital importance. All United Nations entities maintain common and own networks, and have the capacity to extend such networks in cases where other means of communication are affected by a disaster. The interaction of all networks is ensured through the mechanism of the WGET, and in the affected country a Telecommunications Coordination Officer (TCO) is responsible for the optimum use of all available networks.

2.6.2 The International Telecommunication Union (ITU)  
The International Telecommunication Union (ITU) is the UN’s specialized agency for Information and Communication Technologies (ICTs), in charge of allocating spectrum and satellite orbits, developing the technical standards that ensure networks and technologies seamlessly interconnect, and striving to improve access to ICTs to underserved communities worldwide. ITU is committed to connecting the entire world’s population protecting and supporting their fundamental right to communicate. 

ITU has been founded on the principle of international cooperation, having a membership constituted by the public (Member States, including ICT Regulators) and private sector (leading academic institutions and private companies), making it unique among the other UN organizations. 

Today, ICTs have become a key tool to monitor, manage and control emergency services, water supplies, power networks and food distribution chains. As ICTs support health care, education, government services, financial markets, transportation systems and environmental management, ICTs also have the capability to permit everyone to communicate.  

The work of the Union is undertaken by its three sectors. The ITU Radiocommunication Sector (ITU-R) works at ensuring interference-free operations of radio communication systems by developing and helping with the implementation of the Radio Regulations, as well as updating these instruments in an efficient and timely manner. The establishment of Recommendations intended to assure the necessary performance and quality in operating radio communication systems is key priority for the sector. ITU-R also seeks ways and means to ensure the rational, equitable, efficient and economical use of the radio-frequency spectrum and satellite-orbit resources and to promote flexibility for future expansion and new technological developments.

The developing of international standards known as ITU-T Recommendations takes place at the Telecommunication Standardization Sector of the Union (ITU-T).  These standards act as defining elements in the global infrastructure of Information and Telecommunication Technologies (ICTs).  They are critical to the interoperability of ICTs and whether exchanging voice, video or data messages, these standards enable global communications by ensuring that countries’ ICT networks and devices speak the same language. The international standards are an essential aid to developing countries in building their infrastructure and encouraging economic development helping to reduce costs for all: manufacturers, operators and consumers. 

Fostering of international cooperation and delivering technical assistance in the creation, development and improvement of telecommunication/ICT is done by the Telecommunication Development Sector (ITU-D).  This sector is crucial in discharging the Union's dual responsibility as a United Nations specialized agency and executing agency for implementing projects under the United Nations development system or other funding arrangements, so as to facilitate and enhance telecommunication/ICT development by offering, organizing and coordinating technical cooperation and assistance activities.

Article 1, Section 2 of the ITU Constitution provides that ITU shall “promote the adoption of measures for ensuring the safety of life through the cooperation of telecommunication services”. This mandate has been further enhanced through resolutions and recommendations adopted by past and recent World Telecommunication Development Conferences and World Radiocommunication Conferences, and ITU’s Plenipotentiary Conferences, as well as its active role in activities related to the Tampere Convention. The role of the Union under the Tampere Convention and related instruments is more specifically dealt with in Chapter 3.

The three sector of the Union are continuing working together to enhance the mandate given in Article 40 of their Constitution which states that “…telecommunication services must give absolute priority to all telecommunications concerning safety of life at sea, on land, in the air or in outer space…”  On this regard, telecommunications for saving lives have been given a priority, which is why new Resolutions and Recommendations on the importance of emergency telecommunications have been adopted, a Framework for Cooperation in Emergencies was created and a Focus Group addressing this topic was established. ITU will continue increasing its work with the aim of saving lives through ICTs.

2.6.3 The International Committee of the Red Cross (ICRC)

The International Committee of the Red Cross (ICRC) is an impartial, neutral and independent organization whose exclusively humanitarian mission is to protect the lives and dignity of victims of armed conflict and other situations of violence and to provide them with assistance. The ICRC also provides assistance to victims of natural disasters occurring in conflict areas. The ICRC maintains its own telecommunications networks to support its humanitarian assistance activities.

2.6.4 International Non-Governmental Organizations

The International Federation of Red Cross and Red Crescent Societies (IFRC) is the world's largest humanitarian organization, providing assistance without discrimination as to nationality, race, religious beliefs, class or political opinions. The IFRC is generally recognized as having an international legal personality, benefiting from the privileges and immunities granted to international organizations. The IFRC comprises 187 member Red Cross and Red Crescent National Societies, a secretariat in Geneva and more than 60 delegations strategically located to support activities around the world. The IFRC carries out relief operations to assist victims of disasters, working through its unique network of National Societies, and combines this with development work to strengthen the capacities of its member National Societies. The IFRC maintains its own telecommunication networks and supports its National Societies when normal channels of telecommunications are disrupted by a disaster."

2.6.5 National Governmental Institutions providing International Assistance
Similar to international organizations, national institutions in many countries provide disaster relief abroad. Examples are the Swedish Rescue Services Agency (SRSA), the Swiss Disaster Relief Unit (SDR), and the German “Technisches Hilfswerk”. They often provide services in specific fields, providing their assistance under bi-lateral arrangements with the receiving country or act as implementing partners in UN’s relief operations. National organizations for international assistance usually provide Telecommunications/ICTs for their own needs, and often support other institutions, such as the UN, NGOs and national rescue services, with telecommunication support. National non-governmental organizations may in some cases assume similar roles to those of national governmental organizations.

2.6.6 National Non-Governmental Institutions providing International Assistance

Numerous national NGO’s have agreements with partner organizations in neighboring countries and/or are in a position to provide assistance abroad e.g. in cooperation with national Institutions of their home country providing assistance in the sense of paragraph 2.6.5 above.

2.7 Organizing Emergency Telecommunications

Real time information exchange is the backbone of all cooperation in emergency response, including preparedness and prevention, and in the assistance of those affected by disasters. The rapid technological developments and the numerous tools, equipment and networks available, have opened new possibilities. They can, however, not fulfill their task in the service of humanitarian work, if they are not fully integrated throughout the development and the implementation of operational concepts. Telecommunications/ICTs are tools of an organizational structure, but they also need their own organizational support. The availability and applicability of the most appropriate means of telecommunication in emergency situations is a result of close cooperation between those involved in humanitarian work, the manufacturers of equipment, and the service providers who run the various networks. This relationship will make objective assessments of what these technologies can and cannot do in various situations.

CHAPTER 3

The regulatory framework

Introduction

Maritime distress and safety communications have traditionally enjoyed privileges such as absolute priority and exemption from fees. The same rules apply for communications with and among aircraft. These privileges do not however apply to emergency telecommunications on land. Their applicability in emergency and disaster situations has been recognized only recently, but much still remains to be done.

Telecommunications have a dual character. While their control and regulation is considered as an element of sovereignty of each State, by their nature, they do not respect national borders. For this reason, international regulation is indispensable, and national regulation is left to deal with issues related to national interest. In the area of emergency telecommunications, this means that an international framework has to be established and that international legal instruments have to be created to provide guidance. At the same time, national legislation to safeguard national interests has to conform to enacted, applicable international law.

3.1 The Creation of an International Regulatory Framework for Emergency Telecommunications

Effective and appropriate humanitarian assistance cannot be provided in the absence of functioning telecommunications. This is all the more important when there are many players on the ground be it before, during or after a disaster. Owing to this importance, various concerned parties involved in both disaster relief and mitigation as well as telecommunication development have over the years recognized the need for an international framework on the provision of telecommunication resources for disaster mitigation and relief operations. In 1991, an international Conference on Disaster Communications was convened in Tampere, Finland, and was attended by disaster and Telecommunications experts. The Conference adopted the Tampere Declaration on Disaster Communications, a declaration of experts without the status of a legal document, stressing the need to create an international legal instrument on telecommunication provision for disaster mitigation and relief. 

The Conference recognized that regular communication links were often disrupted during disasters, and that regulatory barriers often crippled the use of emergency Telecommunications equipment across national boundaries. The Declaration requested the United Nations Emergency Relief Coordinator to cooperate with the International Telecommunication Union (ITU) and other relevant organizations in solving this and other regulatory hurdles in support of the goals and objectives of the International Decade for Natural Disaster Reduction (IDNDR). It invited them to convene an intergovernmental conference for the adoption of a convention on disaster communications.

The Tampere Declaration was annexed to the unanimously adopted Resolution No. 7 (Disaster Communications) of the first World Telecommunication Development Conference (WTDC-94, Buenos Aires, 1994). This Resolution urged all administrations to remove national regulatory barriers in order to allow the unhindered use of Telecommunications in disaster mitigation and relief. It also requested the Secretary-General of the ITU to work closely with the United Nations and within the framework of IDNDR towards an international convention on disaster communications.

A few months later, the ITU Plenipotentiary Conference (PP-94, Kyoto, 1994) endorsed the WTDC resolution by its Resolution No. 36 (Disaster Communications). This resolution reiterates the need for an International Convention on Disaster Communications, and reinforces WTDC-94 Resolution No. 7 in urging administrations to reduce and/or remove regulatory barriers to facilitate rapid deployment and effective use of telecommunication resources for disaster relief operations.

These resolutions were further reinforced by Resolution No. 34 and Recommendation No. 12 of the Istanbul World Telecommunication Development Conference of 2002 (WTDC-02) and Resolution No. 36 of the Marrakech Plenipotentiary Conference of 2002 (PP-02).

Pursuant to these resolutions, and the mandate derived from the Inter Agency Standing Committee (IASC, the UN advisory body on humanitarian affairs), the Working Group on Emergency Telecommunications (WGET) was established. Since 1994 the UN Office for the Coordination of Humanitarian Affairs (OCHA) and its predecessors, UNDRO and DHA, convene its meetings, which serve as an open forum for the discussion of all emergency telecommunication related issues. The WGET includes all partners in humanitarian assistance and emergency telecommunications. This includes UN entities as well as major international and national, governmental and non-governmental organizations, and is open to experts from the academia and the private sector. Among its basic tasks of coordination and standardization of information exchange in humanitarian assistance, the WGET developed and reviewed drafts of an International Convention on Emergency Telecommunications.

The ITU Secretary-General circulated a first official draft of the “Convention on the Provision of telecommunication

Resources for Disaster Mitigation and Relief Operations, ” to all ITU Member States in 1996. The World Radiocommunication Conference (WRC-97, Geneva, 1997) unanimously adopted Resolution No. 644, urging all administrations to give their full support to the adoption of the proposed convention and its national implementation.

In the same way, the second World Telecommunication Development Conference (WTDC-98, Valletta) adopted Resolution No. 19 that goes beyond the endorsement of all the aforementioned resolutions. It invites the UN Emergency Relief Coordinator and the WGET to collaborate closely with ITU in supporting administrations as well as international and regional telecommunication organizations in the implementation of the Convention. The ITU Telecommunication Development Sector was invited to ensure that proper consideration given to emergency Telecommunications as an element of telecommunication development, including the encouragement for the use of decentralized means of telecommunications. This handbook is an example of the response by the ITU.

3.2 International Regulatory Instruments on Emergency Telecommunications

International efforts in emergency Telecommunications came into fruition when from 16 to 18 June 1998, at the invitation of the Government of Finland, 76 countries and various intergovernmental and nongovernmental organizations participated in the Intergovernmental Conference on Emergency Telecommunications (ICET-98) at Tampere, Finland. On 18 June 1998, thirty-three of the participating States signed the treaty, now called the Tampere Convention on the Provision of Telecommunication Resources for Disaster Mitigation and Relief Operations. In 1998, the ITU Plenipotentiary held in Minneapolis unanimously urged national administrations to sign and ratify the Tampere Convention as soon as practicable. Its resolution 36 also calls for a speedy application of the Convention. Furthermore, the 54th session of the United Nations General Assembly, 1999, in its Resolution 54/233 also called for the ratification and implementation of the Tampere Convention.

3.3 The Tampere Convention

The Tampere Convention came into force in 2005. The structure of the Convention follows the format, which is characteristic of international treaties, and its text contains, in addition to the substantive paragraphs, the stipulations required in a treaty deposited with the United Nations Secretary-General:

• The Preamble of the Convention notes the essential role of Telecommunications in humanitarian assistance and the need for its facilitation, and recalls related major legal instruments, such as various Resolutions of the United Nations and those of the International Telecommunications Union, which led to the birth of the Tampere Convention.

• Article 1 defines the terms used in the Convention. Of particular significance are the definitions of non-governmental organizations and non-State entities, as the Tampere Convention is the first treaty of its kind, which attributes privileges and immunities to their personnel.

• Article 2 describes the operational coordination, to be carried out by the United Nations Emergency Relief Coordinator.

• Article 3 defines the overall framework for the cooperation among States Parties and all partners in international humanitarian assistance, including non-State entities.

• Article 4 describes the procedures for request and provision of Telecommunications assistance, specifically recognizing the right of a State Party to direct, control and coordinate assistance provided under this Convention within its territory.

• Article 5 defines the privileges, immunities and facilities to be provided by the Requesting State Party, again emphasizing that nothing in this Article shall prejudice rights and obligations pursuant to international agreements or international law.

• Articles 6, 7 and 8 define specific elements and aspects of the provision of Telecommunications assistance, such as Termination of Assistance, Payment or Reimbursement of Costs or Fees, and establishment of a telecommunications Assistance Inventory.

• Article 9 can be considered as the core element of the Tampere Convention, as the Removal of Regulatory Barriers has been the primary aim of the work towards this treaty since 1990.

• The remaining Articles, 10 to 17, contain the standard provisions concerning the relationship between the Convention’s and other international agreements, as well as dispute settlement, entry into force, amendments, reservations, and denunciation. They state that the Secretary-General of the United Nations is the depositary of the Convention and that the Arabic, Chinese, English, French, Russian and Spanish texts of the Convention are equally authentic. 

3.5 Emergency Telecommunications in the National Regulatory Framework

The implementation of international legal instruments may require changes to national laws and ordinances. In the case of the Tampere Convention, whilst the application of this convention concerns primarily telecommunication authorities, it also impacts a number of other government services such as those responsible for import, export and border control. Advice and support on the creation of enabling telecommunication regulation and legislation in various countries for the successful implementation of the Tampere Convention can be obtained from the development arm of the ITU (ITU-D). This is in accordance with Article 12.2 of the Tampere Convention.

3.5.1 The Development of a National Disaster Telecommunications Concept
As part of the implementation of the Tampere Convention, pilot projects will have to be carried out in several developing countries aimed at assessing the strengths, weaknesses, opportunities and threats of the existing disaster communications networks. These projects should attempt to study and evaluate background information on prevalent disasters in a country, the problems and constraints of disaster communications, the existing disaster-response operational structure and the equipment and personnel involved. Based on such information, recommendations – institutional, regulatory, technical and financial – will be presented for consideration by the appropriate national authorities as basis for improving or building a national concept for Disaster Telecommunications. 

3.5.2 An overall Concept

The specific situation in each country will have to determine the structure of the study. The WGET secretariat can assist in the identification of experts with experience in the assessment of national disaster communications structures and the development of concepts.

3.5.3 Methods and Scope of a Study

Studies of this nature require the full involvement of disaster managers and Telecommunications entities if the studies are to achieve the set objectives. In these studies focus should be on all available communications networks i.e. public networks as well as private networks such as those run by public safety institutions, links to maritime and aeronautical networks, other specialized networks, and links to the Amateur Radio Service.

3.5.4 Confidentiality Considerations

Experience shows that gathering information on network vulnerability may not be possible without the approval of senior management and governmental officials since the vulnerability of National Telecommunications systems might be of great interest to would-be-saboteurs. For this reason, accurate information about the exact layout of networks may be hard to obtain as it might be considered classified as a strategic installation. In that case telecommunication staff may be reluctant to give information, when questions are asked for the purpose of disaster preparation and network operators may not give information unless they receive clearance from designated government officials. Authority for a study of the vulnerability of systems will usually have to come from the highest levels of the authorities and entities concerned. A “Non Disclosure Agreement”, “Non Disclosure Forum” or

“Memorandum of Understanding” may be required before such clearance is given.

3.5.5 Need for Coordinated Approach

Emergency preparedness is most effective when the responsibilities, resources and objectives of government and industry are merged through joint planning. Such planning fosters a sense of common purpose amongst separate jurisdictional authorities and results in a spirit of cooperation that arises during the planning process as well as in actual emergency situations. Furthermore, such cooperative and coordinated approaches provide a forum in which problems can be openly discussed, mutually acceptable solutions sought, and agreements reached. One example for this is the successful creation of the Canadian National Emergency Telecommunication Committee (NETC) and of 10 Regional Emergency Planning Committees (RETC).

3.5.6 Telecommunications Operators

In many countries de-regulation and privatization of Telecommunications has taken place, resulting in competing operators. Information about the capacity of an operator’s network may be of commercial interest to a competitor. This can result in reluctance on the part of operators to respond to questions. An instruction to release such information would have to come from the most senior level of management.  Experience has shown that “Business Continuity Managers”, often reporting directly to the Chief Executive Officer (CEO), are strategic persons to work with. Such individuals are best placed to know about the vulnerabilities of the existing system. Because of the critical part telecommunication plays in responding to disasters, telecommunications companies must have a “business continuity plan”, detailing such things as the position of spares and the logistical plans for rapid restoration of services, and restoration of data.  The United States telecommunications industry has identified a set of Best Practices that deal with many aspects of maintaining reliable telecommunications, including disaster response. 

3.5.7 Results

The results of the study, supplied by the network operator, may be difficult to interpret. It will likely refer to “Erlang” values and high-level PCM capacities but may avoid mention of transmission methods or back up power systems. Businessmen may tend to emphasize the strengths and play down the weaknesses of their networks, and an independent researcher will have to keep this in mind when performing the evaluation.

The study should consider three related but different issues:

• Capacity.

• Vulnerability.

• Rapid recovery.

3.5.8 Network Capacity

Very few telecom systems are designed to carry all the traffic that the users could possibly generate. That would be hopelessly uneconomical, so the designers make various assumptions about what the highest load on a busy working day is likely to be,   and network designers engineer networks accordingly.  Traffic on any network still functional after a disaster is likely to increase dramatically. It is therefore important to study how systems behave during acute overload situations. In some systems, a public switch will respond to an overload situation by sending a signal to surrounding switches advising them that the incoming routes to the switch are closed. In this case it will not be possible to reach any subscriber on that switch from outside, but it may still be possible for users of that switch to make calls to the outside.  Planners should reflect this when designing information flows within their organizations.  Priority can be offered to some users of the network, but the details of how this is done and how priority users can be identified are potentially sensitive issues. In the case of “wireline” systems, it may be on the basis of prioritizing individual lines, based on either the specific line or a code entered by the user. In mobile systems, this may take the form of a “classmark” for the phone, or a “Preemptive capability indication” feature on the account, which allows certain users to jump the queue. In the United States, Government Emergency Telecommunications Service (GETS) provides priority service to identified users on wireline calls, and Wireless Priority Service (WPS) provides priority access on wireless calls. In data systems it may take the form of differentiating the “sub-net” grade of service. In all cases where competition between operators exists, mandatory application of the same determination criteria for all providers of public network services is indispensable.

An international emergency preference scheme for disaster relief is under consideration in the ITU Standardization Sector (ITU-T).

3.5.9 Additional Vulnerabilities

The impact of natural disasters can further reduce the capacity of a Telecommunications network by damaging elements on which it depends, such as power stations and the related distribution infrastructure, cable networks, switches and transmission stations. The resulting loss of power can be detrimental to a telecommunication system and is discussed later.  When planning for a disaster, operators should consider all of the supporting infrastructure on which their systems depend and consider ways of protecting from and reacting to failures of these supporting infrastructures.  

3.5.10 Recovery

When equipment is damaged or destroyed, it must be replaced or repaired quickly. The operator will need rapid assistance from the supplier of the systems, who may be outside the country. This replacement of damaged equipment again points to the need for international priority communications.  The application of the Tampere Convention may help in this regard as it may facilitate the rapid passage of such equipment through customs authorities and may break whatever importation restrictions might have been imposed on a country by other State Parties.  Mutual aid agreements with other operators may also aid in the swift restoration of telecommunication services.  

3.5.11 The Implementation of the Plan

A plan, which is developed in close cooperation with all those national entities that are concerned with disaster management or with telecommunications, has the best prospects of being fully implemented.  Experience shows that the awareness for the need for any disaster plan is always highest in the aftermath of a disaster and diminishes quickly when time goes by without the occurrence of a major emergency. It is therefore essential to establish, as part of the plan itself, a mechanism for the periodic review of all measures taken in the implementation of a disaster telecommunications plan.  Such a plan must be periodically exercised to ensure it is up to date and workable.   ENISA has also published a good practice guide on planning for and conducting national exercises. 

3.6 The need for a common approach

Improvements to the regulatory environment for the optimum use of Telecommunications in the service of response emergencies and disasters and of preparedness and prevention measures can only be achieved by joint efforts of all partners involved. It is the task of all national and international providers of assistance, to create the necessary awareness among the national regulators. It is the task of the providers of telecommunication services and the suppliers of equipment, to include provisions for the use of their goods and services in emergency telecommunications. It is the task of the representatives of nations taking part at Conferences run by international organizations to articulate the need for all entities to render support to all initiatives that favor the development, deployment and use of emergency Telecommunications.

ITU forums provide one such opportunity. A common and coordinated approach by all stakeholders results in a win-win outcome. The private sector that manufactures and provides the right equipment, creates a market for themselves and participate through their corporate responsibility; assistance provides benefit from efficient and appropriate telecommunications; the national authorities fulfill their role of ensuring a quality life for the citizenry, and those affected by disaster end up, being the ultimate beneficiaries as humanitarian assistance delivery will be facilitated by efficient information flow.

CHAPTER 4

Telecommunications and ICTs as Tools for the Providers of Emergency Response

Introduction
Telecommunications/ICTs are indispensable tools for the operational emergency management. The speed of response and, most of all, the appropriateness of such response, depend on the real-time exchange of information among a multitude of parties. Reliable Telecommunications/ICTs are also a prerequisite for the safety and security of those who often risk their own lives in their efforts to save lives and to alleviate the suffering caused by disasters. Last but not least, success in mobilizing resources depends to a large degree on the quality of reporting from the site of an event. In remote islands and rural areas most do not have access to a mobile phone or the Internet and therefore, it may take weeks before national governments receive any information to help such areas with relief services they need.

To allow an effective and appropriate use of Telecommunications in the service of emergency response, the users of Telecommunications as well as the providers need to be aware of the particular operational aspects of emergency telecommunications. Disaster managers are often confronted with the task of defining requirements, and they can do so most realistically if they not only know what is available, but are informed of what is feasible under given specific circumstances of an emergency situation.

Telecommunication service providers include enterprises providing services to the public or to specific users, mostly on a commercial basis, as well as those telecommunication services established and run by emergency services and disaster response organizations. They also include the amateur radio service as a non-commercial resource provided by skilled volunteers. This segment of the handbook will look at two main elements. The first analyses the most common modes of telecommunications. The second looks at the networks and services using these various modes of telecommunications. 

4.1 Interoperability and Interworking

A major difficulty experienced by players involved in disaster management is the incompatibility of their Telecommunications equipment and software. This problem has been experienced in almost all operations making the exchange of information difficult. This challenge is similar to that of military operations, which share with emergency operations a number of characteristics, such as a rapidly and often unpredictable changing physical and social environment, and the need for rapid and inter-dependent decision-making at all levels. Their Telecommunications requirements are comparable. The military terms of tactical and strategic telecommunications best describe what has to be provided for a coordinated response to any emergency having more than local implications.

In order to deal with this challenge, standardization of Telecommunications networks is essential to achieve compatibility and make the exchange of information possible at least within the two groups i.e. technical and strategic networks. So far, gateways seem to be the only realistic solution although not an ideal one.

In tactical communications, this function is mostly carried out by a human interface – the operator or the disaster manager who uses more than one network at a time. For this, one needs solid knowledge of the structures and procedures of the networks involved. However, in strategic telecommunications, automatic gateways that have been developed between different systems require the technical staff to be familiar with the technology and how it may be utilized.

4.2 Telecommunication Modes

Practically all modes of communication on public and private networks have their role in emergency telecommunications. The following sections give an overview of available modes, which will be described in more detail in the electronic tool-kit:

a) Voice

This is the most common and most suitable mode of communication for the real-time transmission of short messages and it has minimal equipment requirements. Its applications in disaster communications range from point-to-point wired field telephone links, VHF and UHF hand-held or mobile transceivers to satellite phones. It also includes public address systems and broadcasts via radio. Voice has as its major pitfall the lack of permanent record making the transmission and reception of complex information difficult. It however, remains, the only mode that does not require user interface making it the most personal mode of communications. In a critical situation this remains the most preferred mode. 

b) Data links

Data links were in fact the earliest forms of electronic communication. The telegraph was in use long before the telephone, and wireless telegraphy preceded radiotelephony. It was the development of electronic interfaces and peripheral equipment  replacing the human operator translating between Morse code and written text that made data communications for many applications superior to voice. The first such interface with practical applications in disaster telecommunications was the teleprinter or teletype machine, commonly known in commercial usage as “Telex”.

c) Advance Digital Technology

Advanced digital technology allowed the development of new data communication modes, which eliminate the shortcomings of RTTY. The key to error-free links is the splitting of the messages into “packets”, and the automatic transmission of an acknowledgement of correct reception or a request for re-transmission. Further development led to even more efficient methods of data communications on both wired and radio links. The Internet as the most prominent tool for data communication has been dealt with in a more detailed way in a separate chapter. The Internet Protocol (IP) has also been adopted as the common standard of communications in dedicated radio networks of the major partners in international humanitarian assistance. The “Packet Radio” mode is most commonly used on VHF and UHF. Its derivative “Pactor” and various similar, often proprietary modes allow, through suitable gateways, the use of HF radio links for practically all functions of the Internet. Newer versions, such as “Pactor III” have further enhanced the speed and reliability of data communication.

d) Telefax

Telefax was the first mode allowing the transmission of images in graphic hard-copy format over wired and, to a limited extent, wireless networks. In its original form, fax images were carried as analogue signals over voice circuits such as the telephone network. The development in digital technology has led to new forms of image transfer, including the applications on the World Wide Web, and the use of fax mode has been greatly reduced.

e) Other advanced modes

Other advanced modes including those used for image transmission over broadband links, have provided new opportunities and have improved the provision of real-time information to many more publics beyond those in the fore-front of emergency responses such as the media. Their higher demand on bandwidth and on equipment tends to restrict their application in emergency situations.

CHAPTER 5

Public Communication Networks

Introduction

For the purpose of this Handbook on Emergency Telecommunications, a public network refers to that which ordinary citizens have access to. This is important to recognize because in the event of a disaster the public will tend to initiate calls to other areas of the country hit by a disaster and from that country to other countries where loved ones are located, resulting in the overload of the Telecommunications network.  Typically a public network is designed to allow about 5-10% of the subscribers to call and receive calls at the same time. However, in emergencies more people make calls and tend to talk longer resulting in jamming, blocking or congestion of the network. There are a number of measures that can be taken to deal with this challenge.

5.1 The Public Switched Telephone Network (PSTN)

The Public Switched Telephone Network (PSTN) was initially built to serve telephones, but in reality it carries nearly all Telecommunications signals making the transmission of other applications and services possible.  As nearly all public networks are interconnected, this should be thought of as the public telecommunications network, and is the foundation for all electronic communications.  Failure of the public network results in more losses than that of just the telephone service. For this reason, those involved in emergency response must have a clear understanding of the operations of these networks and what can interfere with such networks functioning.

5.1.1 Local Wireline Distribution (Twisted Pair, Last Mile, Local Loop)

Unless one is using some kind of wireless system, voice and data transmission from a subscriber to the local exchange will be via a local cable.  In many places, telephone lines may be open wires, or cables with numerous pairs of wires, suspended from poles. Such pole routes are themselves vulnerable to disasters involving high winds and earthquakes. Any disaster causing just one of the poles on the route to fall down, or the cable to be cut even at one point, could disrupt the circuit. Restoring service may take days especially if the roads are inaccessible. A more preferred approach is to have cables buried underground in ducts, thus reducing their vulnerability.  Therefore, it is advisable to have all disaster management centers connected through underground cables as this significantly reduces the risk of loss of service.

The “local loop” used on the PSTN had the advantage that the telephone at the user’s premises was powered from a battery at the telephone exchange. If power at the user’s premises was lost, the phone would still work as long as the line was not damaged. However, this does not apply to cordless phones, which will have a home base station powered by the domestic power, nor does it apply to broadband connections, which are quickly replacing analog lines for basic telecommunications.  Telephone connections over broadband connections require power for the digital modem at the end location. 

5.1.2 Wireless Local Loop (WLL)

Some operators offer access to their switches via “wireless local loop” (WLL) solutions. WLL relies on local Radio Base Stations (RBS). These provide a radio link to fixed radio units in the home, which in turn connect to telephones in the home or business. In some locations it provides lower cost and quicker installation than traditional wire line local loop. One problem with WLL is that if the power in the user’s house is lost, the radio unit will be inoperable unless reliable alternative power is provided. The RBS stations do have backup power, but are connected to the switch via the local cable system. In other cases the base station is connected by dedicated microwave link. Nevertheless, wireless access may in some cases be less vulnerable to physical damage than pole routes, provided backup power is available.

“Private wires” used by enterprise systems are often routed through the local cable system of public networks. In such cases, damage to the latter is likely to affect any wire telecom system in the area i.e. public or private.

5.1. 3 Switches (Telephone Exchange, Central Office)

Digital switches still provide a significant portion of the network capacity, but newer equipment is replacing the standard central office switch.  This equipment is smaller and can be distributed at various locations.  This equipment is the foundation upon which all forms of electronic communications is built and therefore should be treated as part of a country’s critical infrastructure.   Consideration should be given to implementing a priority communications system to provide the most important messages, whether voice, data, or  video with an enhanced probability of getting through in overload conditions,  It should be stated that this equipment needs to be provided with back-up power to ensure its continued operation in the event of a commercial power interruption.  This may include dual power feeds, battery back-up, and auxiliary power generation, as well as a tested plan for supplying fuel to the generator during extended outages.  The buildings that house this equipment should be hardened structures, with tight physical security and be located out of harm’s way (e.g. flood planes) as much as possible. 

5.1.4 The Trunk and Signaling System (Long Distance system)

Trunk lines are links between switches; they carry calls on the long distance routes between cities. Trunks often carry hundreds or thousands of calls on one link, by a process called multiplexing. The links may be implemented by microwave radio, copper cables, or optical fiber, depending on the expected capacity of the link. The trend is now to use optical fiber systems. To reduce vulnerability, cables are often buried. In developing countries, the most economical and popular way to carry trunks is by microwave relay stations. These are repeater stations, usually mounted on hills or high buildings. Microwave relay stations are however, often located in exposed locations, and may sometimes be in remote areas that are difficult to access. Given the importance of these remote stations, state assistance in getting rapid access to these stations is strongly recommended.

Many modern trunk systems feature automatic recovery systems, such as Sonnet rings and other automatic re-configuration methods so that a redundant link or route can take the load from a failed link. This of course depends on quite a lot of redundant capacity being designed into the system in the first place. There are also cost considerations and in the present de-regulated environment mainly small operators in developing countries who have limited resources consider this a luxury. Even in well developed countries there have been spectacular flops, caused by the gradual erosion of redundant capacity as it is sold to paying customers in today’s highly competitive business. When the network rings are broken, there may not be enough spare capacity in the ring to carry the entire resulting load. For this reason, government may have to ensure that margins of redundancy are kept, in the national interest. A special case is the “Signaling system No. 7” also known as the “CCITT 7” system. This is a special network which is used for switches to talk to each other, to help get the call set-up. It is however, not carried on a special network, but is often added to the normal links. The loss of the trunk network may also disturb the function of the SS7 system, causing general signaling problems in the network. 

5.2 Wireless Networks

Mobile networks and technology are becoming increasingly relied on before, during and after disasters by responders, governments and citizens. Mobile networks can facilitate the communication of early warning messages, critical emergency and relief information and help affected populations connect with loved ones and assistance. SMS, cell-broadcast, voice and data services and a growing number of mobile applications and mobile-enabled social media platforms can be a lifeline in disasters. Due to the nature of terrestrial infrastructure, spikes in usage volume and intersection with other utilities including commercial power, mobile networks are also vulnerable to disruption or failure in some kinds of disasters. Improving network resilience and management, pre-positioning  supplementary restoration solutions like cell-on-wheels (COWs), back-up power solutions and fuel access  and addressing information and coordination gaps should be part of comprehensive disaster planning  both within the mobile industry and with other stakeholders.  Smart phones have the ability to transmit voice, text messages, pictures, and other forms of data and are often the primary telecommunication tool in disaster areas.  

5.3 Satellite Terminals and Satellite Phones

Several systems, differing in their technological concept and their applications, are available for use in emergency operations. For the user, the difference is primarily in the size of the equipment and the coverage required.

5.3.1 Mobile Satellite Terminals

The most widely used mobile satellite system at the time of writing is the Inmarsat system. Originally created under the auspices of the International Maritime Organization (IMO) in the early 1980’s, to serve the international shipping community, Inmarsat is now a privatized enterprise offering service to maritime, aeronautical and land mobile customers.

The Inmarsat system consists of geostationary satellites. Legacy mobile terminals communicating through Land

Earth Stations (LES) handle traffic supported by PSTN and other public networks. Four satellites cover the surface of the earth with the exception of the Polar Regions. Part 3 of this handbook includes a map of the areas covered by the operational satellites. LES are located in various countries, within the range of one or more satellites. The communication links consist of a connection between the user’s terminal and one satellite, a link from the satellite to an LES, and the connections from there into a terrestrial public network.

From 2005 Inmarsat introduced a next generation of mobile terminals called BGAN (Broadband Global Area network) that have the ability to support voice and data simultaneously, with data speeds capable of up to 492Kbp/s in a contended environment. Operation is similar to a terrestrial broadband service. These terminals range in size with the largest being the size of a modern laptop, or A4 sheet of paper. 

An additional three satellites (the I4 constellation) were launched between 2005 – 2008 to exclusively support the BGAN infrastructure. All traffic sent over the terminals is then landed at Inmarsat owned and operated Satellite Access Stations (SAS). These SAS’s which are separate to the earlier mentioned LES’s then route the traffic over PSTN or Internet links.

All Inmarsat terminals need to be set up so that their antenna can “see” the satellite covering the

operational area. Most terminals have provisions to remotely locate the antenna outdoors, separate from

the actual user equipment. Particular models of Inmarsat BGAN terminals can be used in a vehicle while in motion using specialized antennas for mobile land or maritime and aeronautical markets. These specialized antennas compensate for the movement of the vessel, vehicle or aircraft.

5.3.2 Direct Video (and Voice) Broadcasting

Another low cost and practical method of gaining satellite connection is to use the services of the

Broadcast satellite. Typically in such schemes a circuit board is installed into a personal computer.

Software then installs this as if it were an Internet service provider. The computer then gets fairly good speed Internet access over the satellite link, but at a much lower cost than with conventional VSAT.

However the user is contending openly with other users at the same time, so there is no guarantee as to quality of service as there is with conventional VSAT.

Pros

• inexpensive.

• easy to ship.

• easy to set up, little ground work required for setting up.

• readily available from the shelf.

• quite OK and reliable for Internet browsing.

Cons

• Shared bandwidth.

• In complex emergencies when lots of other users deploy the same system even browsing becomes slow.

Problems with TCPIP e-mail exchange (like Notes replication). The priority on those systems is given to HTTP and during peak browsing hours (at the point where the beam lands) this almost wipes out the email replication. However during night time hours even the replication works quite well. Pricing is significantly lower than with conventional VSAT, both in the capital costs of the equipment and in the monthly running costs.

Use has also been made of the downlink only data facility provided by world space radio’s, Direct Voice Broadcasting. It has been used, for example to update intranet files that are small. Worldspace is DVoiceB. Typically it is used by FTPing daily update files of Intranet content to a Worldspace up-link site. WorldSpace then broadcast the file over its satellites to receivers in field offices. The receivers have a data adapter that feeds the bit steam to the USB port of a laptop running a client software. The laptop is effectively a single machine web server serving a mirror of the Intranet site. There is no cost charged to the receiving partly, but there is a cost per megabyte charged for sending data.

The best configuration today is using a PCI card, to be installed in a Desktop PC, that has two receivers making it possible to receive both data and a voice simultaneously. This has very modest costs and could be compared to the costs associated with VHF radio.

5.4 End User Equipment

5.4.1 Facsimile (Fax)

A facsimile machine (FAX) consists of a scanner, a computer, a modem and a printer in one unit. This

combination allows the transmission and reception of pictures on a piece of paper.

You can use this to transmit hand sketched diagrams, messages in hand written script and photographs. A

general weakness of fax is that it is usually carried over normal telephone circuits. It is therefore subject

to all the shortcomings of the PSTN. Furthermore most fax machines depend on external power. 

5.4.2 Smart Phones
Advanced concept mobile phones can communicate in a large number of modes, including voice, text, pictures, and video.  Such devices can replace a number of other, previously used devices, but they still depend on the wireless network to operate.  The capacity of their batteries is limited by small physical shape of the units and such handheld multi-functional terminals run out of power quickly with heavy use. A means of recharging their batteries therefore needs to be foreseen in order make them useful beyond the first hours after an emergency situation.
5.4.3 Hand-held Satellite Telephones

Services of the Global Mobile Personal Communication Systems (GMPCS) allow the use of equipment

very similar to terrestrial cellular telephones. They are particularly suitable for situations where a high

degree of mobility is required, and while they still need a line-of-sight connection to the satellite or

satellites, their mostly-omni directional antennas need not be aligned accurately. Different systems offer

specific advantages but also have specific restrictions in respect to their applications in emergency telecommunications.

5.5 Priority Schemes

During a disaster extreme loads will likely be put upon networks.  During such times, while all calls are important to the persons making them, some calls (e.g., first responders, network restoration calls) are more important for the common good, and therefore a priority scheme to ensure that those calls are completed should be considered.  

Various system of priority are currently available.  Some close the network to all but identified special users, while some leave the network available to all, but move priority users “to the head of the line” in terms of access to system resources.  In the United States, Government Emergency Telecommunications Service (GETS) provides priority service to identified users on wireline calls, and Wireless Priority Service (WPS) provides priority access on wireless calls.  An international emergency preference scheme for disaster relief is under consideration in the ITU Standardization Sector (ITU-T).  With the move to all IP networks, where voice calls are mixed in with all other types of data traffic, a new priority scheme may be required.  

National priority schemes are a good first step, but disaster response often requires communications across national borders.  For this reason priority calling scheme should also make provisions to ensure that the priority extends to international communications, both outgoing and incoming. (http://www.ewi.info/pic).
CHAPTER 6

The Internet

Introduction

The Internet increasingly provides support for major operations and functions of organizations, including those with significant distances between headquarters and field offices. For governmental disaster workers, access to the Internet permits continuous updates of disaster information, accounts of human and material resources available for response, and state-of-the-art technical advice. As an important feature, messages can also be disseminated to groups of pre-selected recipients, thus allowing some form of targeted broadcasts.

The power of the Internet, specifically that of web-based information services, continues to grow and evolve. The integration of wireless (including satellite-based) technologies and of high-speed capability on wire connections will provide disaster managers with access to far more information resources than they are likely to use. In the context of disaster telecommunications it is essential to always keep in mind that personnel at the site of an event has, first and foremost, the task to save lives. Specific information might greatly enhance the efficient and effective use of available resources, and disaster managers are managers, not reporters. On-site relief personnel cannot be expected to conduct information searches. They neither possess the time, nor, in most cases, the peripheral equipment necessary to process such information in a format directly applicable to field operations. The same is valid for the provision of information from

a disaster-affected location and the observations in respect to the use of facsimile and other graphic communication modes.

6.1 Applications

The use and application of the Internet to emergency Telecommunications is unquestionable. The following are some of the ways that this technology can contribute in disaster relief:

• Sending and receiving email and using web-based directories to communicate with colleagues,

suppliers, governmental and non-governmental organizations who can provide assistance.

• Tracking news and weather information from a variety of government, academic and commercial providers.

• Finding up-to-date geopolitical information, geographical maps, travel warnings, bulletins and

situation reports for areas of interest.

• Accessing medical databases to gather information on everything from parasitic infestations to

serious injuries.

• Participating in worldwide discussion lists to exchange lessons learned and coordinate activities.

• Reading and commenting on content at various governmental, and non-governmental websites to maintain an awareness of the large picture and how others are portraying the disaster.

• Registering refugees and displaced persons to facilitate reunification with relatives and friends.

• Reporting other than disaster related news, such as sports results, as a morale builder.

There are also certain disadvantages to an Internet-based information resource strategy. Generally, the web is associated with high bandwidth and costly connectivity. A lot more need to be stated concerning the web, for instance the need to maintain older legacy systems (non-Windows, non-high bandwidth connectivity) as a redundancy option in the event of a systems failure should always be considered. The fact that equipment is not of the latest technology does not mean that it has no use, and in critical situations the opposite may hold true. The high vulnerability of solid-state technology to static electricity and electromagnetic pulses requires special consideration and has, in the past, in some cases been overcome by re-introduction of vacuum tube technology in particularly critical telecommunications applications. Other important issues pertaining to the Internet-based information exchange are reviewed in the following section.

6.2 Privacy

The openness and global reach of the Internet – the same characteristics that make it attractive for users in a disaster situation – threaten the security of data transferred via the Internet. Some institutions use secure data networks that bypass the Internet entirely except as a last resort. Given the sensitivity of information especially in a complex emergency, data tampering may be an issue. The unsuspecting and sometimes accidental wide dissemination of debilitating computer viruses and spam could seriously affect computer systems at crucial points just when they are needed most.

Focus should not only be on sending messages on the net but also on ensuring security. It is

therefore necessary to employ secure technologies that are now readily available off the shelf in order to authenticate the source of the message. This includes the use of digital or electronic signatures created and verified by cryptography, the branch of applied mathematics that concerns itself with transforming messages into seemingly unintelligible forms and back again. This form of signatures use what is known as “public key cryptography”, which employs an algorithm using two different but mathematically related “keys”, one for creating a digital signature or transforming data into a seemingly unintelligible form, and another key for verifying a digital signature or returning the message to its original form.

6.3 Availability

There are limits to the robustness and flexibility of the network. As more and more important traffic migrates to the Internet, it becomes an attractive target for disruption by extremist groups. In addition to deliberate and malicious actions, denial of service can be a result of excessive demand. There have already been examples in the USA, where servers providing storm information from the National Hurricane Center and the National Oceanographic and Atmospheric Administration were overwhelmed by demand during the approach of a storm. During a crisis, the most valuable information source will often be found to be the most difficult to reach.

6.4 Accuracy

The quality of information to be found on the Internet is probably no better or no worse than information available through more traditional channels. The Internet decreases the time lag between events and the posting of information about them. This free market of information gives equal play time to valuable information as well as to material that is out of date, slanted, misleading, or just plain wrong. Therefore the user of information provided by Internet resources must in each case verify the source of information before forwarding or applying it.

6.5 Maintainability

One of the key paradigm shifts realized by the Internet is user-initiated, demand-driven access to

information. While this change can increase the effectiveness of an organization and lower the costs of information dissemination, information needs to be processed. Web planners need to carefully define the scope of information to be hosted, verify its reliability, structure it in a logical way that allows easy access, and ensure continuous and prompt updating. The availability of the human resources for these tasks is as important as the acquisition of information itself.

CHAPTER 7

Private Networks

Introduction

The term “private network” is used here to describe communications facilities available to specialized users like fire brigades, police, ambulances, utilities, emergency teams, civil protection, transport, government, ministries, and defense. These networks can also be used by business, corporate, and industry users. The network is usually owned by the private users themselves who can share it eventually in a multi – organizational environment. The users usually manage their private network, in some cases an operator can do it for his private customers.

These networks come in different forms. They can be wired or wireless, and they can share public networks resources, they can be fixed or offer mobility. These can be classified as:
• land mobile radio networks,

• maritime networks,

• aeronautical networks,

• enterprise networks,

• virtual private networks,

• location networks,

• satellite networks.

7.1 Land Mobile Radio (LMR) services

7.1.1 Land Mobile networks

The access to private Land Mobile Radio networks (LMR) is reserved to closed group of mobile users who make short exchanges of voice and data of an operational nature during day-to-day, emergency and disaster situations for Public Protection and Disaster Relief (PPDR).

The communications can be duplex but can also be half duplex where one user can talk at a time by pressing a Push To Talk (PTT) button. The LMR networks differ from public telecommunication networks as they offer specific services like immediate call set up, Group call, Emergency call, Priority call, end-to-end Security, ambiance listening. LMR networks offer very short call set up times, simultaneous voice and data, mobility, high robustness and ease of use in harsh urban, wide areas, mountainous environments. They can cover different sizes of

coverage from one cell of a few meters to large countrywide areas and they can also be set up quickly if needed. LMR is a family of standards and technologies which can be combined to offer the required Voice and Data service. This is due to the fact that emergency users have specific varying needs according to their role as civil protection, police, and emergency teams. For example the security level needed is different between users, the data rate of information is varied, and the type of terrain of the critical missions is different as it could be urban, rural, or a hot spot.

LMR systems are categorized as Narrow, Wide and Broad band according to the increasing width of their radio channel and to the data rate offered.

ITU-R report 8A/205 defines the radio communications objectives and requirements for Public Protection and Disaster Relief (PPDR). Three typical scenarios have been identified. These are day-to-day operations, (large) emergency, and public events, disasters. Typical applications (Data base access, messaging) are identified. Then, depending on the LMR system in use (narrow, wide and broad band) the possible applications are listed in order of importance depending on the Scenario.

7.1.2 The different modes of operation

LMR systems offer six possible main modes of working:

• Direct mode where the communications are done directly between the terminals without using an infrastructure. This is very practical. It is like a walkie-talkie mode where everyone in the range can listen to the conversations if they are on the same radio channel.

• Network mode where the communications are under the control of the LMR network infrastructure composed of Radio Base Stations and Switches.

• Dual watch where the terminal is in both direct mode and in network mode.

• Repeater mode meant to extend the coverage around a vehicle, or in a building.

• Gateway mode meant to connect two different incompatible systems.

• Ad hoc mode where the terminals themselves have an information routing role as there is no infrastructure.

7.1.3 The different main services offered

LMR systems offer a wide range of tele-services such as the following:

• Group calls allowing communication between a calling party and one or several called parties belonging to the same group. This is also called talk group.

• Emergency calls with automatic call set-up and pre-emptive calls.

• Broadcast call allowing one caller to transmit to multiple parties.

LMR systems offer a wide range of services:

• Security services such as: Authentication of the user, end-to-end encryption of the voice and data, protection against intrusion, and key management.

• Mobility services such as: Hand over, cell location registration, and presence check. The speed can be up to aircraft helicopter speed in order to allow air to ground communications.

• Voice Services such as: Access priority, discreet listening, preemptive priority, call authorized by dispatcher, presence check, call duration limitation, dynamic regrouping, and group merging.

• Data services such as : Access to a database, GPS support for location, short messaging, file transfer, and status transmission Video, and telemedicine can be supported if the data rate permits. Data rates offered by these systems vary between 2.4 kbit/s for short messages, images, and database query, to several Mbit/s for telemedicine, video, and file transfer.

LMR private networks serve emergency and disaster communications in two ways:

a) The regular users of the LMR network may be involved in disaster response activities. The different organizations may have different LMR systems and then they inter-work through Gateways or through the Emergency Control Centers.
b) The LMR network may be used temporarily as a back up to carry information from and to users who are not part of the mission critical user group. 

The following sections look at the services that could be provided as part of emergency Telecommunications within the context of the two options discussed above.

7.1.4 Technologies

This section will not cover the technical details of each listed system as they are described in ITU documents ITU-R report M.2014 dealing with technical and operational characteristics spectrum efficient digital dispatch systems for international and regional use, and ITU-R 8A/109E which the Land Mobile handbook on digital dispatch systems. Radio propagation is a complex process, but some principles are useful to know in order to understand the classification of related technologies and their evolution. Before discussing the various systems, a few key points deserve mentioning:
• Analogue radio technology is being replaced by digital technology which allows secure services, better spectrum efficiency, larger coverage, better quality of service, data transmission, duplex, and hand over.

• The larger the radio channel the more data it can transmit when needed by specific applications.

A classification is done according to the size of the band. These bands could be defined as, narrow (for example 25 kHz channel width), wide (for example 300 kHz channel width) and broadband (for example 2 MHz channel width). 
· The wider the band the higher the data rate.
· The higher the data rate the smaller the radio coverage.
· The higher the frequency the higher the penetration.

· Mobility makes transmission more difficult due to fading and change of radio cells while moving, this can introduce discontinuity in communication if no hand-over is performed.

· Antenna technology can boost range of the same radio technology.

· Modulation techniques can boost data rates for the same radio channel width.

· Increasing power transmission can increase the coverage.

Technologies under this theme can be classified as analogue or digital systems. Digital systems can further be classified on the basis of whether they are Narrow band, Wide band or Broad band. LMR systems initially use narrow band radio channels and may use trunking in order to share radio resources between multiple users in an optimized use of frequency. Wide band and broadband radio channels are generally used when higher data rates are needed for services such as file transfer, video, and telemedicine Analogue systems include the popular MPT1327. Below is a more detailed look at digital systems:
• Narrow band digital mobile systems: TETRA, APCO 25, TETRAPOL and iDEN as listed and described in ITU-R document M.2014 and ITU-R 83/109E for LMR as well as DIMRS and IDRA. Other proprietary systems exist which are not standardized such as EDACS, FHMA.

These systems are used in all types of terrain and coverage. They carry voice and data at rates up to 36 kbit/s.

• Wide band digital mobile systems are under development and are aimed at increasing the data rate. They are an evolution of the narrow band systems and are generally upward. Examples are: an evolution of the narrow band systems and are generally upward compatible. They are TAPS, TEDS in ETSI, APCO 34 and TETRAPOL in TIA. Some mobile public networks have developed a limited subset of LMR services like GSM/Pro and GSM R. Wide band is intended but not exclusively for urban areas where data traffic can be most critical. Data rates can go up to a few 100 kbit/s.

• Broad band digital mobile systems allowing very high data rates of a few megabits are under development for PPDR users and can be classified as follows: Body, Personal, Local, Metropolitan, and Wide Area Networks (BAN, PAN, LAN, MAN, WAN) depending on the coverage. Some technologies can already be used as WLAN – Wi-Fi but they still must be adapted to the users specific needs for example security concerns. It must be noted that these systems are mostly intended for hot spots emergency situations.
A subset of LMR services are offered on some public networks such as GSM, PSTN, and IP. The point to note here is that public networks are generally overloaded and end up being partially or completely destroyed in emergency and disaster situations. For this reason, these services are more appropriate for day-to-day operations and for some emergency situations.

These LMR technologies are robust against noise, and they offer the same coverage for voice and data irrespective of the type of terrain.

The equipment can be:
• Terminals such as portable handsets, mobiles, a data terminals.

• Radio Base stations.

• Switches.

• Gateways to other networks.

• Repeaters.

• Emergency control centers.
All these can be fully included in self powered containers which can be carried either by air or by road to the emergency site.

The range of PPDR reserved frequencies used by the different systems varies according to countries and systems which makes inter-operability difficult. Work is however ongoing in ITU to have the same frequencies designated worldwide or at least per region, as defined in the World Radio Conference WRC-03.

7.1.5 Interoperability/Inter working

Often different organizations have different telecommunication systems yet they are expected to coordinate operations and talk to each other at the emergency – disaster site. They also are expected to communicate with other local or remote users.

In order for critical users involved in disaster operations to obtain inter-operability the following measures should be taken:
• Use of the same technology in the same frequency band so as to make roaming from one network to another possible using the same terminal.

• Use of the same equipment in direct mode on the same frequency.

• Use of multi mode equipment handling different technologies in the same band. This is possible thanks to a new technology called Software Defined Radio (SDR).

• Use of multi band equipment in the same technology covering several radio frequency bands.

The mission critical users can inter work if:

• They can communicate through the emergency control centre of each mission critical users 
organization. Emergency operations are coordinated locally on the spot or remotely. This is done in the Emergency Control Centre which can be fixed or mobile, local or remote, in a vehicle, or in a shelter The emergency control centre user can monitor the on the spot users, he may have information on a computer screen where he may view the location of the users and vehicles on maps in real time He can also communicate with the on site users or the remote users.
• They can use gateways which are intermediate equipment to interconnect different technologies

LMR, Satellite, GSM, public network.

It must be emphasized that in these situations of inter-operability and interworking, the services offered end-to-end can be a subset of those offered by the different networks separately. For example end-to-end security is no longer ensured if transcoding is needed at the gateway.

7.1.6 Wireless Private Area Networks

Private Area networks are just as can be noted from the name, private. These have a reserved licensed or un licensed frequency band for private use. These technologies have radio channels with a large frequency band of several MHz and belong to the broadband LMR family. There are different technologies offering different data rates, services, and distances of communication. The coverage depends on the type of antenna used, figures given for range, and frequency. Data rates are given only for indication.

Applications developed on top of the wireless private area networks standards allow the use of these private area networks for PPDR. They are classified according to their range as Local, Personal and Body Area Networks.

Wireless Local Area Networks (WLAN)

WLAN are radio links allowing very high data rates exchanges (between 10 Mbits /s and 100 Mbit/s) in direct mode between equipment such as portable computers, but with no or very little mobility. This equipment can also work in an ad hoc mode. This technology uses for instance the 2.5 GHz unlicensed frequency range or 5 GHz range. This requires one to be careful due to potential interferences as several other systems are in this unlicensed frequency range.

Wireless LAN standard IEEE 802.11 (also called Wi-Fi) has many versions named a, b, c, and d. One has to check compatibility between equipments versions and the security level offered by each version used.

The range is around 100 meters depending on the environment, such as the obstacles like walls It is very sensitive and easily affected by terrain features.

The data rates depend on the number of users and can decrease rapidly. With an increase in the number of users, data rate cannot be guaranteed when other applications are running. ETSI HIPERLAN 2 is another standard converging to IEEE 802.11 which includes a high level of Security and Quality of Service and hand over. However, mobility is very low.

Wireless Personal Area networks (PAN)

PAN are used between pieces of equipment in close proximity like a portable computer, a PDA and a printer for example. Infra-red and Blue tooth are examples of technology used. They allow short range data communications of a few meters, mainly for file access, file transfer, query. The frequency is in the range of 2.4 GHz and data rates are of a few 100 kbit/s. Mobility is not offered or very slow.

Wireless Body area networks (BAN)
BAN allow communications between different equipment that you wear on your clothes. Distances are very short and are around one meter, Technologies like Ultra Wide Band (UWB) are used. The frequency is in the range of 3.5 – 10 GHz and the data rates can go up to one Gbit/s. UWB offers integrated 3D location service and suppers from slow mobility.

7.1.7 Coverage

These LMR technologies do not provide the same land size coverage. For example, a Wireless LAN network allows only a few hundred meters coverage while penetration for radio is variable, and Satellite radio is known to have a major drawback in not being able to provide coverage indoors. It must also be recalled that the higher the frequency band, the higher the possible data rate but the smaller the cell coverage. Some systems can be configured from one cell to large national networks with many cells by adding a combination of Switches, and of Radio base stations. Repeaters are instrumental in extending the coverage area, while gateways make interconnection different telecommunication networks possible. It is also important to have some idea of the coverage size in order to avoid loss of communications.

As a general guideline, narrow band LMR technology offers coverage of one cell which is between 40 to 70 km in network mode, and a few kilometers in direct mode.

Wide band LMR technology can offer about the same coverage as narrow band using new antennas techniques such as MIMO. But generally speaking, coverage is smaller, and half the narrow band coverage. Broad band LMR offers smaller coverage, ranging from a few meters to a few kilometres. In concluding this segment, it is fair to state that the figures given above are an estimate as coverage also depends on topographical factors.

7.1.8 Public Safety LTE

Several countries have designated spectrum to provide an public safety network that utilizes Long Term Evolution (LTE) and provides many of the advancements in wireless technology that are commercially available.  This provides first responders with a high-speed, nationwide network dedicated to public safety, and helps eliminate the problem of interworking that occur when various first responder organizations have their own systems.  

7.2 Maritime Radio Service

The Maritime Radio Service uses frequencies on defined channels within the frequency bands allocated to this service. It is unlikely that a station of another service will need to communicate directly with a ship at sea, but the maritime radio service has, nevertheless, applications in disaster telecommunications. As its own emergency telecommunication system, the maritime service uses the Global Maritime Distress and Safety System (GMDSS). This service is only of use to ships and Marine Rescue centres for the purpose of safety of life at sea (SOLAS).

7.2.1 Maritime Networks

For short-range communications, typically within 20 km, the VHF band is used. The standard Distress Urgency and Safety frequency in the maritime VHF band is 156.8 MHz. By law, every ship is required to monitor this frequency 24 hours a day. In an emergency, it is recommended to first call the vessel on that frequency before moving to another channel to establish communication.

Ships may have an automatic selective call system called DSC (Digital selective calling), on VHF channel 70. To use this facility, the Maritime Mobile Service Indicator (MMSI) code of the ship is required. If this code is not known, the ship’s name can be used in voice on VHF channel 16. In addition, coast stations must also have a MMSI. This code is assigned together with the station’s call sign. Another way to contact a ship if the MMSI code is not known is the use of an “all ships” code. This causes a text message to appear on the screens of communications terminals on board ships in range of the calling station. The originator will specify the desired ship, and both stations will switch to a voice channel.

While in port, a ship or boat may monitor a port operations channel. Once contact on a port frequency is established, the port radio station may assign a working channel.

A ship at sea may also be contacted through the shipping agent responsible for its cargo. This enterprise will be able to contact the shipping company operating the voyage, which will in turn have a reliable way of communication with the ship. The shipping line is likely to know the communications means available on board the specific vessel, and can assist with arrangements for direct contact.

7.2.2 Maritime Public Correspondence Stations

Ships at sea maintain contact with the shipping line by means of satellite telephone services such as Inmarsat, or through coastal radio stations. If the vessel is equipped with a satellite Telex terminal, then it may be possible to communicate directly with the ship by Telex. Ships also often have an e-mail address, usually through a storage and forward system including a mailbox on shore.

On HF Radio, many coast radio stations are set up for the purpose of public correspondence, offering phone patch service to PSTN phones. For long-range communications, HF radio frequencies are used.

Maritime Coast Stations traditionally accept disaster and emergency related traffic, even though the disaster relief station may be land rather than sea based. As with all radio systems, a license will be required from the country where the land station is operating. In an emergency situation, there has been flexibility on these issues, and a coast station might well accept to handle traffic from a station, which does not have an account with the respective service.

7.3 The Aeronautical Radio Service  

The Aeronautical radio service has frequency bands allocated for communication with and among aircraft, additional bands are allocated for Radio Navigation equipment such as used during instrument flight. A station intending to communicate with aircraft in flight needs:

A.
Authorization to do so – either be an air-traffic controller, or a licensed pilot.
In emergency operations relief workers on the ground must, to operate legally, obtain a special temporary authorization from the air-traffic authority of the country concerned.
B.
Have an “air band” radio transceiver (normally a portable unit).

Normal Land Mobile VHF equipment is technically incompatible with that used in the aeronautical band; this is not only due to the different frequency allocations, but primarily because the aeronautical service on VHF uses amplitude modulation (AM), whereas FM is the standard on VHF in the Land Mobile Service.

7.3.1 Aeronautical Networks

Civil aircraft are equipped with two VHF radios operating between 118-136 MHz, using the AM modulation system. This is the standard for air to ground and air to air communication. Most communication is performed using assigned single frequencies in Simplex mode, without repeaters. The aircraft's height above the terrain determines the possible communication range. More height means more range. The operator on the ground should try to position himself such as to have an unobstructed view of the approaching aircraft, especially as his hand-held unit has a low transmitter output power and a “poor” antenna.

The international standard emergency frequency is 121.5 MHz. Many high-flying aircraft monitor this frequency when they are en route. This frequency is also monitored by satellites, which can determine the position of a radio calling on this frequency. For this reason, 121.5 MHZ should only be used in the case of genuine life threatening emergencies. To contact an aircraft in flight without prior arrangement with the aircraft, calling on 121.5 MHz may get a reply, but this should be considered only as a last resort. Once contact has been made, both stations must immediately change to another working frequency.

Whenever possible, prior arrangements should be made when there is need to communicate with aircraft in flight. The local civil aviation authority should be asked for the allocation of a channel for such traffic, and respective information should be included in the agreement with the air carrier and in the briefings to

the crew.

If no specific frequency for contact with disaster operations has been defined, 123.45 MHz is an option. Though not officially allocated to any purpose, it has come to be an unofficial “pilots’ chat frequency”. A pilot may however not be monitoring 121.5 MHz or 123.45 MHz, but rather a local or regional flight

information frequency - unless he is instructed to be Standby on 123.45 MHz.

In addition, some long-range and some “bush operation” aircraft, (but not all), may be fitted with HF radio equipment using the Upper Side Band (USB) modulation system. In disaster response operations, HF radio can play a key role in the airlift management. In such cases, the contract with the air carrier should specify that the aircraft is to be equipped for this type of communication. HF radios in the aeronautical service often feature a selective calling system (SELCAL). This works somewhat like a paging system and allows the crew to ignore calls not transmitted specifically to them. If a ground station does not have this capability, the flight crew needs to be instructed not to engage their SELCAL.

7.3.2 Aeronautical Public Correspondence Stations

The aeronautical service includes public correspondence stations, similar to those of the marine radio station previously described. All over the world, HF radio stations are established for the purpose of relaying flight operational information between pilots and their bases, and to provide reports to the respective control authorities. In addition these station also provide phone patches to landline telephones for personal calls, such as home to family members. This expensive service is charged against a credit card or an account.

For disaster communications, aeronautical public correspondence stations can be contacted for phone patch traffic in the same way as maritime correspondence stations. To facilitate this, relief organizations may wish to open an account with such stations in advance and they will then also receive information such as a frequency guide. In all cases frequencies used for flight operations are to be avoided by others as these are strictly reserved for aeronautical users.

7.3.3 NOTAM

When filing a flight plan, pilots are provided with Notices to Airmen (NOTAM), safety related messages, referring to the path of their intended flight. In the case of major disaster response activities with involvement of air operations, details about air drop sites, temporary airstrips and related communications rules may be published in a NOTAM.

7.3.4 Private Radio on Board Aircraft

Experience has shown that it is not a good solution to expect pilots to use a radio of the land mobile service. Land mobile FM radio equipment operates on frequency bands other than aeronautical AM radio equipment, and additional equipment would have to be installed on board but this would be time consuming and would have implications with respect to air safety regulations.

Never operate a hand-held transceiver inside an aircraft without prior permission of the pilot in command as “wild” radiations can impede the performance of vital aircraft systems (navigation and even electronic engine control units). The high noise level in aircraft make it very difficult or even impossible to use a hand-held transceiver in a light aircraft and even in some of the larger planes commonly used in airdrop operations. If such a link to the operations on the ground is inevitable, one crew-member should monitor this radio, independent of aeronautical radio traffic and use headphones. A skilled operator may then even succeed to get an extended range especially if the station is at a good height making it possible to relay emergency traffic.

7.3.5 Special Considerations involving Communications with Aircraft

A station of the land mobile service must never, even accidentally, give the impression that the operator is a qualified air traffic controller, as this might be misleading. A ground station which is not providing official air traffic control needs to make this fact clear at all times. Pilots must know when they are in uncontrolled airspace, and apply the respective rules. Communication with aircraft should preferably be conducted with the captain, who may also be called the pilot in command. Only the captain is authorized to make decisions such as whether an aircraft will take off or land, and the captain’s decision can in no case be overruled.

7.3.6 Satellite equipped Aircraft 


Since about 2005 even smaller aircraft are getting equipped with airborne satellite communications systems. Mainly INMARSAT and some have IRIDIUM units installed). Ask the aircraft operator about the details (type of system and calling number), such that you can organize a matching system for the relief crew on the ground. Do not forget to brief the relief crew on how to use the respective satellite communication equipment.
7.4 Location Services

Radio navigation systems have a complementary role in disaster communications. Hand-held equipment

for personal use are available at low cost, and subscriptions or licenses are not required. The system most commonly used is the Global Positioning System (GPS), operated by the US Government. Available is also GLONASS, run by the Russian government, and an additional system, GALILEO, is being set up by Europe. GPS (and also the other mentioned systems) is using a set of satellites and ground stations. Some of the satellites must be in sight of the hand held in order to allow positioning. This is why this system works outdoor, and in open areas. There are however indoor systems such as UWB (Ultra Wide Band) that can be used.

The above-mentioned systems provide global coverage, and commercially available hand-held receivers have a position accuracy of about 50 meters. Their indication of altitude above mean sea level is somewhat less accurate. For special applications, equipment with higher accuracy is available at higher cost. In many emergency applications, affordability and simplicity may well be more important than seeking to obtain the highest accuracy. In disaster situations, position finding serves three main purposes which are outlined below. Speed and time can be computed.

Humanitarian personnel in the field are exposed to high safety and security risks. The provision of reliable communication links in combination with position information is therefore vital. Assistance to personnel in danger includes two separate elements: search, and rescue.

The search is the more time consuming and often more costly part of such response, and if the distressed person is able to report his or her position, this will enhance the speed and appropriateness of the response. Location services will help facilitate the searching process.

7.4.1 Automatic vehicle Location services

Periodic position reporting facilitates the provision of assistance and may at the same time provide essential information about potential hazards encountered by personnel at a disaster site. Positions can be read off from hand -held units in two ways, i.e. in coordinates, i.e. as Latitude and Longitude, or as a relative position. The use of coordinates requires that maps with respective grids be available, and that the operators be familiar with the use of the system. However, the exact locations on maps can be shown by using Global Information Systems (GIS).

Relative positions, the indication of direction and distance from or to pre-defined, fixed points, can be obtained from most hand-held GPS receivers. If an easily identifiable landmark is chosen as the reference point, this information can be more useful than coordinates, as it may be easier to interpret and even allows the use of a tourist or other less accurate map without coordinates.

Combinations of communications equipment and navigation systems, allow the automatic tracking of vehicles on a map displayed on a monitor screen in a dispatcher’s office. Similar equipment in hand-held form is available for the tracking of individual users.
Logistics Applications

Moving relief goods, supplies and equipment, is particularly difficult if drivers are not familiar with an area where road signs may not exist and language problems may furthermore hinder the acquisition of information. Knowing the coordinates of the destination or its location in respect to a fixed reference point or landmark rather than just its name, can help to overcome these problems. Place names may be hard to write or pronounce, and are often duplicated within a close distance. Whenever possible, vehicles should be equipped with position locating equipment and drivers should receive training in its use.

Waypoints

Position finders may have a feature allowing the user to record his or her position. The unit will then allow the user to define this position as a waypoint. Storing such information along the route facilitates the return to any point passed previously. Others travelling the same route later can copy the waypoints to their equipment and follow the identified route. This will however require a systematic assignment of names to the waypoints.

7.4.2 Personal Locator Beacons (PLB)

A Personal Locator Beacon (PLB) is a body worn small radio transmitter designed to transmit positions, plus some information about the user, to a rescue center. PLBs are intended primarily for the personal use by mountain climbers and yachtsmen. PLBs are more expensive than Emergency Location Transmitters (ELTs), but since ELTs are associated with aircraft and have limited accuracy, the PLB is recommended as personal equipment for field personnel.

When a specific button is pressed on the PLB, the position and the identity of the PLB is sent to the rescue center via satellite. The voyage plan file is then associated with the PLB identity, and the contact details of the user’s office can be recalled. The center alerts the base of the PLB user or a rescue agency. It is the responsibility of the owner of the PLB to up-date the voyage plan regularly with the rescue center. Such devices are valuable in cases of extreme isolation or when working in areas with highsecurity risks.

7.5 The Enterprise private services

Enterprise systems are small-scale systems intended for use by businesses and organizations. Except for their small size, their structures are similar to those of the corresponding public systems to which they are inter-connected through gateways. They can be wired or wireless.

Larger institutions often maintain their own enterprise systems over wide areas which can be transnational, between several sites.

In case of disaster, companies need to be able to be back to business quickly. Backing up their responsibility but they quickly must restore Telecommunications to be able to get back into business. They need to reconnect to the back up information systems, and need to be able to allow remote workers to run their business again.

7.5.1 The Private Branch Exchange (PBX)

This is one typical example of an enterprise system. It consists of a telephone switch on the owner’s premises, usually connected to PSTN lines. Internal cabling connects the switch to extensions throughout the premises. Connections among the extensions of the PBX are therefore independent of any external network infrastructures.
Connection to the public networks and Internet is ensured by gateways.

Today, IPBX technology allows the use of IP and Voice over IP (VoIP) where the PABX is a software based technology running on Personal Computers acting as multimedia terminals and can be interconnected by wire or wireless. Voice and Data run on IP.

Mobility in the enterprise can be added with wireless technologies like WLAN Wi-Fi and /or the Digital Enhanced Cordless Telephones (DECT).

The CENTREX service is a PABX function offered by the public network itself, it then is vulnerable to disasters.

The Intranet is the own internal Internet of the company accessible by the internal wired or wireless multimedia personal computers. It may be connected to the outside through firewalls and can be accessed securely remotely by:

• SOHO which is the Small Office-Home Office using the Internet services through Virtual Private Networks (VPN).

• ROBO which is the Remote Office-Branch Office using the VPNs.

The Direct Dial-In (DDI) systems commonly used today reduce the need for switchboard operators by associating each extension with an external number. Thus, a caller from outside may be unaware that the called party is on an extension. At the same time, however, the functioning of the PBX even for internal connections may be affected by a disruption of the public network.

One significant advantage of PBX systems is that the owners keep control of the quality of service. Since they are paying for the capacity of the switch, they can decide to allow for the much greater traffic that a disaster can generate. Since their circuits will not be allocated for public use, they will not be contending for capacity.

A PBX will only work if it has power. Generally, switches have battery backup power for a few hours. If the regular power remains disrupted for a longer period, a back-up generator will be required. A PBX may take some time to reboot after power disruptions.

If a PBX becomes inoperable due to a power failure, a “fallback service” comes into play. With this system, certain pre-defined extensions are connected directly to incoming lines. In fallback mode, only these fallback phones will work, while all others will be inoperable. Permanent private links to other parts of the organization do not necessarily ensure immunity from failures by the public system. If any part of the public system is affected by a switch power failure, private lines may be disrupted as well. Connection by direct cable-connection, that does pass through elements of other networks, may overcome this problem.

A common solution to improve disaster resistance is to use microwave links and satellite links for longer distances. Microwave link systems should be considered if there is line-of-sight connection between premises.

7.6 Unlicensed Local and Wide Area Networks

Unlicensed networks are often used in case of emergency and disaster as they are private networks often separated from the public networks.

7.6.1 (Virtual) Private Networks

Many medium and large organizations operate their own network interconnecting computers for electronic mail service, data base accesses, and intranet. The servers of the company are connected to the office computers by means of a Local Area Network (LAN), which in some cases may cover various premises of an enterprise. Such an arrangement is known as a Wide Area Network (WAN). The links can be wired or wireless locally or remotely.

LANs and WANs have switches called “routers”. Their function is to send traffic not intended for a local server over a long-range link to another router on different premises. A router can have more than one link to more than one off-site router. This adds redundancy, as alternative links may replace disrupted connections.

Business users may be located remotely at home or in Agencies which have to be connected securely to the company servers remotely.

VPNs are Virtual Private Networks set up on public networks offering a secured remote access. They allow private users to share public networks securely between them. Specific functions are needed on the public network to handle security and at the company premises to provide firewalls. Specific software is added at the remote end terminal in order to do a “secured tunnel” for communications end-to-end. In case of disaster they allow the user to work remotely and securely from home for example if offices are destroyed.

7.7 Satellite Very Small Aperture Terminal (VSAT)

VSAT, (Very Small Aperture Terminal), Private Satellite systems. 

The great thing with VSAT is that no one else is sharing your bandwidth, so you can be sure that the panicking population, who will be jamming public systems, will not have any effect on your ability to make calls or send data. This is particularly valuable in disasters, as overload of public networks always occurs in the acute phase of the emergency, (which is, unfortunately for you, just the time you need to communicate). 

Also, since the only other part of the system is up in space, it is unlikely that the disaster will destroy enough infrastructures to impede satellite communications, provided that you have power, and the storm has not destroyed your dish or knocked it off alignment. 

In the past, VSAT was so expensive, (in the order of hundreds of thousands of dollars), and difficult to deploy that only the “Big Boys” could play this game, but now the cost and convenience has changed significantly, (in the order of a few thousand dollars), so it is becoming more and more common to find it in use even for small low budget operations.

The slightly curious legacy name of the service derives from its history. Previously, satellite tracking was for Astronomers and other observers of the heavens. Astronomers call the size of their telescope lens or mirror its ‘Aperture’. Many expressions from astronomy legacy have carried over into satellite communications, with several words used to describe the same thing. 

When satellite communications was first established in the 60’s, Tennis court sized dishes were needed. In later phases in the 80’s and 90’s much smaller ‘dinner table’ sized dishes were used, which made the cost of the dishes within the reach of medium sized enterprises. The quaint legacy term, (Very Small Aperture Terminal) comes from comparing these private dishes with the enormous sized dishes which were used at first. 

During the 2000’s, terrestrial television has been supplemented by satellite television. Whereas previously satellite communications tended to use frequencies near to 7GHz, (The C Band) now frequencies near to  14GHz are more common (Ku Band).  Since the ‘gain’ of a dish depends on the wavelength of the frequency, the result of higher frequencies is smaller dishes, which are now more likely to be ‘trash can lid’ sized, rather than the dinner table sized dishes that we were used to at C band. 

Also, since millions of domestic households have switched to Ku band receivers for their TV and radio, prices of such equipment have fallen along with large volume. In many rural locations where broadband is not yet provided, private households use Ku band dishes to get their two way broadband internet connection. The technology is all housed in a set top box, about the size of a video player. The unit acts just like a regular domestic router.  In fact almost everywhere in the world can how obtain broadband internet on demand, (provided the local regulatory authorities will license it).

One significant difference between VSAT systems and, for example, sat phone systems, is the way that pricing is done. Typically, the user pays a monthly fee for access to the satellite, and there is no pricing based on how much data is sent, or how far away it is sent. This is much closer to the kind of ‘all you can eat’ tariff that we are used to for internet broadband connection. 

Where applications are sending a lot of data over long distances, this can be attractive because the costs of such a station are well understood by the management. 

CHAPTER 8
Converged Networks

Introduction

Internet Protocol (IP) is a packet switched protocol which has become very popular for telecommunications networks, because it is cheap, and can be adapted, both for sophisticated DATA applications, and also for ‘Voice Over Internet Protocol’ (VOIP) and even video network applications. VOIP is rapidly gaining particular favor presently. Computers can run an application, such as SKYPE which provides voice (and videophone) on the computer without extra hardware. 

VOIP telephones look superficially like the phones that we are all well used to. This means that almost no training is needed as almost anyone can work out how to use a telephone. They carry out their signaling either on a dedicated server, which does not even have to be local to the site, or the router itself can run a voice services application which can take care of the phones without needed an extra box. Calls on site pass over the local LAN, while other calls go over the same IP link that is carrying the other traffic to the outside.

Packet data in the IP protocol is typically charged at a very low priced ‘all you can eat’ tariff, in which the distance of connection is not taken into account at all,  so the costs of transmission is usually trivially small. (N.B. with some very important exceptions that you must know about). This allows long phone calls over long distances via VOIP to have very low costs, which is attractive to international organizations as long international conference calls are a significant feature of operations.

Whereas in the past we would install different physical networks for each need, today we use low cost commercial off the shelf equipment, COTS,  to convert our packet, streaming, data and voice traffic into a standardised Internet Protocol packet switched format so we can use the same hardware and save money. This is called “Converged” networking.

CHAPTER 9

The Amateur Service

Introduction

Among the Radio Services defined in the Radio Regulations (RR), and regulated by this international treaty governing all aspects of radio communication, the Amateur Service (RR S1.56, Geneva 1998) is the most flexible one. Using modes from Morse code and voice to television and most advanced data modes, communicating in allocated frequency bands ranging from 136 kHz (long wave) throughout the HF (short wave), VHF and UHF all the way into the GHz range, Amateur Radio was throughout its history and still is today at the forefront of technology. Amateur Radio operators can form a global (long range) network, but they are equally at home when it comes to local (short range) or even satellite communications. Most of all, however, they acquire their skills because of their personal interest and hands-on learning experiences in the subject of radio communications, and they are the experts in achieving extraordinary results with whatever limited resources are available.

These characteristics make the Amateur Service a unique asset for communications under the often extreme conditions encountered in emergency and disaster response. Its technical information and training material covers the most critical aspects of emergency telecommunications based on the experience gained during more than 100 years of public service communications. The operational characteristics of many elements of emergency radio telecommunications are best explained on the example of the Amateur Service. Most of the content of Chapter 5 is thus applicable to all radio communication services utilized in response to emergencies and disasters.

The Amateur Service should not be confused with “citizens band” or “personal radio” operations, which are forms of public networks. Amateur Radio operators have to pass an examination given by or on behalf of the respective national administration prior to the issuance of an individual, personal operator’s license. The International Amateur Radio Union (IARU) is the federation of the national Amateur Radio associations existing in most countries. It represents the interests of the Amateur Radio Service in the International Telecommunication Union (ITU) and in international conferences. The IARU supports emergency telecommunication applications of its members and ensures the exchange of information and experience among them.

9.1 The Roles of the Amateur Service in Emergency Telecommunications

Its wide scope of activities and the skills of Amateur Radio operators make the Amateur Radio Service a valuable asset in practically all sectors of emergency telecommunications. The following few points characterize this service:

• It has a large number of operational Amateur Radio stations in all regions and almost all countries of the world, providing a network which is independent from any other. It has in many cases provided the first and often for a long time only link with areas affected by disaster. 

Examples for this go back to the early days of radio, but are also found in most recent events, such as the role played when hurricanes hit islands in the Caribbean and the earthquake in Haiti in 2010.  Even if they are not working with any served agency, radio amateurs report what they see and their situational awareness in the first hours can provide responders information on where to go and what to expect there.

• Their skills make Amateur Radio operators a prime human resource for emergency telecommunications. Many operators apply their skills and experience in the service of humanitarian assistance, be it temporarily as volunteers with governmental or non-governmental organizations, or as emergency telecommunication professionals with units of international organizations and other disaster response institutions.

• The training programs and emergency simulation exercises developed by some of the national Amateur Radio societies are applicable to all sectors of emergency telecommunications and can be adapted for training of all potential users of telecommunication in emergency situations.

• The technical documentation, literature and electronic resources, available for the Amateur Radio Service, are unique resources for information on how to solve problems with often very limited and possibly improvised means.

The importance of the Amateur Radio Service in emergency telecommunications has been recognized in many documents and was reconfirmed by the World Radiocommunication Conference WRC-2003 (Geneva, 2003), which modified article 25 of the Radio Regulations, facilitating emergency operations of Amateur Radio stations and related training of operators, and encouraging all States to reflect these changes in their national regulations.

9.1.1 Amateurs as Professionals — The Served Agency Relationship

In situations where a professional and helpful attitude is maintained, served agencies point with pride to Amateur Radio volunteer efforts and accomplishments. Although the name says “Amateurs,” its real reference is to the fact that they are not paid for their efforts. It need not imply that their efforts or demeanor will be anything less than professional. 

No matter which agency is served, emergency management, the Red Cross or others, it is helpful to remember that volunteers are unpaid employees. The relationship between the volunteer communicator and served agency will vary somewhat from situation to situation, but the fact is that the volunteers are working for the agency. It doesn’t matter whether they are part of a separate radio group like the Amateur Radio Emergency Service (ARES®), or part of the agency’s regular volunteer force. 
How Professional Emergency Responders Often View Volunteers

Unless a positive and long established relationship exists between professionals and volunteers, professionals who do not work regularly with competent volunteers are likely to look at them as “less than useful” and this attitude may carry over to volunteers in general. Police agencies are often distrustful of outsiders—often for legitimate information security concerns. Volunteers are often viewed as “part timers” whose skill level and dedication to the job vary widely.  The establishment of relationships and joint training before an emergency is important.
Specific Agency Relationships

The relationship between the volunteer communicator and the served agency can be quite different from agency to agency, and even between different offices of the same agency. While many national communication groups have existing “Memoranda of Understanding” (MoU), sometimes called a “Statement of Understanding” (SoU) or “Statement of Affiliation” (SoA) in place with served agencies that define their general relationships, the actual working relationship is more precisely defined at the local level. Different people have different ideas and management styles, agencies in one area can have different needs from others, and these can affect the working relationship between the agency and its telecommunications volunteers. Emergency communications groups often have their own written agreements with their served agency’s local office. 

9.1.2 Emergency Telecommunication Organizations & Systems

Such Emergency communication organizations are what make an efficient response possible. 
They provide training, and a forum to share ideas and develop workable solutions to problems in advance of a real disaster so the response will occur more smoothly, challenges will be dealt with productively and the served agency’s needs met.
9.2 Amateur Service Networks and their Ranges

Three types of radio networks are typical for the Amateur Radio Service, and all three are encountered in major disaster response operations.

9.2.1 Short-range networks

Typically these provide operational or tactical communications at the site of a disaster and with the surrounding areas. They can include fixed, mobile and portable equipment and are mostly using frequencies in the VHF and UHF spectrum. 
9.2.2 Medium-range Networks

Typically these provide communication from the site of an event to organizational and administrative centers outside the affected area, or to headquarters of response providers in neighboring countries. They also ensure communication with vehicles, vessels and aircraft operating outside the coverage of available VHF or UHF networks. Communication at medium distances of 100-500 km may be accomplished by near vertical-incidence sky-wave (NVIS) propagation at the lower HF frequencies of up to about 7 MHz. 
9.2.3 Long-range networks

These provide the links with headquarters of international emergency and disaster response providers. They also serve as backup connections between offices of such institutions in different countries or on different continents. Amateur stations routinely communicate over long distances, typically beyond 500 km, using oblique-incidence sky wave propagation in HF.  
9.2.4 Amateur Service satellites

Satellites can serve as an alternative to HF sky wave links for medium and long-range communication. The Amateur Radio Service does not at this stage operate geostationary satellites or interlinked satellite constellations, its satellites cannot therefore provide continuous global coverage. The Amateur Radio satellite service uses specific frequencies within the allocated bands, mostly in the VHF range and above.

There are two primary types:  the single-Channel “Repeater” Satellites and the Linear Transponder Satellites. 
9.3 Operating Frequencies

Different from most other services, the Amateur Radio Service enjoys the privilege of band allocations, the use of which is left to the self regulation of the Amateur Radio associations. Flexible use of the rare commodity of frequency spectrum thus allows particular flexibility in operations. The allocated frequency bands are described and their characteristics given in 5.2. above. Within these bands, “Center of Activity” frequencies for emergency networks have been established by IARU. 

In emergency situations, and when other means of communication are not available, any station of any service can establish contact on any frequency that it can technically operate on. In such a situation, stations of the Amateur Radio Service can be contacted, or can initiate contacts with, stations of other services such as the maritime or the land fixed or mobile service.

In some countries, specific frequencies (channels) have been defined as national emergency frequencies. Due to the dynamic use of frequencies within the allocated Amateur Radio bands, a permanent reservation of such channels outside times of acute emergencies is however problematic and a restrictive policy in respect to the use of the available spectrum might prove counter-productive. In some cases, national administrations have assigned frequencies adjacent to the allocated Amateur Radio bands to specific disaster response organizations, thus facilitating communications with stations of this service and allowing the use of Amateur Radio equipment and antennas with ease.

There is no worldwide IARU band plan. IARU band plans are adopted at the regional level by the three regional conferences. Inquiries concerning the band plans should be directed to the respective regional organizations: 

· Region 1  - Europe, Africa, Middle East and Northern Asia.

· Region 2 (PDF) - the American Continent, east Pacific

· Region 3 (DOC) – India, SE Asia, Australia, west Pacific

· http://www.iaru.org/ituzonesc.gif - Map of IARU regions

9.4 Communication Modes

Stations of the Amateur Radio Service are authorized to use a wide variety of transmission modes, provided the allocated frequency bands, IARU and national band plans, and national regulations provide the bandwidth needed for the particular mode chosen. The selection of the appropriate mode in any specific case depends on numerous factors, including the volume and nature of the information to be transmitted, technical specifications of the equipment available and the quality of the communications link. The following communication modes are most commonly used in the Amateur Radio Service as well as in other services such as the Maritime and the fixed and Land Mobile Services:

• Radio Telegraphy: Use of the international Morse code is still widespread throughout the Amateur Radio Service and can play an important role in disaster communications, particularly when only elementary equipment or low transmitter power are available. The use of Morse code also helps to overcome language barriers in international telecommunications. Its effective use requires operators with skills greater than the minimum licensing requirements.  Its primary asset is that Morse code can often be heard despite high background static and noise.

• Data communications: These have the advantage of accuracy and of creating records for later reference. Messages can be stored in computer memory or on paper. Digital data communication requires additional equipment such as a desktop or laptop computer communication interface, processor or modem. The communication processor performs encoding and decoding, breaks the data into transmission blocks for transmission and restores incoming data into a stream. It also compensates for transmission impairments, compresses and decompresses data, and handles analogue-to-digital and digital-to-analogue conversions.  As with most computerized systems, developments are changing rapidly.  

9.5 Repeater Stations

Repeater Stations or Relays are used to extend the communication range of VHF and UHF stations. The signals can be analog, such as VHF-FM, or digital, such as APRS and D-Star. Positioned in elevated locations they allow communication between fixed or mobile stations separated by obstructions such as mountains or tall buildings when operating in an urban environment. A repeater station receives on one channel and transmits on a different frequency, usually within the same band. Filters, so called duplexers, prevent interference between its simultaneously operating transmitter and the receiver. Important considerations for the location of a repeater station are not only its geographical coverage, but also its power requirements. Rechargeable batteries, supplied from solar cells or wind generators are the most common solutions.  Special forms of repeaters are the analog or digital transponders such as used in the satellites of the Amateur Radio satellite service. Like terrestrial relays, they re-transmit a received signal on a different frequency; their geographical coverage or “footprint” is however much larger. Transponders on board balloons or aircraft have successfully been used by radio amateurs and might be available as an additional tool for emergency telecommunications. Digital transponders have the capability to store received messages, and to re-transmit them on demand, at the time when the receiving station is within their range.

9.6 The Organization of Amateur Radio Emergency Service

The Amateur Radio Service is a continuous activity. At any given time, at least some networks and operators of this service are available and can assume a role in emergency telecommunications without delay.  Additional resources can be mobilized on very short notice. But for an efficient application of the service to emergency and disaster response, a higher degree of preparedness, including training, exercises and mobilization procedures, is desirable. 

The structures of cooperation between the Amateur Radio Service and the national authorities, emergency services and disaster response providers depend on the situation in each country. The outline presented in the following sections is mostly based on the concepts used in the USA. The general principles should however be applicable in most parts of the world. In all cases, decisive factors include the number of Amateur Radio stations involved and the number of certified operators, as well as the structures of national response mechanisms.

Amateur Radio emergency communications is provided by several different types of emergency telecommunications organizations; ARES®, RACES, ACS, SKYWARN, SATERN, REACT, etc.  All play an important part in serving their communities. 

9.6.1 The Amateur Radio in Emergency Service 

While the Amateur Radio Emergency Service® (ARES®), sponsored by the American Radio Relay League, has the longest history of public service of any Amateur Radio emergency telecommunications provider organizations, ARES is not an organization itself but a volunteer program of the ARRL and consists of licensed amateurs who have voluntarily registered their qualifications and equipment for telecommunications duty in the public service when disaster strikes. While local groups may use the name ARES, it signifies only their primary activity is in participation with the overall program.  The only qualification, other than possession of an Amateur Radio license, is a sincere desire to serve.   

All licensed amateurs are eligible for membership in ARRL’s ARES program. Members of ARES groups either use their own personal emergency-powered equipment, or operate equipment that the group has acquired and maintains specifically for emergency telecommunications.

Even a cursory look through the membership of the IARU shows that different countries have adapted Amateur Radio’s capabilities to their emergency needs in different ways.  While some countries such as the USA are based on volunteers, others are founded upon governmental agencies.  In addition, there are specialized groups such as Search and Rescue which use Amateur Radio communications as a tool for other goals and not for the communications itself.  In many regions the linkage between Amateur Radio emergency groups and the national society may be quite thin.  Despite this, Standard Operational Procedures (SOP) are a key element in all emergency operations. In emergency telecommunications such SOP need to be in place in particular on message format and handling, the use of simplex channels, repeater operations, and on station identification. Following such standard principles of operations is preferable to the introduction of new and possibly not previously exercised ad hoc procedures.

Training - Amateur Radio operators may not need training on basic communication skills or general technical matters. They do however need to become familiar with the operational environment and with the partners they may serve. To provide for this, many ARES groups develop Memoranda of Understanding (see section 5.1.a) which provide for regular joint exercises.

Training should focus on the following subjects: emergency telecommunications, traffic handling, net or repeater operation, and technical knowledge. Practical on-the-air activities, such as a Field Day or a Simulated Emergency Test (SET) offer training opportunities on a nationwide basis for individuals and groups and reveal weak areas in which more training or improvements to equipment are needed. In addition, drills and tests can be designed specifically to check the readiness and the reliability of emergency equipment that is not permanently in use. A drill or test that includes interest and practical value makes a group motivated to participate because it is purpose or goal oriented. In order to present a realistic scenario, training should be centered on a simulated disaster situation and, if possible, in combination with training exercises of other partners in emergency assistance.

Exercises – Drills should include the activation of emergency networks; including the assignment of mobile stations to served agencies, the originating and processing of messages and the use of emergency-powered equipment. As warranted by traffic loads, liaison stations may need to be assigned to receiving traffic on a local network and relay it to outside destinations. To a large degree, the value of any exercise depends on its careful evaluation and on the application of lessons learned.

The Emergency Operations Center (EOC) or Command Post (CP) is usually established by the authorities in charge of a disaster response operation. The CP primarily controls the initial activities in emergency and disaster situations, and is typically a self-starting, spontaneously established entity. The initial functions of the CP are to assess the situation, to report to a dispatcher and to identify and request appropriate resources. The Emergency Operations Center (EOC) responds to requests from a CP by dispatching equipment and personnel, anticipating needs to provide further support and assistance and pre-positioning additional resources in a staging area. If the situation at the site of the event changes, the CP provides the EOC with an update and maintains control until the arrival of additional or specialized resources. By being located outside the perimeter of potential danger, the EOC can use any appropriate type of telecommunications, concentrate on gathering data from all partners involved, and mobilize and dispatch the requested means of response.

9.6.2 Traffic handling 

“Traffic” refers to the messages being sent.  “Traffic handling” includes the forwarding of messages from and to others outside the circle of Amateur Radio operators. Where national regulations allow, Amateurs Radio stations can handle such third party traffic both in routine situations and in times of disaster. To do this efficiently, networks of radio operators are created. Network structures differ in the various countries.

The types of networks include

Open (Informal) Nets 

During an open emergency net, there is minimal central control by a Net Control Station, if indeed there is an NCS at all. Stations call one another directly to pass messages. Unnecessary chatter is usually kept to a minimum. Open nets are often used during the period leading up to a potential emergency situation and as an operation winds down, or in smaller nets with only a few stations participating.   

Directed (Formal) Nets 

A directed emergency net is created whenever large numbers of stations are participating, or where the volume of traffic cannot be dealt with on a first-come first-served basis. In a communication emergency of any size, it is usually best to operate a directed net.  In such situations the NCS can prioritize traffic by nature and content. 

In a directed net, the NCS controls all net operations. Check-ins may not “break into” (interrupt) the net or transmit unless specifically instructed to do so by the NCS, or unless they have an emergency message. The NCS will determine who uses the frequency and which traffic will be passed first. Casual conversation is strongly discouraged and tactical call signs will probably be used.  Tactical call signs can be assigned to stations at various sites, locations and different purposes.  For example mobile operators can often be assigned the sign “rover 1”, “rover 2” and so on.  

At his/her discretion, the NCS operator may often elect to create a “sub net” depending on the volume of traffic and its content and nature.  In this case a “sub net” NCS may be appointed to take over the newly created net. (See tactical nets below). 

The message formats chosen to handle traffic on a network depends on operational conditions and its selection requires knowledge of the possibilities and limitations of the telecommunications resources available. Tactical traffic supports the initial response operations in an emergency situation, typically involving few operators within a limited area. Tactical traffic, even though unformatted and seldom written, is particularly important when different organizational entities are getting involved in the operations. The use of one VHF or UHF calling frequency, including possibly the use of repeaters and network frequencies, characterize most typical tactical communications. One way to make tactical network operation transparent is to use tactical call-signs, i.e. words that describe a function, location or agency, rather than call signs of the Amateur Radio Service. When operators change shifts or locations, the set of tactical calls remains the same. Call-signs like “Event Headquarters”, “Network Control” or “Weather Center” promote efficiency and coordination in public-service communication activities. Amateur Radio stations must however identify their stations at regular intervals with their formal, assigned, individual call signs.

9.6.3 Typical Situations for Amateur Radio Emergency Telecommunications

Despite the wide spectrum of requirements in a disaster situation, Amateur Radio operators should neither seek nor accept any duties other than those foreseen in the agreements regarding their status in an emergency operation. Volunteer communicators are not the decision makers in relief operations.  We only provide telecommunications in support of those who do the actual emergency response.

Operators with skills in other fields such as search and rescue or first aid and affiliation to respective organizations need to decide in advance, which role they wish to accept within an operation.

• Initial Emergency Alerts may originate from individual Amateur Radio operators using their equipment and networks to bring an incident to the attention of the competent institutional emergency services. In many sudden disasters such as earthquakes, telephone and Internet communications were disrupted or overwhelmed in the first minutes and radio amateurs provided the first situational awareness reports that were used by responding agencies.

• In Search and Rescue operations, operators of the Amateur Radio Service can reinforce the professional teams by increasing their communication capabilities but also by making and reporting their own observations.

• Damage Surveys not only need communications between survey teams, but may have particular need for the abilities of APRS (section 5.4) to plot their location on a map using GPS in real time.  When neighborhoods are destroyed, such as in a tornado, it can be hard to know just where you are as the normal landmarks no longer exist.

• Hospitals and similar establishments might in the aftermath of a disaster be without communications. In particular the coordination among various providers of health services may be compromised. While Amateur Radio cannot be used for normal or business purposes,  a hospital based ARES operator might temporarily serve as replacement to a paging system and maintain critical interdepartmental communications. Local Amateur Radio emergency groups should prepare in advance for such hospital communications and ARES groups should be familiar with the communication structures they might be asked to replace.

• Hazmat Spills and other incidents involving hazardous materials may require the evacuation of residents and the coordination between the disaster site, command centers and the evacuation sites or shelters. ARES operators may be asked to establish communications with such institutions. 

• Severe Weather Nets are a common use of radio amateurs in both a prevention and response role.  While the National Weather Service’s SKYWARN® program covers the USA, the Hurricane Watch Net covers the Caribbean and western Atlantic.  Both report on observed conditions at ground level, often augmenting radar systems handicapped by the earth’s curvature.

9.7 Third Party Communications in the Amateur Service 

Under normal circumstances an, Amateur Service link connects two parties communicating with each other. In emergency situations, operators will be requested to pass a message on behalf of a third party, a person or organization that is not necessarily present at the radio station.

From the regulatory point of view, two cases need to be distinguished: If both sides of the radio

link are within a single country, third party traffic is subject to national regulations. If the message originates from a station of the Amateur Service, located and licensed in one country, is destined for a third party in another country, the Radio Regulations (RR) of the ITU concerning international third party traffic need to be respected. They provide that in the Amateur Radio Service such traffic is allowed only if a bilateral agreement exists between the national Administrations concerned, or in case of emergency operations and training for such. Some Administrations may tolerate third party traffic or enter into temporary agreements if this type of traffic is in public interest, such as when other communication channels have been disrupted.

Operators should be aware that it is a general rule for all radio communications that when safety of life and property is at stake, administrative regulations can be temporarily waived. Article 25 of the Radio Regulations, governing the Amateur Service, has been revised by the World Radiocommunication Conference (WRC-03, Geneva, 2003) to the effect, that third party traffic is authorized for emergency operations and related training.

9.7.1 Cautions and Confidentiality

Items that should never be sent include financial information, bank or credit card numbers, driver license or Social Security numbers, or any personal details that could lead to identity theft.

In some instances, the served agency may allow you to send certain “sensitive” information over more “discrete” modes, such as packet or other digital mode such as D-Star, Winlink or PSK 31, but be sure they fully understand that no Amateur mode can be considered truly “secure.” The served agency is the ultimate authority on which information can or cannot be sent, and by which modes.  You will need to make any agency aware in advance that the security of Amateur Radio telecommunications for confidentiality can never be guaranteed.  

9.8 Optimizing the Use of the Amateur Service as a Public Service

The Amateur Radio operator is able to communicate using the widest variety of tools, and the Amateur Radio Service often makes the difference between “no communication” and a maybe less user-friendly, but functioning telecommunications. The fact that personal mobile communications are becoming readily available to the majority of the people worldwide does not make their users skilled communicators; they are merely consumers and not active participants. In an emergency situation, communication such as that provided by radio amateurs continues to play a critical role. It is up to the national administrations and to the providers of emergency response, to keep making best use of this time proven, invaluable resource. The most efficient way to achieve this is through establishing joint training exercises incorporating Amateur Radio elements with other response organizations.

Emergency training courses for Amateur Radio operators are available from several sources and many are listed in the toolkit files. What is the ICS?

The Incident Command System is a management tool designed to bring multiple responding agencies, including those from different jurisdictions, together under a single overall command structure. Before the use of the ICS became commonplace, various agencies responding to a disaster often fought for control, duplicated efforts, missed critical needs, and generally reduced the potential effectiveness of the response. Under ICS, each agency recognizes one “lead” coordinating agency and that person will handle one or more tasks that are part of a single over-all plan, and interact with other agencies in defined ways.

The Incident Command System is based upon simple and proven business management principles. In a business or government agency, managers and leaders perform the basic daily tasks of planning, directing, organizing, coordinating, communicating, delegating and evaluating. The same is true for the Incident Command System, but the responsibilities are often shared among several agencies. These tasks, or functional areas as they are known in the ICS, are performed under the overall direction of a single Incident Commander (IC) in a coordinated manner, even with multiple agencies and across jurisdictional lines.  The ICS also features common terminology, scalability of structure and clear lines of authority.
For detailed information, see ARES Level 1 Unit 16 in the toolkit.

9.8.1 What to Expect in Large-Scale Disasters
Based on experiences over several years with many agencies and situations, a general pattern of initial communications problems may be expected.

What happens to critical communication assets during the onset of major disaster conditions? First, there is a huge increase in the volume of traffic on public-safety radio channels, accompanied by prolonged waiting periods to gain access. As the disaster widens, equipment outages frequently occur at key locations. Messages are not handled in order of priority, and urgent messages can be lost.

As agencies respond, the need arises for agencies to communicate with one another but many agencies have incompatible radio systems and use unfamiliar or unattainable frequencies, names, terms and procedures. Most agencies are reluctant to use another agency’s system, or to allow theirs to be used by others. Simultaneously with a high volume of message traffic, stations must cope with messages having widely differing priorities. Also, priority and precedence designations differ among agencies if any are used at all.

Operational problems arise such as:

· High-volume traffic circuits with no supply of message forms.
· Using the only printed forms available that were designed for a different, unrelated agency or function.
· Attempting to decipher scribbling from untrained message writers; 

· Using scribes who cannot understand radio parlance 
· Becoming inundated with traffic volume so heavy it results in confusion over which messages are to be sent, which were sent, which have been received for delivery, and which have been received to be filed for ready reference.
9.8.2 The Incident Command System

The National Incident Management System (NIMS) developed in the USA provides a systematic, proactive approach to guide departments and agencies at all levels of government, nongovernmental organizations, and the private sector to work seamlessly to prevent, protect against, respond to, recover from, and mitigate the effects of incidents, regardless of cause, size, location, or complexity, in order to reduce the loss of life and property and harm to the environment.  It’s heart is the ICS.

CHAPTER 10

Broadcasting

Introduction

Broadcast (Radio and TV) is a very powerful means to reach large sections of the public with information and advice. National regulations and customs differ from place to place as to how information is given to the public.

In some cases, the broadcaster allows only content created by their own staff, to be transmitted. Own presenters, principally news anchors, will make the announcements over the air. They will initiate a “News Flash” for this purpose, and interrupt normal programming. Journalists like to establish links with “Reliable Sources” in advance, so that they know who is the spokesperson for the government. Governments need to understand that journalists are trained to gather and then spread information, so if government spokesmen are giving out old and inaccurate information, journalists tend to dig and search information by themselves. To the citizens, the government will look slow and incompetent if all the details only come from the independent journalist. Since this may backfire after the event, it is important to engage with the media very early providing as accurate and timely information as possible.

Today, there is also a tendency for news journalist to want to appear to be “on the spot”. They often quote commentators close to the scene of the event rather than those in the studio located in the capital. For this reason, there is need for government to move with this trend by setting up “media cities” close to the incident, but out of the “Hot Zone'. The media need locations for their cameras (preferably one where they can see the Hot Zone) and where their communications trucks can be safety sited. Creating a place where well informed spokespersons are located, and there is food, drink, power and broadband telecoms encourages the media to get its information from the right sources rather that from some uniformed and unreliable sources.

The Emergency Alert System (EAS), as is used in the USA is an example of another approach. By government mandate or voluntary participation, broadcasting stations are connected to an EAS data communications system. If there is an alert, a data burst is sent to the TV or radio stations in the countries concerned. In most cases, the running program is interrupted by a data burst transmitted over the air.

People can buy a decoder to read what the message says. Even radios playing pre-recorded music are interrupted with a special alert message. Today, most countries use this facility to warn drivers on road and traffic conditions. In the case of TV stations, a scrolling text bar can appear across the screen making clear text announcements.

Remote “opt out” is a system whereby a local radio station, (this may be automatic at night), can be controlled by another studio, say in the capital city. Local radio stations are often controlled by a clock, which switches to the big studio at news time, then back to local content at other times. By means of an out system, the main studio can cause the local station to stay connected to the news studio until the emergency announcements have been completed. The problem is that the local radio station may as a result fail to fulfill its obligation to transmit scheduled advertisements thus losing revenue. Some sort of agreement about this before it is done is required.

To ensure that this service is active all the time, planners should arrange for back up power and secure communications for broadcasting transmitters and their studios.

10.1 Mobile Emergency Broadcasting

Mobile Radio Stations can be quickly and cheaply moved into the affected area. However, locals should have powered radios or even wind up radios for them to be able to turn in. This is an efficient way of reaching out many people in the shortest time. However, there are a lot of political considerations to take into account.

Full consultation with relevant government authorities is imperative. Some governments are concerned about a free flow of information in times of national crisis. The concern is that certain broadcasts can cause panics if not well crafted.

CHAPTER 11

New Technologies and New Practices

Introduction

The continuous development in all sectors of communications can be reflected only in the format of an up-datable resources. The on-line tool-kit, which is part of this new version of the handbook is such a resource, and the following text can only give an overview of what research and developments are in progress at the time of publication.

11.1   The Common Alerting Protocol (CAP)

The Common Alerting Protocol (CAP) is a simple but general format for exchanging all-hazard emergency alerts and public warnings over all kinds of data networks.  Approved by ITU-T in September 2007 as Recommendation x.1303, the CAP specification was formalized by the Organization for the Advancement of Structured Information Systems (OASIS).

CAP is a technical expression of a modern approach to warning systems.  In accordance with social science research, CAP facilitates the coordination of multiple warning delivery systems in order to maximize warning effectiveness both in technical terms (reach and reliability) and psychological ones (corroboration and reinforcement.)  Any single warning dissemination system can fail from time to time, and no single technology can always reach every desired recipient.  More critically, individuals and groups have proven much more likely to actually take prompt protective action if a warning message is received consistently by multiple coordinated means.  And yet the issuers of emergency alerts can ill afford additional, duplicative tasks.

The CAP message format, expressed either in XML (eXtensible Markup Language) or ASN.1 (Abstract Syntax Notation One), comprises the essential elements of any warning in a format independent of any particular transmission medium.  This “Platonic Ideal” of the warning message can then be transformed as needed into the native format of delivery methods as diverse as sirens, flags, radio and TV broadcasts, digital and “social” media.  While the form of the individual presentations will vary from medium to medium, the essential content cannot help but be consistent, and the alert message needs only to be composed and issued once.

The CAP format is a template for a complete and effective warning message.  It can include text in multiple languages as well as digital attachments.  Foreseeable alert texts can be prepared in advance and merely edited with up-to-the-minute details prior to issuance.

CAP alert messages support digital signatures that can be applied to ensure the authenticity and integrity of alerts from origination to delivery and for future reference.  Thus CAP lends itself to the construction of integrated warning systems that allow multiple authorized originators to utilize multiple federated warning delivery methods quickly and effectively.

CAP is the foundation technology for the U.S. federal Integrated Public Alert and Warning System (IPAWS) and numerous other systems worldwide.
11.2 Developments with potential Application to Emergency Telecommunications

a) Cell Broadcasting was discussed in previous chapters on mobile networks. Increasingly, there is use of SMS-CB to broadcast information. SMS-CB causes short text messages in selectable

languages to appear on the screen of the mobile phone, and then set off the alert tone. Advantages of SMS-CB vs. normal SMS.

· It transmits to everyone at the same time, taking about 20 seconds to deliver.

· It does so over dedicated broadcast channels, and thus neither causes, nor is affected by overload of the network.

· The sender of the message can select a single cell, or any number of cells to make the area of warning as big or as small as is required.

b) Cellular Emergency Alert Systems Association (CEASA) is one international organization that is seeking to develop and deploy a network of government-to-citizen warning systems, which deliver messages to users via cell broadcast.
c) IP Telephony is growing in popularity. It should be noted that a normal Internet application such as email or the web browser is not very sensitive to delays. Voice on the other hand is very

sensitive to delay and will cause unintelligible words breaking if there are delays on the route.

Unlike conventional networks, IP packets can be stored in routers being queued for outgoing

transmission. During an emergency, loading may make the output queues quite long and some

packets may be discarded. IP telephony does not use TCP to request for a new packet resulting in

the chopping of voices. The only way to avoid this is to use a well managed IP network to keep

the loading and delays down to the barest minimum.
d) DVB

Digital video broadcast uses TV satellites to provide Internet access. It has the advantage of being significantly cheaper than conventional systems, but like any IP based system, suffers from

contention at busy times. In other words it may be used with difficulty in times of emergencies.
e) ISTOS

ESA’s concept for an Integrated Space Technologies Operational System (ISTOS) Wide Area

Network. It is designed to improve the utilization of space technologies by end users working in

the field of emergency management, by allowing the efficient interconnection of emergency

application users to data and service providers, using integrated space technologies in telecommunications, earth observation and navigation.
f) STANAG is an emerging standard for HF data radio. This is a NATO standard for 9.6 kbit/s data over HF. Its deployment in emergency situations is yet to be tested.
g) Digital Trunked Radio Systems

We are witnessing the deployment on a wide-scale of Digital Trunked Radio Systems such TETRA (system offering advantages in terms of clarity, wide-area coverage, rich terminals and high security). In general the following are key elements associated with these systems:
· The old analogue systems were notoriously insecure and easy to listen into unless a secure encryption system was used. Digital systems normally feature very robust security such that even if a casual listener were to tune-in, data would appear as garbage.
· All terminals are uniquely identifiable. These will not be granted access to the system unless they are valid on that particular system and on the requested talk groups. In addition, each terminal can be remotely stunned or killed in case of it being lost. There is therefore no risk of an unauthorized person using a lost and found terminal.
· Digital systems are capable of transmitting both voice and data. They are also capable of point-to-point connection as well as mobile phone like through connection.
· Thanks to voice coding and compression, modern systems have up to 4 times more capacity than analogue services. As a result, there are more talk groups available thus remarkably reducing congestion.
· Whereas the traditional systems arranged talk groups on geographical basis, due to the need to use repeaters, trunked systems eliminates this problem making it possible to deploy talk groups on tactical basis which is much more convenient.
· Signals are cleaner and clearer thanks to speech coding and noise including squelch noise are eliminated thanks to speech coding.
· Many systems such as TETRA have a “simplex” mode otherwise known as “direct mode”.
· Trunked networks can take the form of simple stand-alone repeaters or form more complex national networks. In disaster operation, it is advisable for several agencies to club together to build a single wide-area-network. There remains an option for the agencies to maintain separate talk groups or to have inter-agencies common talk groups that make and facilitate coordination. This however, requires that terminals are available to all agencies. Interworking could be a solution as terminals could be made available at least in the control room of other agencies. This is however, a subject yet to be dealt with by senior management at agency level as it possess a lot of challenges.

Annex

List of Acronyms

Note : 

This list aims to cover the main acronyms used in this handbook, but it is not exhaustive
AM

Amplitude Modulation

APCO

Association of Public-Safety Communications Officials

APRS

Automatic Packet Reporting System

ARES

Amateur Radio Emergency Service

ASN1

Abstract Syntax Notation One
BAN

Wireless Body Area Networks
BGAN

Broadband Global Area Network

CAP

Common Alerting Protocol

CCITT

International Telegraph and Telephone Consultative Committee ( Comité 

Consultatif International Téléphonique et Télégraphique)

CEASA
Cellular Emergency Alert Services Association

COTS

Commercial Off-The-Shelf

COW

Cell On Wheels
DDI

Direct Dial-In
DECT

Digital Enhanced Cordless Telephones

DHA

Department of Humanitarian Affairs (UN, now OCHA)

DIMRS
Digital Integrated Mobile Radio System
DSC

Digital Selective Calling

DVB

Digital Video Broadcasting

EAS

Emergency Alert System (USA)

EDACS
Enhanced Digital Access Communication System

ELT

Emergency Locator Transmitter

EOC

Emergency Operations Center

ETSI

European Telecommunications Standards Institute

FM

Frequency Modulation
FTP

File Transfer Protocol

GALILEO
Global Navigation Satellite System (GNSS)

GETS

Government Emergency Telecommunications Service (USA)
GHz

Gigahertz

GIS

Global Information System

GLONASS
Global Navigation Satellite System (Globalnaya navigatsionnaya sputnikovaya 

sistema)

GMDSS
Global Maritime Distress and Safety System

GMPCS
Global Mobile Personal Communication Systems

GPS

Global Positioning System

GSM

Global System for Mobile Communications

HF

High Frequency

HTTP

Hypertext Transfer Protocol

IARU

International Amateur Radio Union

ICET-98
Intergovernmental Conference on Emergency Telecommunications

ICRC

International Committee of the Red Cross

ICS

Incident Command System (USA)

ICT

Information and Communications Technology

IDNDR
International Decade for Natural Disaster Reduction, now UNISDR, 

International Strategy for Disaster Reduction

IEEE

Institute of Electrical and Electronics Engineers

IFRC

International Federation of Red Cross and Red Crescent Societies

IMO

International Maritime Organization

IP

Internet Protocol

IPAWS
Integrated Public Alert and Warning System

ISTOS

Integrated Space Technologies Operational System
ITU

International Telecommunication Union

ITU-D

ITU Development Sector 

ITU-R

ITU Radiocommunication sector

Kbit/sec
Kilobit per Second

KHz

Kilohertz

LAN

Local Area Network

LES

Land Earth Station

LMR

Land Mobile Radio network
LTE

Long Term Evolution
MAN

Metropolitan Area Network

MHz

Megahertz

MMSI

Maritime Mobile Service Indicator

MoU

Memorandum of Understanding

NCS

Net Control Station


NGO

Non Governmental Organization

NIMS

National Incident Management System
NOTAM
Notice To Airmen

OASIS

Organization for the Advancement of Structured Information
OCHA

Office for the Coordination of Humanitarian Affairs

PABX

Private Automatic Branch Exchange

PAN

Wireless Personal Area networks
PBX

Private Branch Exchange

PCI

Peripheral Component Interconnect

PCM

Pulse-Code Modulation

PLB

Personal Locator Beacon

PPDR

Public Protection and Disaster Relief

PSK

Phase Shift Keying

PSTN

Public Switched Telephone Network

PTT

Push-To-Talk

RACES
Radio Amateur Civil Emergency Service

RBS

Radio Base Stations
REACT
Radio Emergency Associated Communication Teams

RETC

Regional Emergency Planning Committee
ROBO

Remote Office-Branch Office
RR

Radio Regulations of ITU-R

RTTY

Radio Teletype

SATERN
Salvation Army Team Emergency Radio Network

SAS

Satellite Access Stations
SDR

Software Defined Radio
SELCAL
Selective Calling

SET

Simulated Emergency Test
SMS

Short Message Service

SMS-CB
Short Message Service-Cell Broadcast

SoA 

Statement of Affiliation
SOHO

Small Office-Home Office
SOLAS
International Convention for the Safety of Life at Sea

SOP

Standard Operational Procedures
SoU

Statement of Understanding
SRSA

Swedish Rescue Services Agency

TCO

Telecommunications Coordination Officer

TCP

Transmission Control Protocol
TCPIP

Transmission Control Protocol / Internet Protocol

TETRA
Terrestrial Trunked Radio
TIA

Telecommunications Industry Association

UHF

Ultra High Frequency

UN

United Nations

UNDAC
United Nations Disaster Assessment and Coordination

UNDP

United Nations Development Programme

UNDRO
Office of the United Nations Disaster Relief Coordinator (now OCHA)

UNHCR
United Nations High Commissioner For Refugees

UNICEF 
United Nations Children's Fund

USB

Upper Side Band

UWB

Ultra Wide Band

VHF

Very High Frequency

VOIP

Voice Over IP

VSAT

Very-Small-Aperture Terminal

WAN

Wide Area Network

WFP

World Food Programme

WGET

Working Group on Emergency Telecommunications

WHO

World Health Organization

WIFI

Wireless Local Area Network

WLAN
Wireless Local Area Network

WLL

Wireless Local Loop

WRC

World Radiocommunication Conference

WTDC

World Telecommunication Development Conference

XML

eXtensible Markup Language
*     *     *
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