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Development of National Cybersecurity Strategies

Trainings, Workshops and Technical Missions

Cybersecurity Exercises

Development of national CSIRTs and a regional CSIRT Hemispheric Network

Awareness Raising, Research and Expertise

What the OAS does on Cybersecurity 

issues?



Need for more tangible and reliable data

Need for a baseline data to better monitor regional developments in 
cybersecurity

OAS experience with previous reports

Inter-American Development Bank (IDB) interest on cybersecurity issues

Increasing interest from member states

Why this report?

• 2013: Latin American and Caribbean Trends and Government Responses
• 2014: Latin American + Caribbean Cybersecurity Trends
• 2015: Cybersecurity and Critical Infrastructure in the Americas 



Expert Contributions

Country Profiles

Overview-2016 Cybersecurity Report

• Cyber Confidence Building and Diplomacy in Latin America and the Caribbean
• Cybersecurity, Privacy and Trust: Trends in Latin America and the Caribbean
• Incident Response Capacity Building in the Americas
• The State of Cybercrime Legislation in Latin America and the Caribbean 
• Digital Economy and Cybersecurity in Latin America and the Caribbean
• Sustainable and Secure Development: A Framework for Resilient Connected 

Societies

• 32 countries from Latin America and the Caribbean region



OAS – IDB Agreement. 

Regional Activity in October 2014 for launching this initiative. 

Initial support from Microsoft to identify key areas of study. 

Partnership with the University of Oxford to develop an “Application Tool” 
based  on the Cybersecurity Capability Maturity Model (CMM).

3-4 intense weeks of work, making substantial adaptations to CMM for the 
LAC region.

“Backstage”



In-country application of the CMM and distribution of digital survey.

Desktop Research and consolidation of other sources of available data.

Validation process of approximately 60 days of the application tool. 

Lots of trial & error, amendments and back and forth!

“Backstage”



Timeline



CMM - 5 Dimensions













CMM - 5 Levels of Maturity



Observatory



How the report looks?



“Through the driving force of the IDB and OAS, the 
region is the first in the world to undertake this 
deep and broad understanding of cybersecurity 
capacity across an entire region using the CMM.” 



Thank you!
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