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¢ “[... 2011] Google's server count [...] 1 million [...]”

http://www.datacenterknowledge.com/archives/2011/08/01/report-google-uses-about-900000
-servers/
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iImplications of connectivity

e access to Information & knowledge
 direct democracy, holacracy, OpenOrg etc.
e non-centralized currencies

e education

e entertainment

 more ...

http://rationalwiki.org/wiki/List_of forms_of government
http://www.holacracy.org/constitution
https://opensource.com/open-organization/resources/what-open-organization



Connected World Services

e free services

- Facebook, Google, Skype, ...
e really free?

- Service providers use our data to enable effective delivery of
advertisement

« “Have we accepted surveillance as a business
m O d e I ? ! https://www.schneier.com/blog/archives/2013/11/surveillance_as_1.html

« Why should we care?

- Service providers make money from using users' data for
advertisements

- “surveillance as a business model” isn't so bad!


https://www.schneier.com/blog/archives/2013/11/surveillance_as_1.html
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Dell EMC webinar: More than cameras: the
invisible challenges of video surveillance

Tuesday, November 15th
12:00 p.m. CET Register Now >>
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September 8, 2017
by Seena Gressin
Attorney, Division of Consu

If you have a credit report, there - ;
the 143 million American consumers whose
information was exposed in a data breach at Equifax, one of ©
nation's three major credit reporting agencies.

h
Size = password stend!

Hackers Hit 100 Banks in 'Unprecedented' $1 Billion S T o
Cyber Heist: Kaspersky Lab Top 500 70 e Pty 0 N

isygurslwﬁ? Fiter:  Animal = spont  Truly Rar RANK]

e Alphanumeric

-_I Rsbe“lws'ﬂube Simple
By Mike Lennon on February 15, 2015

o7 | 80 s o) o] (TR 5 (55

A multinational gang of cybercriminals infiltrated more than 100 ban!
across 30 countries and made off with up to one billion dollars over a
period of roughly two years, Kaspersky Lab said on Saturday.
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http://www.informationisbeautiful.net/visualizations/top-500-passwords-visualized/
http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-static/

slaguinu-sayoeaig-elep/wod yaamAndas mmmw//:dny ,‘siaquinN syl Aq sayoeaig ereq,

4,500,000.00

4,000,000.00

3,500,000.00

3,000,000.00

2,500,000.00

2,000,000.00

1,500,000.00

1,000,000.00

500,000.00

.00
2013

2014

60,000,000.00

40,000,000.00

20,000,000.00

.00
2013

2105

=== insider
==4==_UNintended
physical loss
=== portable device
=P stationary device

2014

2105

== hack


http://www.securityweek.com/data-breaches-numbers
http://www.securityweek.com/data-breaches-numbers

Dependability!

CRA, November 2003, [unsolved] grand challenges:

Economic

Epidemic

Engineering

Human
http://archive.cra.org/Activities/grand.challenges/security/home.html

- The Economist, November 2015:

* “The cost of immaturity”

- Average time to breach detection 205 days

- Estimated global cost of 90m cyber-attacks: $575 billion
» “cyber-security industry is booming”

- Market: $75 billion a year now [...] $170 billion by 2020

- 2016:

» cloud, mobile, social media, and more: “Cybersecurity is terrible,
and will get worse”; |oT “will be a security disaster”
https://www.lightbluetouchpaper.org/2016/02/22/financial-cryptography-2016/
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Colin Ellard Ph.D.
Mind Wandering

Oppressive Spaces, Social
Networks, and the Panopticon

How does being seen or being hidden influence our feelings? 156

www.psychologytoday.com/blog/mind-wandering/201209/oppressive-spaces-social-networks-and-the-panopticon

“Orwell was an optimist”

https://www.google.com/search?q=0rwell+was+an+optimist



iImplications

« gaps in knowledge & understanding

- RSA Conference 2017: Hacker Highschool
- https://youtu.be/lglIMoPnihA

- http://www.hackerhighschool.org/

- http://www.isecom.org/

--Pete Herzog

« “Robust Protection for Privacy Must Be Technical”

--R. Stallman, “How Much Surveillance Can Democracy
Withstand,” https://www.wired.com/2013/10/a-necessary-
evil-what-it-takes-for-democracy-to-survive-surveillance/
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Wilhelm Reich °

https://www.whispersystems.org/
https://www.opentech.fund/project/open-whisper-systems



final considerations

» the connected world, dependability, & trust
« greater transparency & oversight

e X “[...]is too important a matter to be left to
[..1"Y
--Georges Clemenceau

e alternative business models

- will they be accepted
- should we try?



final considerations

« Security/CIAA is/are essential
e “privacy is possible,” but not easy
« society should define the standards



Thank you ...

Questions?

http://www.cse.aucegypt.edu/~skassas/itu-2017/
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