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IoT is everywhere 



IoT is everywhere 



IoT is everywhere 
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Why be concerned about IoT?

• It’s just another computer, right? 

• All of the same issues we have with access 

control, vulnerability management, patching, 

monitoring, etc.  

• Imagine your network with 1,000,000 more 

devices

• Any compromised device is a foothold on the 

network



Attacking IoT

• Default, weak, and hardcoded credentials

• Difficult to update firmware and OS

• Lack of vendor support for repairing vulnerabilities

• Vulnerable web interfaces (SQL injection, XSS)

• Coding errors (buffer overflow)

• Clear text protocols and unnecessary open ports

• DoS / DDoS

• Physical theft and tampering



Security Objectives 

• Privacy Protection 

• Identity Protection

• Traffic Analysis Protection 



Recommendations 

Accommodate IoT with existing practices:

• Policies, Procedures, & Standards

• Awareness Training

• Risk Management

• Vulnerability Management

• Forensics



Threat vs. Opportunity

• If misunderstood and misconfigured, IoT poses risk to our data, privacy, and 
safety

• If understood and secured, IoT will enhance communications, lifestyle, and 
delivery of services
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