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Data everywhere: how «Big» is Big Data

Information from the Internet of Things:
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Big Data characteristics
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big data [ITU-T Y.3600]: A paradigm for enabling the collection, storage, management, analysis and visualization, potentially under real-time constraints, of

extensive datasets with heterogeneous characteristics.
NOTE — Examples of dataset characteristics include high-volume, high-velocity, high-variety, etc.



Data Transformation: from Raw Data to Actionable Intelligence

The knowledge hierarchy applied in data processing
Source: Barnaghi and al., “Semantics for the IoT: early
progress and back to the future” (IISWIS, 2012)

Actionable intelligence

Abstraction and perceptions

Knowledge

Structured data (with )
semantics) Inforrmation
Raw sensory data / Data \

B Raw data are generated - as an example, by things (and more) in loT

e Additional information enables creation of structured metadata (first step of data enrichment)

e Abstraction and perceptions give detailed insights of data by reasoning, using knowledge

(ontologies, rules) of relevant domains (second step of data enrichment)

e Actionable intelligence allows decision making



Key goal : to have ready for use
the Right Data, at the Right Time, at the Right Location

The Industrial Internet Data loop [source: GE whitepaper]
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Impact of Big Data on Enterprises

Decision making Decision making

without Big Data with Big Data

Retroprospective Prospective vision,
vision recommendations Enterprise
transformation
Data
Less than 10% data | All sources of data monetization
are available can be exploited Activity
optimisation
Data in lots, disjoint, Data in real time,
iIncomplete correlated Identification of
perspectives
Supervision Optimisation D ity Q\
supervision
yd l' -

Source :Bill Schmarzo (CTO Dell EMC Services) Big Data



Evolution of Data Usage and Source

/\ Data Source
(Consumer)

Business
(Tomorrow)

External Data

. . Data is business , data
Data Analytics for internal can be traded, benefits Data Usage

business challenge Resource (Today) to whole business eco- (Provider)

N systems
Data is resource,
integrated with business,

generates new business
models

Provided to
external customers

Approach (Yesterday)

Data is approach, business | »

systems generate data for
analytics

Internal Resource and )
Source- datablau

business data collection

Three stages of big data: internal data analytics, data driven business innovation, data benefits & market




Smart Cities: an incremental and participatory journey

Efficient and Open

* Vertical solutions bringing
efficiency in silos
* Historic data as open data

* Information still in vertical
silos, no global picture

Gardens and Public Lighting
parks

‘o

Intedligenca 1

Connectivity 1

towards full support to Data Economy

Truly Smart Unleashing Right-time Support to

_ Open Data Data Economy
 Horizontal platform

integrating “right-time” * Right-time context info « City as a platform including
context info from different published to third parties also 3" party data enabling
vertical services  Exchange of context info with§  innovative business models
* Predictive and prescriptive systems from other domains § < Open and commercial data
models enabling multi-side markets

Intelligence City Governance & Planning

Wasle Gardensand Public Mew Sarvices
Managamsant parks Lighting
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Smart City Platfarm

sSmart Connectivity

Smart Devices




www.bdva.eu

Business and social benefits from Big Data

The Big Data Value Association vision for Europe in 2020

Data: Technology: Societal:
40 zettabytes Real-time, People is aware of the benefits of Big
of useful public integrated Data in their real life and the positive

& private data and interoperable impact in health, environment, and
openly datasets across education among others.
available. sectors, borders
and languages.

Skills:

European Workforce
has Data as an asset,

integrated into technical egal: cat ~
and providing 100,000 A trusted data T s e e e Thousands of specific
jobs across Europe. ecosystem in which A true EU single Data applications will use,
Privacy & Security Market supporting EU exploit, monetize
are guaranteed along companies to become and benefit from

the Value Chain. world leaders. Big Data.


http://www.bdva.eu/

Data economy, commercialization and monetization

Data Core Activities

Data storage,
aggregation and
organization

Data processing Data marketing

and analysis and distribution
52
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Data laws, regulations and policies: formulation and enforcement of data related laws, regulations and policies

Data security and privacy services: provisioning of data related security and privacy services for implementing and enforcing data laws,
regulations and policies.

ICT connectivity and infrastructure services: provisioning of ICT connectivity and infrastructure services for implementing data value chain
activities

Data skills enhancement services: provisioning of data skills enhancement services, e.g. data related programs, degrees, certificates, courses



EVERYONE BENEFITS FROM DUBAI DATA

DUBAIDATA

“Our aim is not to have the
most data, but to unleash the
greatest value from data,

creating new opportunities and

improved experiences for all.”

His Highness Sheikh Mohammed bin Rashid Al Maktoum
On the announcement of the Dubai Data Law October 17th, 2015

DEFINING DUBAI DATA KEY TERMS

DATA
Any organized or non-organized
set of inputs, facts, concepts,
instructions, observations or
measurements, that can be
interpreted, exchanged, processed.

BIG DATA
Extremely large amounts of
data that may be analysed to
reveal patterns, trends, and
associations. Typically answers
‘what?' questions.

@

RICH DATA

What Big Data turns into after
being subject to deeper, often
qualitative analyses, extracting
insights. Typically answers ‘why?'
questions.

Data classification: Big Data, Open Data and other
(view from Dubai Data Initiative)

Integrated city traffic
and event calendar
data can anticipate
and redirect heavy
traffic flows. So | can
arrive on time and
enjoy the concert with
my friends!

CITY
PLANNER

Sharing data between
departments allows me
to make better
informed, critical
decisions faster to

TOURIST improve quality of fife
for everyone.

ALL DATA

BIG DATA

SHARED DATA

“City data helps me
plan my family's
experiences, from
school to healthcare
to our energy
consumption, so we
can spend more time
together.”

BUSINESS
OWNER

“Data helps me identify
new ways to serve our
customers better, by
improving our existing
services and opening
RESIDENT new business

opportunities.”

AR
\%/
DUBAI DATA

Any data relating to any
aspect of the Government,
economy, culture and life
within the Emirate of Dubai

(a

OPEN DATA
Data published by the
Government or private sector
entities, to be used or
exchanged with individuals or
third parties openly.

B

SHARED DATA
Data made available for
sharing and re-use among
entities, subject to certain
terms and conditions

Owned by entities is made available for sharing
and re-use by other entities

Shareable across entities according to

professional responsibilities

Shareable within certain groups
subject to strictcontrols

Shareable in a limited way between
certain individuals under strict controls




Data Analytics techniques

2 < =
Epidemic prediction,
fraud detection,

Wh at WI | | customer risk and
happen

retention&,

" Searchfor - Anticipating the

correlations, customer effects of a decision
segmentation Predictive

Planning,
Optimisation,

Descriptive Prescriptive Pricing

What has
happened

Why it will happen and
recommendations of
actions to take benefit
from predictions




Application Domains of Big Data - few examples




Telecommunication networks and services

Process optimization and data monetization via analytics - driving
revenue by sharing, analysing and interpreting data, for multiple
purposes

e Extraction of tangible business and technology value

* Real time response and action, improving productivity/business processes,
lowering costs

 Long-range forecasts enabling strategic actions - business differentiation

 New/improved business models and service offer, faster, more efficiently and
agile




Vertical industries — example of monitoring and predicting plant failures

Customer’ s challenge
e Avoid damages by predicting failures, shorten the
lead time to identify the cause of failure

Effect of solution
e Monitor/detect prediction of failures of plant facilities
eDetect abnormalities from large volume of sensor
data at an early stage, avoid large-scale damage
before it happens

sisAjeuy

Point of introduction

eVisualize operational status from existing data by

Analytics technologies
eUtilize massive data in real time and realize high
accuracy monitoring/detection of failure prediction

Plant facilities Oper.

Analytics technologies

Compare predictive value
and observed data

Sunonuopy
uo[3ed1130N
A

Control room Operator

\

ation room Surrounding facilities

Analysis of large amounts of
metric data collected from
multiple sensors to
automatically identify
relationships and detect
anomalies

Analytics Technologies
example from NEC

A\ N
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Big Data distributed processing for Transportation Safety
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Transportation service platform monitors transportation safety
relevant conditions and parameters, performs disaster simulations and
decides the threshold values for disaster prediction and detection
Transportation safety management centre monitors safety status of
vehicles and transportation infrastructure, and influences operations
of vehicles and infrastructure, by collaborating with transportation
safety service platform, including generation of alarms

‘ Transportation Safety Service
Platform

(Server)
yY

Precise decision
Big data analysis based on loT sensing data

loT Control Messages

. N
loT Sensing Data
Vehicles
Sensing data Threshold values for fast decision
A
Transportation Safety Service
Platform
. (Client
Fast decision
Real time analysis of sensing data locally

Source : ITU-T SG20 Y.4116

Vehicles locally process and compare sensing data to threshold
values for fast decision. Sensing data from vehicles and
transportation infrastructure are delivered to the transportation
safety service platform (server side).

The platform generates threshold values (e.g. safety indexes)
for more accurate decision based on big data analysis.

The generated threshold values are delivered to vehicles for
appropriate adjustment of the local decision making process.



Wearable
device
related data

Consumer applications: wearables
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Smart glasses

Smart bracelet

User

Wearable devices

-

Smart clothin

Smart ring
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Exercise tips

Work plan

Analysis
results
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Office s
assistant p_orts
trainer

Game
developers

Other WDS users

Source: ITU-T Y.4117 «Requirements and capabilities of 10T for support of wearable devices and related services»
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Big Data Technologies - highlights




Some Big Data challenges

Dealing with the “V”s of data : Volume, Variety, Velocity, Veracity

Discovery (devices and data sources), integration (heterogeneous devices, networks
and data)

Scalability (number of devices, diverse and huge data, computational complexity of
data interpretation)

Availability and (open) access to data, data query

Interpretation (extraction of actionable intelligence from data)
Massive data mining, efficient processing

Trust, security and privacy of data (technical and non-technical)

Other non-technical challenges are also essential, including data governance and
ownership

21



Some critical deployment aspects

Data security, privacy and trust, extended and lawful data access, data liability
(policies) and regulatory compliance

* Definitely, these issues are not only technical

Dealing with the multi-dimensional challenge of Analytics (data at rest versus
data in motion, and the related data cycle operations)

Large spectrum of evolving technologies and products (e.g. which tools
(identification of needs), which adequate evolution, deployment costs),
organizational impact, skilled personnel

System performances and reliability

Best practices on integration and interoperability with legacy environments and
applications

22




Scalable Big Data processing and management solutions
for stream processing, including video, are not yet there

Pure centralized cloud solutions will not be able to scale for continuous
and timely processing of growing amounts of real-time streams

Solutions mixing edge and central cloud processing with high
performance computing capabilities are required

* Faster response to emergencies gy cludConuis

Lo S

Fog Computing

EEhee

* |Improved decision-making

* Increased operational efficiency

Trust Management

ROOF Computing

Embedded <
oo

Distributed computing: Edge Computing
and more (Fog/ROOF/Device Computing)

Data Processing and Management




Semantics based technologies and ontologies for semantic data
integration: tools for intelligence enablement from (Big) Data

Requirements for interoperability, scalability, consistency, discovery, reusability,
composability, automatic operations, analysis and processing of data in telecom networks

* Semantics based approaches have outstanding features towards these requirements

Smart government affairs
Smart education

Smart community facilities F ‘_x"
a0 % T f :
" i oem PV

o § Smart environmental protection

Smart tourism

- 5,
=

Smart police service ’

Smart traffic

Common  GE=cIRed wenes - © ETS| 2017

Smart medical treatment

Vocabu\arV SAREF (Smart Appliances Reference Ontology) and ongoing
d SAREF extensions to better integrate semantic data from
\S neede different vertical domains
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Technologies for Cross-Domain Data Sharing - context info management

Cross-domain applications require access to information from different domains that is normally
held in separate silos - e.g. they need to share context information

Applications in Cities

Different sources of
B e ) context information

» lJ
& Uizl

e Context Information — |
¢ Driver e Cit-izen ?i:_g?ation
* Location ’ * Birthday .
: * Preferences * Business name
* License plate N o iame . Franchise
* No. passengers * Location _
. g « ToDo list e Offerings

Standardized solutions for management of context information are under work (ITU-T, ETS|, ...)
* To ensure vendor neutrality for users such as Cities

* To reduce technological barriers to development/deployment, to enable innovative services
Promoting the “Network Effect” of Data
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Blockchain for Big Data

Blockchain itself is an
untampered database storage
technology.

/
Blockchain can secure the

/ /
/Data transmission/ o
/ /| process of data transmission.

/

S

Blockchain can guarantee the
privacy of data.

Blockchain can vouch for data

Data analysis authenticity and legitimacy,
helping users to establish data
trust.

Blockchain can safeguard
related rights and interests of
data owners.

Data flow

Source: Tai Cloud Corporation

Blockchain and other Distributed Ledger
Technologies are booming these days, with
new technology approaches, uses cases and
business models coming up regularly

Still not completely prepared to support many
real processes in today's economy

Standardization is expected to play a relevant
role in their application (but should not slow
down innovation)

ITU-T strongly involved in related
standardization (incl. SG13, SG17, SG20, FG-
DPM, FG DLT)

Blockchain technology fosters a new generation of transactional applications that establish trust, accountability,
transparency and efficiency. It shows great promises across a wide range of business applications in many fields.
However, its applicability needs to be evaluated according to the specific scenarios.



Augmented capabilities via Big Data + Al/ML integration

Application example of telecommunication networks an&rvices

_
. ity
it Cm®
» ®

, Ct@un
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Enhanced network design, operation and

optimization Intelligent support of the management of

o coping with highly increased complexity the whole life cycle
o enhancing efficiency and robustness of network

operations (e.g. by reducing number of measurements

and facilitating robust decisions)
o increasing network self-organization feasibility

(cognitive network management) But also challenges (including the general

o providing reliable predictions [pro-active strategies]
TRUST challenges of Al/ML) !
Enablement of new advanced applications 27




For an Accountable and Ethical Data Management and Analytics

= Opening the black box of Deep Learning
= Data provenance and usage monitoring
" Progressive user-centric analytics

= New paradigms for information flow monitoring

= Fact-cheking requiring explicit, verifiable argumentation integrating
heterogeneous data sources and explainable reasoning

Source: N. Boujemaa, INRIA, BDVA Board member

Marco’s opinion: International coordination on Big Data and Al/ML standardization (for networks
and services) is definitely necessary between ITU-T and relevant SDOs, Alliances, Consortia

—~——— ——



“Personal Data” processing and management

This is a very relevant topic at both technical and policy & regulation levels
Big Data technologies have to address this matter - research, solutions, ...

Personal data in GDPR GDPR principles for personal data

‘personal data’ means any information relating to an * Processed lawfully, fairly and in a transparent manner
(“Lawfullness, fairness and transparency”)

* Collected for specified, explicit and legitimate purposes

An identifiable natural person is one who can be identified, (“Purpose limitation”)

Adequate, relevant and limited to what is necessary

(“Data minimization”)

* Accurate and, where necessary, kept up to date
online identifier or to one or more factors specific to the (“Accuracy”)

identified or identifiable natural person (‘data subject’)

directly or indirectly, in particular by reference to an identifier

such as a name, an identification number, location data, an

Identification no longer as necessary for the purposes
(“Storage limitation”)
* Processed in an appropriate manner to
maintain security (“Integrity and
GDPR is the European Union’s “General Data confidentiality ”)
Protection Regulation ” on usage and protection of « Accountability (documentation)
personal data in EU - enforceable since 25 May 2018 Source: Austrian Data Protection Authority

physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person. Source: GDPR

Article 4, Definitions



Thank you very much for your attention
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Backup information -
few highlights on Big Data Standardization
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Big Data technical standardization

“Some” areas for standardization [ITU-T Y.Sup40 on Big Data standards roadmap and more]

Big Data architecture and APIs (APIs with network infrastructure, users, auditors)

Flexible Analytics (real-time, batch; remote, distributed and federated analytics; network-driven analytics)
Data access, including Open Data frameworks and Data Governance within companies

Framework for Data quality and trust (context dependent)

Framework and standards for Data Exchange - data sharing, transaction, interconnection

Security and Data protection, anonymization and de-identification of Personal Data (and reversibility)

Integration of Big Data requirements in central/distributed cloud computing solutions for both infrastructure and
services (interoperability, data/process security, traceability, personal data protection, SLAs, data storage)

Standards and guidelines to address issues for legal implications of (Big) Data in telecom (e.g. Data ownership)
Benchmarks for system performance evaluation
Standardized visualization methods

Domain-specific languages

Different standards initiatives are addressing the different technical Big Data areas

ITU-T [SG13 for non-loT, SG20 and FG-DPM for loT], ISO/IEC JTC1 SC42, BDVA, others .



A foundational ITU-T Recommendation on Big Data in loT:

ITU-T SG20 Y.4114 “Specific requirements and capabilities of the loT for Big Data”

Specific requirements and capabilities the loT is expected to support to address the challenges related to Big Data

loT Data
provider
A

} loT data (
A

loT Data
carrier

} loT data

data .
collected data injected
from things oxternal

[eSources

loT Data

framework
provider

loT data

loT data

Y

loT Data

application
provider

The loT data roles identified in Y.4114
[the key roles relevant in an loT deployment
from a data operation perspective]

loT Data
consumer

loT Data
provider

evice ide

Network provider
Platform
provider

loT data

loT data
data

collected
from things

data injected
from
external
resources

provider

Mappings of 10T business

data roles

10T Data carrier

Network provider

loT data

) 4
10T Data
framework
provider

Network provider

Platform

loT data

10T Data
application
provider

Device provider

Network provider

( 10T Data \

consumer

roles (ITU-T Y.2060) to loT
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Big Data Value Association: BDV Reference Model

Crerimas’ amrms, |=T Spe=il Imagw Languogs, Srepk
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Data Visualisation and User Interaction

o
]
o
=
=
3
L]
=3

BDV RM is structured into
technical areas (capabilities)
— there is no layering
connotation

Data Analytics

Data Processing Architectures

Data Protection

jsni] pup Apunaagiagdn

Data Management

Cloud and High Performance Computing (HPC)

|puosiag/oiysnpu| ‘swaoyojd Bulioys ojog
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sdpyaa pup Bupiaaubuy

Things/Assets, Sensors and Actuators (Edge, loT, CPS)

Source : BDVA




ITU-T Focus Group on Data Processing and Management to
support lIoT and Smart Cities & Communities (ITU-T FG-DPM)

Essential tasks

= |dentify challenges in loT and smart cities for DPM

= |dentify key requirements ad capabilities for DPM

= Promote the establishment of trust-based data
management frameworks for loT and SC&C

= |nvestigate the role of emerging technologies to
support data management incl. blockchain

= |dentify and address standards gaps and challenges

5 Working Groups

WGT - Use Cases, WG2 - DPM WG3 - Data WG4 - Security,
Requirements and Framework, sharing, Privacy and Trust

Applications/ Architectures and Interoperability including
Services Core Components and Blockchain Governance

15t meeting in July 2017 (SG20 as parent SG)

Last meeting is planned in July 2019

WGS5 - Data
Economy,
commercialization
and monetization
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ITU-T FG-DPM working deliverables

7 wel )

DO0.1 — Terms & Taxonomies

D1.1 — Use cases & Requirements

.

NOTE 1- DO0.1 collects terms from all Deliverables.
NOTE 2 — Ad-hoc team’s activities should be reflected in D2.1.

WG4
\
D5.1, D5.2, D5.3 & D5.4 — DataEconomy, WG5
Commercialization and Monetization
J
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Data sharing: cross-domain Context Information Layer in ETSI ISG CIM

An info-exchange layer on top of loT platforms - especially targeting Smart City applications

Open
APP EXAMPLE: | ( ) ~_ Datal ) |
. Context Context _ | Data Publication @
Citizen S @ Information Information |~ |  Platforms
Complaints s 2 o Management CIM-API Models J
Photo-App = 8 [JSON-LD] [JSON-LD]
0 . Q —
Application < g
2 ' ) \ J M
'T‘ i Mca

ETSI ISG CIM goals

To develop advanced standards for exchanging
cross-domain information

* To develop data exchange APIs such as APIs for
context management, data publication platform,
data model standardization

* To develop example data models

loT one

Information MM

Systems

Collaboration with ITU-T FG-DPM, oneM2M, W3C ..., and open-source implementations
37



Towards Data-driven Artificial Intelligence of Things

DATA APPLICATION-BASED APPLICATIONS . - /
DATA PROCESSING AND MANAGEMENT ANALYTICS N
: n / ‘ . ‘. ' \

|| DATA DATA DISCOVERY PROE')I'FEEI@HOH puei‘ﬁ&yhor-J

Discovery

COLLECTION Data Fusion Enrichment A ) Publicati e Smart Home
nonymize ublication .
Filtering ' Modelling 4 Exploration
Actuators Indexing Annotation Masking Open Data
Sensors Tranet Sharing N
Devices AI-BASED MECHANISMS ['2nsforma Pt Reporting ew I ata
Pre- Pe‘;.:?:al Management $OGNITIVE and Analytics

rocessin
: ? DATA ANALYTICS Sharing

Storing . Data Meta-data
Semantic Management Visualization

Economy

O:

Social Medig . _ Shari dal | Predictive
@ - Ingestion coﬁf:;?,g;ngam Co?r';%gf and Report A'ﬁgﬁf.ﬁnznd
Location Data Security, Privacy and Trust Management Data-d I’iven SerViceS
) Data Processing, Management & Analytics Infrastructure Al-based DEEP Analytics

@ealthcare

Collection > Ingestion

Data Security, Privay, Trust and Governance for trustworthiness in AloT

AloT: Artificial Intelligence of Things

Source : Dr. G.M. Lee



