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Cyber Development Training

Cairo — Egypt, 11-15 December 2022

AGENDA
Day Morning Session (9:30 am to 1 pm) Lunch Afternoon Session (2 pm to 3:30 pm)
Break
Day 1: 08:30-09:00 Registration 1:00-2:00 Session3: 2:00-3:30
11
December Law enforcement cooperation with
CSIRTs/National CIRTs
09:00-09:25 Opening Remarks
- NTRA
- ITU (Ahmed Elraghy)
09:25-09:40 Coffee Break and Group
photo
Sessionl: 09:40-11:00
CYB Governance & CERT
Operation
Session2: 11:30-1:00
Digital Forensics
Speaker: Abdelrahman Bakry
Day 2: Session4: 9:30-11:30 1:00-2:00 Session6: 2:00-3:30
12 Speaker: Drill Scenario 1
December

Coffee break 11:30-12:00

Malware analysis




Session5: 12:00-1:00

GCl: An overview for
cybersecurity enhancement

Day 3:

13
December

Session 7: 9:30-11:30

Speaker: Drill 2 Scenario 2

Coffee Break 11:30-12:00

Session 8:12:00-1:00

Cybersecurity and online safety
awareness: what steps can
countries take to protect the
most vulnerable?

Part I: Women as
disproportionately affected by
cyber threats; gender inclusion
to improve cybersecurity

Part II: Children and young
people: how to empower them
to fully take advantage of the
opportunities of cyberspace?

Part Ill: Elderly population: the
need for better risk awareness

Part IV: Inclusion in
cybersecurity workforce
development as part of the
solution

1:00-2:00

Session9: 2:00- 3:30

Incident Response Training

Day 4:

14
December

Session10: 9:30-11:30

Cyber Crisis Management:
Financial Sector - Tabletop
Exercise (TTX)

Coffee break 11:30-12:00

1:00-2:00

Session12: 2:00-3:30

- Vulnerability Assessment and
Penetration Testing




Session11: 12:00-1:00

- Vulnerability Assessment and
Penetration Testing

Day 5: Session13: 9:30-11:00 1:00-2:00 Session15: 2:00-3:30

15 NCS Guide: NCS Development Closing Ceremony
December | and Implementation Practices

This session will touch on the
NCS Guide, its structure and
share some experiences/good
practices in NCS Development
and Implementation. An online
NCS self-paced

training: Lifecycle, principles
and good practices of national
cybersecurity strategy
development and
implementation is available in
English, French, and Spanish

Coffee Break 11:00-11:30

Session14: 11:30-1:00

Malware analysis



https://academy.itu.int/training-courses/full-catalogue/lifecycle-principles-and-good-practices-national-cybersecurity-strategy-development-and-0
https://academy.itu.int/training-courses/full-catalogue/cycle-de-vie-principes-et-bonnes-pratiques-pour-lelaboration-et-la-mise-en-oeuvre-dune-strategie-0
https://academy.itu.int/training-courses/full-catalogue/ciclo-de-vida-principios-y-buenas-practicas-en-la-elaboracion-e-implementacion-de-la-estrategia-1

