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NTT Group

One of the world’s largest ICT Companies(2o14 Fortune Global 500)
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Customers Using Services Provided
by NTT Com

Outside Japan

crocs’
sh
STEPHEN
EJ // \\\ |ﬂ§
mizkan
Y DhEE L'OCCITANE

EN PROVENCE



1. ICT Infrastructure:
(Datacenter, Network, Cloud)

2. I0T Service

3. Security Service

Copyright © NTT Communications Corporation. All rights reserved



ICT Infrastructure
(Datacenter, Network, Cloud)
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Data Center: Nexcenter

€ NTT Group has the world’s largest data center space
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.U7.\ol (NTT Indonesia Nexcenter)
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Mar. 2014 Mar. 2015 Dec. 2015 From 2016
~onward
*As of Feb 2016 (incl. plans)
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Expansion of Nexcenter
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India Mumbai 5
October 2015

us
California Sacramento 3 (CA3)

April 2015
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Thailand Bangkok 2
December 2015

Virginia Ashburn 2 (VA2)
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April 2016

Hong Kong
Financial FDC2

December 2015

UK
Hemel Hempstead 3

April 2016

us
Texas Dallas 1 (TX1)

September 2016



Thailand Bangkok 2 Data Center

The largest-scale Data Center
in Thailand

1,400 racks 9.5MW

+ Safe location with low risk of flood

+ Top-class reliability suited to financial institutions
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Data Center Interconnectivity

€ Connecting more than 30 data centers globally via 10Gbps closed
network to support growing inter-system traffics

France Switzerland
Germany

. 10Gbps o,

Best Effort Network

Singapore
[East Coast/
West Coast]

China Japan
[Hong Kong] [Tokyo Area/Kansai Area]

Thailand
[Bangkok]

Malaysia
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Submarine Cables Systems

Connect major cities in Japan, APAC and US with
industry’s lowest latency

APG™2 scheduled for Washington (US)
launch in 2Q 2016

South Korea Cchiba
Ibaraki

ASE Hong Kong ShanghahAr California (US)
route launched i _ p
in Feb. 2013 fshfﬂtgh?a('c’?ﬂii) 4 PC-1 acquired Industry’s lowest
\raiwan in May 2009 Iat_ency between
C : ~ ~ |Chicago and
(Hong Kong) Capacity expanded in||tokyo

ASE Cambodian route
scheduled for launch

in 2017 \Vietnam

Cambodia
Thailand

July 2013

Philippines )
ASE Okinawa route
scheduled for launch in
March 2016

Malaysia / ASE*1 ,

. | hed Industry’s lowest latency

Singapore auncne b S_ d Tok
in Aug. 2012 etween Ingapore an OKYO

*1 ASE: Asia Submarine-cable Express *2 APG: Asia Pacific Gateway
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Cloud: Enterprise Cloud

€ Integrating ICT infrastructure for both traditional ICT and cloud-

native ICT
Cloud-Enabled

Traditional ICT Cloud Native ICT
Mission Critical Application

CRM ERP SCM Big Data
HCM PLM SRM Analytics m

Cloud Management Platform

Colocation Enterprise Cloud BRIy

- . ] Cloud
OracIeJ SAPJ Microsoft } SAP JPrlvateJ Public COntamer\J

Dynamics AX HANA PaaS PaaS | Technolog
Nexcenter Hosted Private Cloud ﬁ",
Bare Metal Server
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Cloud Footprints and
Secure Network Access

€ Deployed in 14 locations, 11countries
€ Closed network (Global IP VPN) provides secure access to Cloud

Cloud Foot prints

| Closed Network Access
Closed Network Access

DC
locations
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IOT Service
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IoT Platform

€ Secure Global mobile network & Cloud Service support
customers’ M2M applications

v Global Storage
appl\l/:ia'\l/’lcion (@ (140 regions including Thailand)
E) Global SIM
(One SIM for all over the world)
Secure Network
(End-End Closed NW)
QQ O Q ‘ Cloud Seamless
(Integrated with Enterprise Cloud)
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IoT Field Test
for Obayashi Corporation, Japan

X

Safety Management System

(Developed by NTT Com)

Wearable sensor

“hitoe”
(Developed by NTT&Toray)

Global Mobile Network >

e
%—)% - Monitor status of
workers
- Improve safety

at construction -
Workers sites etc. Field Manager etc.

Construction Site Control Center, etc.

* "hitoe” is a functional fibre material that
can acquire heart rate and cardiac
potential data just by wearing, whose
registered trademark is owned by NTT
Laboratory and Toray Industries, Inc.
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New AI Technology Identifies
Specific Human Motions

New video analyzing platform as a service that utilizes Time-
series Deep Leaning (Al) to accurately analyze video data.

<Usage Example for Security> Administrator

Analyzing Platfor

Cloud Analytical Engine Analytical Engine
\(C_4deo Data One-stop
— Management

Network

Detect

Analyze distinct Detect human

. . suspicious
human motions/behaviors ) d'p' |
appearances individuals

'\ ®
v' ldentification of defects/failures in plants,

v Understanding customers’ purchase behaviors at stores
v' Analyzing sports performance
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Security Service
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Limitation of Anti-Virus protection

€ Advancing method of creating malware
makes Anti-Virus detection rate deteriorate.
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Communications Corporation. All rights reserved.

20



Automated security system cannot
detect all of risks

Invisible risks

Correlation analysis
by SEIM and Human
analyst can find

€ Human enriched advanced analysis is required
to mitigate the risks
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Number of Security Detection

*Data from
average number in
NTT Com GROC

Number of security detections in a Number of security detection
company per month by security systems report by analysts

12,000,000 10

IPS
Human Enriched S
; andbox
Advanced Analysis
FW
Proxy

SIEM engine Analyst Customer
collection analysis validation report

Security device: NTT original Analysts evaluate Report analysis

FW, IDS, IPS, developed SIEM the risk and report and

Sandbox engine can accuracy of info recommended
visualize the from SIEM engine | action based on

Non-sec device: potential risks Action Card to
Proxy customers
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‘WideAngle’ Managed Security Service

€ Minimize security risks through in-house developed security
operation platform and monitoring by risk analysts

Customer
Systems
On-premises
Equipment Global Risk Operation Center
Cloud ::i;_!\/lonltorlng 7 locations Cust
globally ustomer
Reporting/
Incident
| Notifi(_:ation/
Colocation 4, Security Operation Platform gg\r'\',sisg
log \
C0||ect|on Customer
= & — Portal
Endpoint
ID u SIEM Engine Blacklists
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Global Foot print of Wide Angle

€ Global Risk Operation Center(GROC) has
7 location world-wide

Sweden
Netherlands *Finland
UK -
Norwa
(London) - |
Waltham * ﬁ Germany
iBIoomfieId & ﬂ witzerland
New York
France
US(Ashburn)

Aliso Viejo

» 450 Security Specialists in 14 countries.

SIEM Engine location

* Security Consultant location

Global Risk Operation Center

Japan
+Hong Kong
Singapore
Sydney

» Number of Managed Security Devices :11,000 devices
> Number of Risk Consulting Service : 8,000 deals/ 25 year’s activity
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NTT Com Infrastructure Services

€ Enhance customers’ ICT environment and business by
providing full-stack of services globally

Managed Security Managed Services
Managed ICT
loT Al / Bigdata
Platform
-
I
I
= - =k
- Cloud Service
I

Global IP Backbone Customer Premises

Global Data Network

Global Data Centers
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Thank you

Copyright © NTT Communications Corporation. All rights reserved.

26



