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United Nations Office on Drugs and Crime Regional Office for Southeast Asia
and the Pacific

GOAL:

To better equip governments to handle drugs, crime, terrorism, and corruption-related issues,
by maximizing knowledge on these issues among governmental institutions and agencies,
and also to maximizing awareness of said matters in public opinion, globally, nationally and
at community level.

Terrorism Prevention

Mandated by the General Assembly to: Global Programme on Cybercrime
(reaffirmed in resolution 72/194 (2017) 3 Pillars
**Transport Terrorism Offences (aviation and maritime) ] ] ;

e Field-based technical cooperation > o Cybercrime
“*Chemical, Biological, Radiological, and Nuclear Terrorism and [ < ]
Proliferation of WMDs by Non-State Actors e Research and analytical work
«*Human Rights while Countering Terrorism e Normative work to assist States
“¢Financing of Terrorism (incl. through virtual cryptocurrencies) in the ratification and Online Child
“*Protection of Critical Infrastructure from Terrorist Attacks incl. imp|ementati0n of the relevant Protection
Cyberattacks international treaties and the
“*Use of the Internet/Social Media for Terrorist Purposes development of domestic Digital

. igita

**Foreign Terrorist Fighters IengIatlon Forensics

+»Criminal Justice responses to Violent Extremism
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25" - 27% Fab 2020
Bangkok, Thailand

Telecommunication Union (ITU) today signed a Memorandum of Understanding at the ITU Headquart
the use of information and communication technologies (ICT).

As the leading specialized agency of the United Nations in such technologies, ITU helps countriesto t
sustainable economic development, especially among the most vulnerable sections of society.

But the advent of the global digital age has also made life easier for criminals. As more people gain a
swindled. Worse, young people are particularly vulnerable in an online environment; online child abuse
and demands concerted collaboration. "It is important that countries harmonize legal frameworks to |
facilitate international cooperation” said Mr. Fedotov.

Progress in international efforts to address transnational organized crime, including emerging issues
cybersecurity, were the focus of the 2011 session the Commission on Crime Prevention and Criminal
UNODC on crime issues. The Commission encouraged UNODC to work more closely on cybercrime, i

exploitation.

Regional Representative leremy Douglas speaks on a panel about UNODC mandates and
The Memorandum of Understanding covers areas for cooperation, such as capacity building andtech ~ @ssistance in Southeast Asia
countries; training and joint workshops; dissemination of information; prevention and education materials; and knowledge and data analysis.
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Cybercrime Trends in Asia Pacific
o

Phishing

Distributed Denial of Service
(DDoS) Attack

o

Sextortion &
Romance scams

Hacking & Cheating

O

Malware

Frauds & Scams

Web Defacement
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Asia Pacific Actions for 2020 - 2021

Cyber threats to CNI

\:’\;’1)
Cryptocurrencies @ 0

Working Group

;’i National Cybercrime
%% Roundtable Discussion

Regional Online Child Sexual I ;
Exploitation Working Group &

O Digital Forensics

%
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Thank You

The UNODC Global Programme on Cybercrime

Alexandru CACIULOIU
Cybercrime Programme Coordinator (SE Asia and Pacific)

alexandru.caciuloiu@un.org

@alex_c_unodc
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