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HOTt: Global capital markets are active in the loT domain!

Country / Region loT Spending (2016) | CAGR ( to 2019) “

Manufacturing,

(o)
222 [oillien &1 transportation, building
Europe (France, Germany, - o Industry, smart grid,
Italy, United Kingdom, Spain) Ja0 il 21ld2% connected vehicle
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2011->2015:
Investment on Wearable
and healthy areas are the

70
: 69
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52 53
> most popular
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532253325365 cso0lbeng 3 Investment on industrial
areas is the most popular
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Why: loT will open up a new space for development!

____________ A new space for economic growth e,

I
B The development of 10T greatly stimulated the technological innovation vitality, such |
as 5G network, cloud computing, big data, etc. |
The development of 10T also drive the integration innovation across different industry, |
such as smart manufacturing, connected vehicle, new material, etc. |
B New economic growth points are emerging. i

A — A new space for industrial investment . ______________

B The development loT will further promote high-speed, mobile, security, ubiquitous
information infrastructure.

B The development of 10T will drive intelligent transformation on energy, transportation
and other important social infrastructure.

A new space for information consumption —________________ ;
| B Intelligent wearable device, smart home, self-driving car, and many other new i
| products continue to emerge. These new information products and information |
| services will constantly stimulate the demand of consumer. |



Long-term: Internet of Everything (IoE) scale is significant

Expected to 2020, the number of IoT Device
(unit: billion)

19 &
trillion
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Short-term: 1oT is entering the third wave of development

A » 3. industry value-added and model innovation
» 2. connectivity and service capabilities 2. connectivity and service capabilities
Core 1. efficiency and quality improvement 1. efficiency and quality improvement 1. efficiency and quality improvement
y q y Imp y q y Imp y q y Imp >
il e T
advantage : . ters - | Promoters : Promoters :
: trra(:jrirt‘i?)nearlsin.dustries I L ndustries Manufacturing,
| ) ' Advantage : transportation
O Stock |
I Ind O Management manufacture Large-sca|e;
O Industry O service trong drive
connected | O Strategic status
wearable vehicle is important
: O Integration and
Medical / public i 9 tion
Customs / Smart city service I ‘qva 10
k Airport ability
Important
areas Smart | Smart | Smart
appliance meter home
Smart _>< Smart | bl
meter home wearable
long-term impact of the global economic development + phased impact of the industry pattern changes I>
I I I I I I I
>
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Driving force: strategic industry + large-scale market

National Strategy: reconstruction of
national strategic basic industries
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refactoring

advantage

0 USA: Advanced Manufacturing

0 Germany: Industry 4.0

[0 France: New Industrial France

0 China: China manufacturing 2025

loT

Within the industry : focusing on high
value-added and large-scale consumer market

large number of users large-scale market

| ]
v

[ typical applications ]
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Question

e How to follow the wave ?

to meet the challenges ?

/wtopromote_'the development ?

loT
Ecosystem



Solution. Ecosystem construction of lIoT

Technologies
and
Standard

Policy
and
Strategy

Security

and
Privacy

Deployment
and
Application
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Change: from “ comprehensive” to “focus”

»*
*
" *

In June 2016, the US government
announced the establishment of a
new intelligent manufacturing
innovation institutions, which is led by
the Department of Energy, and
managed by the US Smart
Manufacturing Leadership Coalition
(SMLC).

The US government will spend $ 70
million to focus on promoting the
adoption of open source digital
platforms and technology, in order to
integrate advanced sensors,
controllers, platforms and modeling
techniques into commercial intelligent
manufacturing systems.

I
In March 2015, the China Ministry of :
Industry and Information Technology |
launched intelligent manufacturing |
pilot. I
In May 2015, the China State Council |
issued the "Made in China 2025" and |
deploy the comprehensive strategy to |
promote the implementation of |
manufacturing power. |
In 2016.6, the China Ministry of |
Industry and Information Technology |
issued “Innovation and development |
work program for Internet of |
Vehicle(loE)". :

I
I
I
I
I
I
I
| . -
| | revolutionary technologies in
I
I
I
I
I
I
I
I
I

« The Germany government issued
the “High-tech strategy 2020 for
Germany" and "Industry 4.0".

« As one of the top ten projects,
Germany will invest € 200 million to
support the development and
innovation of a new generation of

to national strategies.

* The three major industrial
associations in Germany, BITKOM,
VDMA, ZVEI, jointly established the "
Industrial 4.0 Platform" to establish

I

I

I

I

I

I

I

I

I
industry, and upgraded “Industry 4.0” |
I

I

I

I

I
cross-border research groups and :
I

I



USA

: comprehensive advantages
iOS/Android/Linux Microsoft/Amazon/Hardoop
Cloud computing
0S .
/Big data
loT
Chip/Sensor Internet
TI/Marvell/Qualcomm/Honeywell/Bosh Cisco/ICANN
« US States House of Representatives: « US States Senate: In April 2016, "Developing Innovation
Energy and Commerce Committee and Growing the Internet of Things (DIGIT) Act" was
announced the establishment of a approved by the Senate Commerce Committee. A
bipartisan working group to review the working committee will be established for the US
Internet of Things policy, and submit a government to promote loT top-level framework design,
summary of recommendations. innovative proposals, and spectrum planning, etc.
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Europe: open-loop = an ecosystem

1. Research 2. Alliance 3. Platform

Digital Single Market (DSM):
O asingle market for IoT;

ALLIANCE FOR INTERNET OF THINGS INNOVATION - AIOTI

O a thriving IoT ecosystem;
iy g d¥ . » ) European
a human-centere 01 approacn.
PP Platforms
Initiative
IoT Vision in 2@2@
loT conneclions within EU28
6B Units Year | Project ID Project Name Sum
€ 1,181B Revenues .
— ‘ 2014- Internet of Things and Platforms for Connected
“:IT‘ii:li;:;;‘;j:T]Tgoﬁ ;Oig:og) . f:o-;l:;l rj Hng ce anc “ 2015 LEIT-ICT ICT-30_2015 Smart ObJeCtS 49
A oo Congoners v, A“Dez '32“;9%“.%;;;;5 s 2016-\ Cross | o 05 2016 loT Horizontal activities 4
aone 2017 domain
9 : l0T-03-2017 R&l on 10T integration and platforms 35
ol aitBlG:
; T UA]’Aum
Clow‘ Compuiing el echnologies Big Data
Cloud compufing @ W":’]“:JTCJ:'”‘:; Hb— CEn 1—9 ents of, ond Ksy canmbrors ro,
encbling he growih :FrreEu 020N and vieriowids (o7 e:*-sgs'ams.
- [€ 15
b2 Ll million] [€ 20 million]

' Towards hyperconnected sociely and economy 1 [€ 20 million] [€ 30 million]




China: transformation & upgrade & cooperation

China attaches high importance to the integration and development
of new information technology and advanced manufacturlng

Roadmap | "To develop

and main Propose *"Using modern industrial

Information svstem. and
contents . nnology to drive ystem,
vigorously promote

industrialization, the integration of

while ) .

. . information and

industrialization to . o
romote industrialization",

P : the concept of the

information ) .

integration of these
technology

two aspects.

Made in
China 2025

Promote the deep
integration of
information and
industrialization,
promote the
informatization of
economic and social
fields

Comprehensively promote
the deep integration of the
two.

Currently

Internet+
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Chinas: internet+

T_he k?y “Internet+ " Guideline put forward 11 special actions, covering production,
direction of human living, innovation and others. "Internet + manufacturing” is focus on
"Internet+" industry, which is the most important field.

action

o N

Ilne
retailer

Productive
service

Key economic areas

\ Y

4 N

Important human
living areas

People's
livelihood
services

\ y
‘ ntrepreneurshig®y

e N\ | & innovation Ecological

Entrepreneurship &

: pt' P ‘iﬁcial

innovation intelligence

\ Y




China: made in China 2025

____________________________________________________________________________________________________

"Made in China 2025 "is adapt to global a new round of science and technology
. revolution and the industrial revolution trend, to accelerate the development of
' Chinese manufacturing industry, to provide new impetus to the development of

. China and the global strategic partnership to develop, upgrade and prosper.

Nine tasks

q -
Ten key areas

The new generation of
information technology,

Improve the innovation
capability of the national
high-end CNC machine manufacturing industry,
tools and robots, Promote the integration of

Na o

\__aerospace equipment, etc. J \_ information and /

development, high-end
equipment immovation , etc.

: . )
Five major projects

Manufacturing innovation
center construction, intelligent
manufacturing, strong
industrial base, green

Promote the strategy

Intelligent manufacturing development

Intelligent manufacturing
equipment and products

integration of
information and
industrialization

Deepen the application of the Internet in the
manufacturing field

Internet infrastructure construction

16



China:

Industrial Internet

Architecture
Users
( Consumers/Enterprise users )
Industry  _ Application _ Internet
perspective . perspective
Smart ‘ Eustpu: \ )

. collaboration ation extension
,pr:dUCtlop Enterprise- Enterprise- Enterprise-
in the enterprise Enterprise ::

Network ™ Data " Safety
Application Work center/work cell/ Application
" Enterprise safety
suppor Operation decision
o t|m|zat|0|: Data safety
Identifier Industrial modeling,
. simulation & analysis Control
resolution N J safety
A =
Data integration Network
Network pr/ocessing safety
inte:'conne :) uction Device
cuon data safety
it feedback
______________ acquisition control
_____ ¥ ;

ok/
Physical system

Alliance

T\l B Bk o = L ok B

Alliance of Industrial Intermet

— T

Manufacturing Internet Services

Tencent B \" Az

° ik C
- Global tr, \lsohere.""
Haier €2 ARabacom

orr

" r { LAN . |rmu
914 & L Baitlmm “Fhe HUAWE! o
e SCI- TECHJH SELN
n R =F E@mAMmE
69 :?.E«E&%&:;:E N/J D. &OM VA SOUTHERN ARLIES *2) "
WEICHAI = TSRS ‘e 4 ﬂ TH
it A% /a . ax wn me PING AN BANK CHINA TELECOM o
- 4 SUNING 75 -
®E 4 -t
123huijia.com 2HCSABREN @
Potevio ‘?' FEBENELVEES
CHINA ELECTRICITY COUNCIL
Brght Oceans Corpoation [V L tiab o) g ? ) *P &H’ 't B A7
a @%Eﬁ Every old POSTAL SAVINGS BANK OF CHINA
l GOVMADE  H@lx
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1. added value is based on software and data services

Market share forecast (CAICT)

[ App ] [Software] [Business aggregation] 70%

. . 60%
Application layer 60% Shor

50%

[Platform] [ Connection service ] [ Cloud ] 40%

30% 2504

Network layer 20% 20% 20%
20%
10% I
[Sensor] [ Actuator ] [ Robot ] [ Hardware ] 0% o _ _
application layer networking layer sensing layer
Sensing layer 2015 w2020

B Now, the value of loT is only a tip of the iceberg.
B 75% of the platform service is still for storage and connection.
B The value of data is not fully reflected.

19



2. Internet and IT glants become the new pillar

Company Category Overall loT company rank' Scores
r—— TR Leader
LAiH] 0 E @
(1) () 2 semiconductor I 71 = A 2K 14
QN ¥ ot | RS s = o B A% T Company
QR 7 ben = o i hotlt S222 g vicosort TN
@Cocge §2 Seenl s E w | M B Jasper  Waston  WIN10 HAN;\
(B Wb 0 Hardare . ;1 = 16 Bk 14 atform  platform Azure
¢ e e i, T - i
Ok e b commepd. om0 . ¢ Cak W
© T b soware B ™ o £ o2k 5
@m0 Cosmerpod. e W E ow m
Qovas $1 shan | — s = g w0
@@ £ consimerpot. . oB s
(1 mamon = 0 Sofware B 27 = % F % 0
BB T e bt - Internet Company
@ 2 ¥ v B - E o 750 = Google cmagpacom  Amanson
® 0 ¥ oot 0 my = oy % @ -
ONEC frovhasiios iy (0] w3k B homekit MBS e et
[ oom § 3 Semiconductor M 18 E % B 640
Y o o e X
®w tovw | s = o k190

68 Vi im g TR Promoter




3. from closed-loop to open-loop applications

® emphasis on system
construction, neglect /
operations;

® emphasis on hardware,
neglect software; Customer Needs Centered

Quick

® A large number of Response
information islands;

® Data values are not
reflected;

Comprehensive Collaborative
. Integration Innovation
® The service pattern for
user needs is a

fragmented and / \

Resource
Sharing

Open-loop
applicati

passive response
mode.



A . from vertical closing to horizontal opening

Vertical & closure i> Horizontal & opening

;
A
— =

' = computing
IOT Platform % /Big dato

Device

\
\
I \
I \
I |
| :
| |
| \ I open |IOT terminal (OS/Gateway)
b *’ Ly : Yo iCO.. T
Voo y oo )/ i ICD Clje Development
! R S L ) v environment,
h e tools

terminal |

Application |

loud

Yy
oo

“Application” as the core “Platform + Al + Big data” as the core

22
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Technology: framework and architecture

Consumer IoT Industrial 10T Security

SIerV|ce wearable Home car industry |[ agriculture |[ energy || retail
ayer

Authorized
Certification

Visualization Virtualization

Support loT Platform Connection Device
layer Middleware || database analysis | [ management || management [ ]
Session layer MQTT CoAP DDS XMPP HTTP
Transport Layer | |IPv4 |Pv6 6LowPAN RPL [ Identity ]
4

Networking Management

layer

Link Layer

LAN/ LAN/ WAN/ WAN/
low bandwidth || high bandwidth || low bandwidth || high bandwidth

Wired Privacy

Protection

Suit tool Development Tools drive language

Credit
management

Sensing Hardware

layer

Sensor Actuator Processor Robot ON)

2



TGChI‘IOlOgyZ in order to eliminate fragmentation

(. Mining the value of
data to derive new
application types and
models.

* Rapid generation

« Commercial
\__realizations

\

Big data
realization

Ubiquitous
- connection

* Realizes the real-time
data transmission and
sharing

« Support data
. collaborative
application

[

break the vertical
industry "application
island"

« Promote the
development of large-

» Using the platform to A

Platform- _scale open-loop
based applications
services
Intelligent
terminal N
 Hardware and
software separation
+ Supporting the
localization
collaboration )

25



1. platform-based services

loT Platform market size in SM

1800 / 1644

=
e

1600
1400 1331
1200 1043
1000
792
800
_— 583

600 417
400 298
= m

0

2015 2016 2017 2018 2019 2020 2021

|IOT Analytics estimates that the 10T platform revenue scale will remain 33% growth in 2020 to 1.6 billion $.
Berg Insight estimates that the revenue will reach € 610 million in 2015 and is expected to reach 3.05
billion in 2021, in line with a growth rate of 30.8%.

26



Leading enterprises in every sectors are to start the layout

« AWS IOT

~« Azure 10T
e TRIE T i ! - Suite i
' The Intel loT Cisco: '« Salesforce loT
Platform i ; i " Cloud '

Communication
Device
Manufacturing

Sensing Device/
Chip manufacture

Network Applicatio
service n service

27



(A). Construction

Source : IOT analystics

Launch date of loT platforms {(n= 147)

. +  2009-201 Mﬁﬁ%ﬁﬁﬁ%ﬂﬂtb (147564 )

B

30 4
25
20 4
15
10 -
4%
1 2%
0 +— -

2009 2000 2012 2013 2014 2015 2016

Ln

« Amazon, Microsoft, IBM, and other enterprises actively launch the Internet of Things suite.

« GE create a new platform such as “Predix” .

28



(B). Merger

Source : First Analysis @ Orbcomm (InSync Software)
Silicon Labs (Bluegiga Tech.*)
. Amazon (2lemetry)
[ Bosch (ProSyst)
d Digi Int'l (Utiligent) PTC (Coldhght)
LogMeln (Pachube) . Obethur Tech, (Prodo Telecom)
Ericsson (Telenor M2M platform) Mojix (lerConnect)
Bosch (inubit AG) ‘ ARM (Sensinode) . Siaerra Wireless (MobiquiThings®)
¢ Gemalto (SensorLogic) @ Tvolit (ILS Technology) B  Autodesk (SeeControl)

L |

PTC (ThingWorx)

@ @ o

T
)
'
'
’
A
!
»
)

0

. Verizon (nPhase) Numerex (Ommilink*)
Digi Int’l (Ethenos®) PIC (Axeda)

Altiux Innov. (P-Device)

Good Tech, (Machaeen)

Neow Relic (Ducksbaoard)

KORFE (RacoWireless)

Citrix (Octoblu)

0 6

« PTC acquires "“ThingWorx" and "Axeda”
« Cisco acquires “Jasper”
« Amazon AWS acquires “2elemtry” .



(C). Cooperation

. BuBMT &
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1. Platform-based services

Predix

ETAZuUre
IEM Watson

Inter loT
AWS loT

M2MEEE

mmmmmmmmmmmmmmmm

Salesforce
SAP HAMNA

Early platform service providers mainly for the single-layer function to build an independent
platform, while the current giant enterprise platform provide a full-featured integration.
In the future, the Industrial Internet of things will has a large number of applications,

devices, and data, so that produce higher requirements for the loT platform.
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2. Ubiquitous connection

errormance nlicensed frequency U uthorized frequency R

A [T

------ low latency & high reliability

<100Mbps
<10ms Features: high speed requirements, or low delay, high
reliability requirements, high added value.
Typical service: connected vehicle, industrial control, etc.
<10Mbps medium demand business
>100ms Features: medium speed requirements, some mobility and

voice needs, a certain coverage and cost requirements.
Typical service: smart home, wearable, etc.

(low power consumption & wide coverage)

Features: low power consumption, low cost, wide _

<1Mbps

>1000ms coverage, huge number connection.
Typical service: meter reading, environmental monitoring,
logistics. intelligent parkina. etc.

| WAN Coverage
€» WiFi, Bluetooth, Zigbee ¢ Sigfox. LoRa € 2G/3G/4G, NB-1OT 32



NB-IOT has obvious advantages than other WAN technology

Low power m No-Cellular loT Optimization Based on Existing Cellular

and wide
TD-LTE TD-LTE | TD-LTE FDD
Extensive 164dB 155dB 160dB 154dB 146.7dB 146.7dB 155.7dB 155.7dB

> 10 year 10 year 3-5 year 10 year 10 year <0.1 year 5 year 10 year 10 year

module cost <5% <5% 7% <5% 15$ 15$ 10$ <10$ <10$
50000/Cell 50000 10000 10000 20000 1200 ( RRC) 1(23&; ) 18000 18000
Up peak >160kpbs 70kpbs 5.9kpbs 100kpbs 170kpbs 1TMkpbs 200kpbs ~ 200kpbs 1TMkpbs
spee
d Down
peak <160kpbs 30kpbs 5.9kpbs 100kpbs 290kpbs 7Mkpbs 750kpbs  750kpbs 800kpbs
mobility Low speed / no business continuity High speed /business continuity
No need not not not not support not support
support support support support support
Commerci : . : :
. 1 Commerci Commerci Commerci Stand Stand freeze in late
maturity al trial in al al al deployment freeze 2016

2016



NB-IOT accelerates the global business process

Lvodafone y

% '*I:I March 2015, D) """"%
. meter reading 0 W i
l atat WC - ;
2015, pre-NB- = .
Jan 2016, field test : AN L
AT&T 2016, Intelligent ' \
propose the parking, intelligent Shan
NB-10T water meter Intelllgent O 2017 ial
Demo demonstration in parking /
in CES MWC. commercial s
trial



3. Intelligent terminal——IoT Chlp (Microcontroller Unit, MCU)

350
300
250
200
150
100

5

o

MCU shipments and 100 MCU market size divided
market size by the number of bits

86
80
60
] 152 I I : : I I
i I I I
I I I 0

2013

2014 2015 2016 4/8&[ lﬁ‘[ﬁ
e HEE (285D B TTHEE (.25 20105 m 20154

loT chips mainly include: MCU, RFIC, FPGA, Sensor, etc.

MCU shipments grew rapidly.

32-bit MCU share more than half of the total market, accelerating to be the market mainstream.
High integration, low power consumption, miniaturization, and multi-function will be the future
evolution trend of MCU.
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3. Intelligent terminal Sensor (Micro-Electro-Mechanical System, MEMS)

2015 Top MEMS manufacturers
In US$HS million

(Source: Status of the MEMS Industry report, Yole Développement, May 2016)
T T T T MEMS industry is still dynamic

L e— « In 2015, TOP15 MEMS manufacturers share more than
T — 50% global market.
—mend| « In 2015, TOP5 MEMS manufacturers’ growth rate is
S —— —u, lager than 20%.
- [ - With 1.2 billion $ in revenue and 8.4% growth, BOSCH
e — become the top one in the list.
. « MEMS sensor products, processes, algorithms and
o - innovative solution are all highly active.
o —— « MEMS research and development cycle is stable, while
new product development cycle needs 5-7 years.
L « MEMS industry cycle continued to shorten, while its
B — commercialization process significantly accelerated.
o = 2015 Sater (scable)
gy o2 2015 Sales (increase)
:cm : ‘- 2015 Sales (decrease) 3 6




3. Intelligent terminal——OS

device

oS

Ho. g

0

an3a0 WIND RIVER w

CIE3 7 BexE | FREH T AL
cl
Iencemﬁiﬂ RO TECH
g s g
o Holer B ey | qumn
ARMnted MICO.. gy et

(N SOFTWARE SYSTERS

® After cutting the desktop and mobile phone

. 0S: Heavy-weight, data processing, human-
computer interaction is strong, but high power

. consumption.

® Traditional embedded OS are integrated .

| upward: Light-weight, low power consumption,
stability, real-time, but weak interaction.

® New IOT OS: Low power consumption, strong

| security, support a variety of communication
protocols, interoperability is strong, but

interoperability is weak.



3. Intelligent terminal——OS

_ Many Software and
FunCtlon == different = === hal”dwal”e
. 1
terminals compatibility [~
— requirements
connectivity alc"le higher Open Closed
scenarios source source

{ Open
source

Connection > need, such as - liteOS

smart home,

In the early,

wearable | need to brillo ——_——
! reduce the Android mbed
Fragmentation [-----=-========m=mmmmmmmmmm- b technical -- cutting
threshold to
accelerate
the spread Contiki
Safety - i ; N\ OpemWRT

: any specilal

i industries, such as

—>| space, water and so on. [~—==""==mmmmoes

i . ) source

: Security requirements

Real-time No— are higher

38



Standard.

_Home  manufacture vehicle health enerav city wearable aariculture
R, i ALtseex [CQna GUMUE N\ (g oasisd n | [ Oseey ) [ ~
aine OUER (o ) (Ll omzcn [ B | (o | (OO | (S |( @ | ESMBEAAIEREENSR
(7 Jr o UPnP P ' | . % @ T - o =
CEneLEe  CORECRIN CENELEC | @m ‘ @d am @ S 2016. V2V:
. TR < IEEE S HE o x@ ep L V2V:
ASHRAE m @ rreeette C'L’l’ L A QIEEE CENELED o é
HGi S eCloss’ pen| | - 7] > iar 4 Mar 2017, V2I
& KnX d ’ Ciﬂ, CiRe 0} ol iz - ALF
el WDICOM O IEEE
ﬂbw : QIEEE @ 10-Link B8 | | pen Automin Ance ol 7 &2 . .
O SOPC ook | |5 Oz | | | o= O | | OFES iy —— April 2016, esim
if S g | e “ ~ > @ o
& wom (" aomt )\ aom ) ( arom | | GT Alon ) (G5 arom | (T arom | [ Ao
So 36 émm/cm R @ - h oasis@ o x QL {c‘] .
oo @ B "Wfﬂ @mz% = @ I@T"s;':_ R 1pe  Gponn @ —> Feb 2016, “HaLow"
= 4 1EC s 2 g
Lha ekl Qhsnar SO MY gyuee \/ R == v 2
ICT ® '
\!f\r 150 JTC 1 ;
|
ITU+one Handle
T ? 1 1 1 1 1 1 1 1
o 2015.10 2016.1 2016.2 2016.3 2016.4 2016.5 2016.6 2016.7 2016.8
Horizontal

R oo | W T
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Problem. Half of American Internet was attacked

Urutod Sty
of Nrwovica

Gurterrala . Dortinica
" e ~

« Oct 24, 2016: US domain name service provider “Dyn” suffered malicious software attacks.

« Dozens of sites were down, such as Twitter, Spotify, Netflix, Airbnb, Github, Reddit, etc.

« The first wave started around 7 a.m. Eastern time with the second commencing around noon.
Dyn said the second attack was “global in nature” and was mitigated in an hour. The company

said a third attack was attempted, but mitigated before customers were impacted. 41



Problem. 10T devices cause DDoS attack

« The Chinese manufacturer Hangzhou Xiongmai sells
OEM white-label circuit boards and software for cameras,
along with DVRs and network video recorders. Many of
these types of loT devices were compromised by the

Mirai malware, which exploits default credentials in the

equipment and corrals them into botnets used and sold

for DDoS attacks.

loT Things

« Most users do not
change default
passwords on the loT
devices, so that they can
be attacked very easy.

« Because DNS is vital to every
person, business and website
across the entire internet for
system stability and
performance, online businesses
commonly outsource DNS

DNS Server management to third-party

Q providers who have better and

User more reliable infrastructures to

operate on behalf of their

customers. 42

Target Server

Attacker



Solution. ot Security can not be ignored

1. Incorporate Security at the Design Phase: Security should be evaluated as an integral component of any
network-connected device. While there are notable exceptions, economic drivers motivate businesses to
push devices to market with little regard for security.

2. Promote Security Updates and Vulnerability Management: Even when security is included at the
design stage, vulnerabilities may be discovered in products after they have been deployed. These flaws
can be mitigated through patching, security updates, and vulnerability management strategies.

3. Build on Recognized Security Practices: Many tested practices used in traditional IT and network
security can be used as a starting point for loT security. These approaches can help identify vulnerabilities,
detect irregularities, respond to potential incidents, and recover from damage or disruption to loT devices.

4. Prioritize Security Measures According to Potential Impact: Risk models differ substantially across the
loT ecosystem, as do the consequences of security failures. Focusing on the potential consequences of
disruption, breach, or malicious activity is critical for determining where in the loT ecosystem particular
security efforts should be directed.

5. Promote Transparency across loT: Where possible, developers and manufacturers need to know their
supply chain, namely, whether there are any associated vulnerabilities with the software and hardware
components provided by vendors outside their organization. Increased awareness can help
manufacturers and industrial consumers identify where and how to apply security measures or build in
redundancies.

6. Connect Carefully and Deliberately: |oT consumers, particularly in the industrial context, should
deliberately consider whether continuous connectivity is needed given the use of the loT device and the
risks associated with its disruption. 43
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