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|IOT-Def

* Internet of Things [b-ITU-T Y.2060]:

* A global infrastructure for the information
society, enabling advanced services by
interconnecting (physical and virtual) things
based on existing and evolving interoperable
information and communication
technologies.



Points Addressed

Concept of Trust
loT/M2M Security Threats

Understanding the potential threats in loT/M2M
environment

Frauds and attacks in IOT/M2M systems
Challenges in loT/M2M Security

Challenges - Security of Embedded Systems
Challenges — Security

Challenges - Authentication and Authorization




Points Addressed

Challenges - Heterogeneity and Resource
Constraints

Challenges - Privacy and its Preservation
Challenges — Identity, Anonymity and Liability

Mitigation of loT/M2M Security Threats and
Risks

Address Security Early: Threat Modelling
Build Security In

Securing IOT/M2M-Security features and
counter measures



Points Addressed

Potential risks in ICT infrastructures
Complexity of ICT Infrastructure
Understanding of Trust

Trust in ICT Environment

Attributes of Trust

Relationship between Security Privacy and
Trust



ITU-Def

* Trust: Trust is an accumulated value from history and the
expecting value for future. Trust is quantitatively and/or
qualitatively calculated and measured, which is used to
evaluate values of physical components, value-chains
among multiple stakeholders, and human behaviours
including decision making.

* NOTE 1 - Trust is applied to social, cyber and physical
domains.

* NOTE 2 —Trust [ITU-T X.509]: Generally, an entity can be
said to "trust" a second entity when it (the first entity)
assumes that the second entity will behave exactly as the
first entity expects. The key role of trust is to describe the
relationship between an authenticating entity and an
authority; an entity shall be certain that it can trust the
authority to create only valid and reliable certificates.



ITU-Def

NOTE 3 — Trust [ITU-T X.1163]: The relationship
between two entities where each one is certain that
the other will behave exactly as it expects.

NOTE 4 — Trust [ITU-T X.1252]: The firm belief in the
reliability and truth of information or in the ability and
disposition of an entity to act appropriately, within a
specified context.

NOTE 5 — Trust [ITU-T Y.2701]: Entity X is said to trust
entity Y for a set of activities if and only if entity X
relies upon entity Y behaving in a particular way with
respect to the activities.

NOTE 6 — Trust [ITU-T Y.2720]: A measure of reliance on
the character, ability, strength, or truth of someone or
something.



Attributes of Trust
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Relationship among security, privacy
and trust

e Security: systems need a variety of methods
to prevent behaviours with malicious intents.
Security mainly concerns technological
aspects such as the confidentiality,
availability and integrity. It also includes
attack detection and recovery/resilience.



Relationship among security, privacy
and trust

* Privacy: users need the protection of their
personal information related to their
behaviours and interactions with other
people, services and devices. Privacy mainly
concerns user aspects to support anonymity
and restrictive handling of personal user
data.



Relationship among security, privacy
and trust

* Trust: trust is broader concept that can cover
security and privacy (Figure in next but one
slide). Trust revolves confidence that people,
data, devices will function or behave in
expected ways. Trust can be used to build

new value-chain for future ICT infrastructure
and services.



Relationship among security, privacy
and trust

* For example, security and privacy have controlled
a system and data securely in social-cyber-
physical domains. However, traditional secure
system concerns about how to authorize the
entities as well as how to provide data to the
authorized entities. Trust can give reliability to
security and privacy as a parameter by measuring
a discrepancy between observation and objective
or subjective expectation of the reliable entities
and data.




Relationship among security, privacy
and trust

Mew value-chain for future ICT
infrastructures and services
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|IOT- Security -NUTSHELL

A. Scale of IOT - 2015: 15Bn > 2020: 31Bn > 2025: 75Bn > 2030: 125 Bn ( Gartner)

B. Security in 10T comprises of
1.End Point Devices Security
2. Network Communication Security
3. Application Level Security
4. Service Layer Security

Implementing above four security basically leads to Trusted Environment wherein the end user trusts the IOT Ecosystem.
1. Trust in ICT Environments

2. Physical Domain trust

3. Cyber trust

4. Cross-domain service trust

C. IOT - Security >> data / Information Security
Maintain
1. Confidentiality — of data / Information
2. Integrity - “o“
3. Availability - “ow
4. Accountability-  “ “
5. Audit ability - “ou

D. Some 10T Standards
1. Industrial Internet Consortium (IIC) - : Industrial Internet of Things, Volume G4: Security Framework
2. IEEE Internet of Things — IEEE P-1363, P — 1619, P-2600, P-2413, 802.1AE, 802.1X

3. International Electrotechnical Commission (IEC) - IEC/TR 62443-2-3, “Security for industrial automation and control systems - Part 2-3: Patch
management in the IACS environment.

. International Organization for Standardization (ISO) - — Internet of Things Reference Architecture (loT RA)
. Cloud Security Alliance -

. Internet Engineering Task Force (IETF) —

. ITU-T SG20

. 3rd Generation Partnership Project (3GPP):

.oneM2M etc
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|OT-Security

* The future of loT/M2M cannot be realized

without addressing security and privacy risks
and policy issues.

e Securing and protecting the things that matter
most—our systems, our data, and our
privacy—is a shared responsibility.

* Security and privacy must become part of
every product’s feature set.



|OT-Security: Affected Stakeholders

* The Following stakeholders are affected by the
loT/M2M Security threats

* M2M Application Service Provider;

 Manufacturer of M2M Devices and/or M2M
Gateways;

 M2M Device/Gateway Management entities;
e M2M Service Provider;

* Network Operator

 User/Consumer



Understanding the potential threats in
loT/M2M environment

* |n a completely closed network, like in a
verticalized captive use case, security risks are
minimal. But, as M2M embedded systems
become IP-enabled and interconnected the
attack surface becomes open to threats.
Services provided by the I0OT/M2M System to
IOT/M2M applications establish the need for
trusted security credentials to secure
connections between applicative entities,
including the other involved functions.



Understanding the potential threats in
loT/M2M environment

* An understanding of the potential threats in
the loT environment has been broadly shown
in the Figure on next slide, whereby various
internal/external threat agents initiating
threat by virtue of interruption,
eavesdropping, buffer exhaustion,
software/hardware compromise etc. which
victimizes the various assets (like memory,
crypto keys, buffer, power, energy etc.) and
may cause malfunctioning of these assets.
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Source: http.//secret.cis.uab.edu/research/iot-security/



Understanding the potential threats in
loT/M2M environment

* The devices and the control platform on which
data may be consumed and shared could have
different ownership, policy, managerial and
connectivity domains. Consequently, devices
will be required to have equal and open
access to a number of data consumers and
controllers concurrently, while still retaining
privacy and exclusivity of data where that is
required between those consumers.



Understanding the potential threats in
loT/M2M environment

There are seemingly competing, complex
security requirements to be deployed on a
platform with potentially limited resources,
which are enumerated below:

Authenticate to multiple networks securely

Ensure that data is available to multiple
collectors

Manage the contention between that data
access



Understanding the potential threats in
loT/M2M environment

The loT can be affected by various categories
of security threats including the following:

Common worms jumping from ICT to loT

"Script kiddies" or others targeting residential
loT — Home control

Organized crime: Access to intellectual
property, sabotage, and espionage

Cyber terrorism



Challenges in 1oT/M2M Security
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Challenges - Security of Embedded
Systems

* |n addition to the unique risks for M2M systems,
embedded systems in general contain inherent security
risks

 Many of the embedded systems in place today are
unlikely to be connected to a network 100 percent of
the time. Inconsistent or intermittent network
connectivity increases the chances of a device
connecting to an unsecured network. If an embedded
system is online only occasionally, it is more likely to be
dependent on a single node for network access, which
creates a single point of failure or attack. Additionally,
devices with only occasional connectivity are more
difficult to monitor for issues and more difficult to
troubleshoot and upgrade.



Challenges - Security

 The loT is where the Internet meets the physical
world. A major disruption of the traditional
model for the new brings its own set of
challenges. The following lists some security
challenges and considerations in designing and
building 10T devices or systems:

* Typically small, inexpensive devices with little or
no physical security.

 Though inexpensive, every device still has to
compute something and also have some security
feature. Also, it should not to latency in
processing




Challenges - Security

Computing platforms, constrained in memory
and compute resources, may not support

complex and evolving security algorithms due to
the following factors:

Limited security computes capabilities.

Encryption algorithms need higher processing
oower

Low CPU cycles vs. effective encryption

Desighed to operate autonomously in the field
with no backup connectivity if, primary
connection is lost.




Challenges - Security

Mostly installed prior to network availability
which increases the overall onboarding time.

Requires secure remote management, up-
dating during and after onboarding.

Scalability and management of billions of
entities in the loT ecosystem.

ldentification of endpoints in a scalable
manner, Sometimes the location may be more
important than the individual identifier (ID).

Management of Multi-Party Networks



Challenges - Security

* The loT entities will generally not be a single use,
single ownership solution. Consequently,
ldentification and authorization of M2M devices
in a dynamic and autonomous world will pose
serious research challenges. Authentication
mechanisms should work side-by-side with
distributed trust management and verification
mechanisms. Any two M2M devices should be
able to build and verify a trust relationship with
each other, and this problem is certainly more
challenging in environments without a security
infrastructure in place. Trust will be an important
requirement for designing new identification and
authentication systems for M2M.



Challenges - Security

 As authentication is related with identification,
M2M systems will probably need to incorporate
some type of secure identifier, tying information
identifying the device or application with secret
cryptographic material. Current proposals point
to the usage of ITU-T specified X.509-based
certified secure identifiers, for example using IEEE
802.1AR, or on the other end of self-generated
uncertified secure identifiers, also called
cryptographically generated identifiers, for
example, the use of private keys in GSM Network
authentication.



Challenges - Security -Privacy

 As M2M systems require that privacy is balanced
against disclosure of information, new
authentication mechanisms relying on
appropriate secure identifiers and incorporating
privacy-preserving mechanisms are required. This
aspect may also be incorporated in new trust
computation mechanisms, as the evaluation of
the risk in accepting communication with a
partially unknown device may also consider the
level of privacy accepted for an M2M application.



Challenges - Security -Trust

* As distributed and autonomous trust mechanisms
will be required for M2M environments, trust
must be established on an M2M device from the
start. Local state control via secure boot (local
trust validation) may be enforced for M2M
devices, similar to the mechanisms previously
analyzed in the context of the ETSI M2M
architecture. This secure boot may allow the
establishment of a trusted environment providing
a hardware security anchor and a root of trust,
from which different models for trust
computation may be adopted. In this context, the
Trusted Computing Group (TCG) has proposed
autonomous and remote validation models.



Challenges - Authentication and
Authorization

e Authentication

* At the heart of IOT secure framework is the
authentication layer, used to provide and verify the
identify information of an loT entity. When connected
loT/M2M devices (e.g., embedded sensors and
actuators or endpoints) need access to the loT
infrastructure, the trust relationship is initiated based
on the identity of the device. The way to store and
present identity information may be substantially
different for the loT devices. Note that in typical
enterprise networks, the endpoints may be identified
by a human credential (e.g., username and password,
token or biometrics).



Challenges - Authentication and
Authorization

 Authorization

 The second layer of this framework is
authorization that controls a device's access
throughout the network fabric. This layer builds
upon the core authentication layer by leveraging
the identity information of an entity. With
authentication and authorization components, a
trust relationship is established between loT
devices to exchange appropriate information. For
example, a car may establish a trust alliance with
another car from the same vendor.



Challenges - Heterogeneity and
Resource Constraints

* Given the limitations on the computational
capabilities of many sensing and actuating
platforms, security technologies must be
developed to cope with and supported by
architectures with the characteristics similar to
the ETSI M2M architecture. For example,
applications using passive Radio-Frequency
|dentification (RFID) tags are unable to support
security mechanisms requiring the exchange of
many messages and communication with servers
on a network domain.



Challenges - Privacy and its
Preservation

* Privacy is one of key importance nowadays.
People are concerned about their personal data
that is on the internet. The right to privacy in
India has developed through a series of decisions
over the past 60 years. In an unanimous

judgment by the Supreme Court of India (SCI)

in Justice K.S. Puttaswamy (Retd) vs Union of

ndia, in August 2017, has ruled that the right to

orivacy is protected as an intrinsic part of the

right to life and personal liberty under Article 21

and as a part of the freedoms guaranteed by Part

Ill of the Constitution.



http://supremecourtofindia.nic.in/supremecourt/2012/35071/35071_2012_Judgement_24-Aug-2017.pdf




Def and understanding-Privacy

* Defining privacy is no easy task, as the
concept is an elusive one. It incorporates
multiple perspectives (legal, technical,
sociological) and is culturally, politically and
historically "bounded".

* Anincreasingly pervasive internet also raises
important socio-ethical concerns that are
worth considering.



Def and understanding-Privacy

The debate surrounding privacy in a ubiquitous
Internet of Things hinges upon

an individual’s ability to control the blurring boundary
between the public and private spheres, and to

determine who can access his/her private sphere and
under what conditions.25 Privacy has been defined by

scholars as “the power to control what others can
come to know about you”26 and “the right to
determine

how, when and to what extent data about oneself are
released to others.”27



Def and understanding-Privacy

The concept of privacy often leads to discussions about
anonymity. Although they are related, privacy and

anonymity have some important differences. In
communications, privacy implies possession of and control

over personal information and the terms and conditions
under which it is used, stored, or disclosed to others.

Anonymity, on the other hand, implies the absence of
information about the identity of a person, and relates

to the terms and conditions under which such information
might be collected — e.g. a person can be

“anonymous” on the internet by using programs that
disable cookies or hide the geographic location of the

user.



Challenges - Privacy and its
Preservation

Enterprises try to protect their information,
communication and application infrastructure,
causing them to have private mail servers, data
storages etc. Privacy can be divided into a few
categories that have unique technical aspects:

Communication privacy

Position privacy (Location privacy)
Path privacy

dentity privacy (Personal privacy)

Personal data, Local information privacy (use
crypto for data protection)




Challenges - Privacy and its
Preservation

 Sticky policies are a way to cryptographically
associate policies to encrypted (personal)
data. These policies function as a gate keeper
to the data. The data is only accessible when
the stated policy is honoured. System keeps
track of personal data relating to the user, as
well as applied policies and service
customizations.



Challenges - Privacy and its
Preservation

* For some M2M applications (in the context of the
loT) the user will require to be able to control the
amount of personal information exposed to third
parties, for instance in maintaining privacy while
exposing personal records in healthcare
applications. On the other end, other M2M
applications may require that some of that
information is available in case of necessity, for
instance with M2M vehicular applications in case
of traffic accidents.



Challenges - Privacy and its
Preservation

* Privacy Preservation

* Preservation of privacy has been a concern since the
dawn of the Internet. loT will exacerbate the problem
because many applications generate traceable
signatures of the location and behaviour of the
individuals. Privacy issues are particularly relevant in
healthcare, and there are many interesting healthcare
applications that fall within the realm of IoT. In this
environment, it is essential to verify device ownership
and the owner's identity while decoupling the device
from the owner.



Challenges - Privacy and its
Preservation

e . Shadowing is a mechanism that has been
proposed to achieve this. Identity
management in the loT may offer new
opportunities to increase security by
combining diverse authentication methods for
humans and machines. Privacy and
compliance are intertwined and are under the
purview of country regulation



Privacy-Aadhaar-SC Verdict
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Linking ofbank accounts and all other fi-
PRANAVMUKUL nancial instruments such as mutual funds,
MEW DELHI, SEFTEMBER 26 credit cards, insurance policies, etc with
Aadhaarweremandamry aspartofthe 2017
WEDNESDAY'S SUPREME Court Aadhaar amendment brought to Rule 9 of the
ruling has highlighted two main aspects of Prevention of Money Laundering Act
the unique identification project — one, (Maintenance of Records) Rules, 2005. The
Aadhaar as digital identity infrastructureand, Supreme Courthasnowdeclared theamend-
two, its application as public infrastructure mentunconstitutional. It did so because the
for various purposes. On thefirst aspect, the amendmentdid not stand the proportional-
majority judgment has upheld the validity itytestinthe triple test, thus violating the
of the project, and stated that the architec- right to privacy of a person which extendsto
ture of Aadhaar, and the provisionsof the banking details. The court cited Ram
Aadhaar Act, do not tend to create a surveil- Jethmalmi& Orsvs Union ofIndia & 0rs (2012),
lancestate, However, the judgment has also in which it held that revelation of bank de-
red-flagged several applications of Aadhaar tails without prima facie grounds of wrong-
thatdo not meet the test of proportionality, doing would violate the right to privacy. ltako
such asthe linking of Aadhaar with maobile noted thatunder the garb of prevention of
number and bank accounts, and declared j h} | I j ? moneylaunderingor black money, therecan-
them unconstitutional. 0 AND OUR not be such asweeping provision which tar-
getsevery resident of thecountry asa suspi-
Fears have been expressed that Aadhaar cious person. “Presumption of crimi nality is
had created, or could create, a survei- treated as disproportionate and arbitrary,”
llance state. What has the court said? thejudgment said declring theamendment
The majority verdictof four judgessaysthe unconstitutional.
manner in which the Aadhaar project oper-
ates, ensures that the provisions of the Aadhaar Butwhat happens to all the Aadhaar
Act"do nottend to createa surveilance state”. details that people have already given to
During the enrolment process, ‘minimal bio- banks?
meftricdatain the formof irisand fingerprints The issue of the right to be forgotten, in
iscollected”,and the Unique Identification . T T case of Aadhaar data thathave been collected,
Authority of inda(UDA) —whichoversees A five-judge Bench of the Supreme Court has upheld by a4-1 majority the validity  remainsgrey area. T judgment docs rox
the Aadhaar enrolment exercise —"does not ; ! ; ; clearly state that entities such as banks and
colectpurpose loationar etalsafthe s of the Aadhaar Act, putting the seal of approval on the world's largest biometric mobibcompanieswillhavetodeletethe -
action”. The suggestion that Aadhaar would 1 1 i 1 1 lected information. On a similar issue, the
acton”. The suggestion hat Aadhaarwould —— jdentification exercise. The Judgmgnt,_has, however, read dowpafew aspects of  lecte et i o o B
founded”, hejudgmertsays,‘andinanycase,  the Act, and struck down several significant —and controversial — provisions. ~ thatalsovalidates all Aadhaar enrolment
kencare of by thediffluence exercise carried done pricr to the enactment of the Aadhaar
out with the striking down certain offending Act, 2016. Thecourthassaid that sinceenrol-
provisions inthelr present form”, ment was voluntary in nature, thase who
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In his minority judgment, Justice DY  cessful implementationof programmes —in specifically refuse to give consent would be
(handrachud said that from the verification  the absence of a credible system toauthen- A A I] H A A R I S aa s allowed toexit the Aadhaar scheme.
bog, itwas possibletolocatethe placesof trans-  ticate identity, it was becoming difficultto
actions carried out by an individual overthe  ensure thatsubsidies, benefits and services . Mobile phone companies and mobile
past fiveyears. The majority verdict has how-  reached their intended beneficiaries. Also, NOW NOT NEEDED FOR uMid-day Meal for children wallets have been constantly insisting
ever, said that authentication logs should be  given that the use of Aadhaar had increased uEmployee pension mAssistance/scholarshipgiven by thatcustomers link their phone
deleted after six months instead of the five  over time, necessary measures were taken L. hool Departmentof Empowermentof numbers with Aadhaar. What has the
yearsrequired underthe existing regulations.  to ensure security of information provided u uin.mm tosc Persons with Disabilities courtruled on this? _
JusticeChandrmchud akonoted thatitwaspos- by individuals while enrolling. ) mTaking CBSE, NEET, JEE, UGC exams nSupplementary Nutrition The March 23, 2017, circular of the
sible to trackanindividual's bbcation through However, the judgment has questioned u Re-verification of mobile number Programme under 1CDS Scheme Departmentof Tl ecommunications, which
the .@adhaardamba&g.mnwrﬂnmﬂr veri-  certain provisions ofthe Acton the grounds aBank s uPayment of honorarium to AWWs & mandated Aadhaar-based reverification of
ficationlog, "Thearchitecture of Aad haarposes  of privacy. Section 57 is oneexample— ithas accou ) AWHs underICDS Scheme mobile numbers, has been held illegal and
arisk of potential surveillance activities  saidthattheprovisionwhichenablescorpo- mMutual fund investments - unconstitutional given that itwas notbacked
throughthe Aadhaar database," he said rate bodies and individuals m also seek au- mInsurance policies mICD5Training Programme by anylaw.In effect, the courthas bamred tele-
) thentication, that too on the basis of a con- u Credit cards mSupplementary Nutrition for comcompanies frominsisting that their cus-
The second bigconcern hasbeenabout  tract berween theindividual and suchbodies o children offered at creche centres tomers fumish their Aadhaar details for the
the security of the biometric data What o persons, would impinge upon therightto mNew/existing post office schemes w Honorarium to creche workersand customer idertification process. The provi-
uwl:.mﬂ:le mmthl?nonthe prwaqr_of the individual. ) m New/existing NSC accounts creche helpers sion |_m]1e Aadhaar Act ﬂm_allqued private
magnitude of protectionaccorded to the Thejudgmenthaslooked at Section 139AA  Newjexisting PPF accounts S entities to conduct authentications, too has
collection, storage and use of such data?  of the Income Tax Act, 1961 — which made o mMaternity Benefit Programme been heldillegal, duetowtich corporate bod-
Thi:slajoriﬁraj;ﬂgm;m |1|1de“;|1('1 |d1es that m malﬂamnr“fgrﬁing m{u.fgﬁap :mk;nﬁm Kisan Vikas Patra aSchemefor Adolescent Girls Eje mdnilgi:g banﬁ Elegzm; 'eperators. mo-
UIDAI has man onlyregistereddevices  plying for PAN — in the context ight i . i ile wallets, etc will not be able to press arny
to conduct biometric-based authentication  privacy, and said that the provision satisfied :‘Na“g:':;Mme for Empoperment customer for his or her Aadhaar number.
transactions. With the use oftheseregistered — thetriple test: i) existenceof alaw, (ii) alegit- STILL NEEDED FOR .
devices, the biometric data is encrypted  imate state intefest, (iii) test of proportional- mUjjwala Scheme There was an argument that the passage
;ﬁﬂﬁnﬂleﬂﬁﬁjﬁfga key, and is.lheﬂnsL nyTIEmunalmmsﬂdglu;ifmﬂézgulaﬂo&s mPAN card nSwadharScheme oftheﬁadhmml::aMmeyBi]l-tL;
re, captured live, Before returning to the  aprovisionwasmade that impinged uponthe : . . order to bypass Rajya Sabha where
application being used by the service righttoprivacy, it could bechallenged. [.NN&I}}M Child Labour Project wintegrated Child Protection Scheme governmentwas in a minority — was
provider, the registered device blocks the holarships for school stude uSTEP programme unconstitutional. What has the Supreme
personal identity data by encryptingit. This  Whathas the courtsaid about Aadhaar w Scholarships for school students, mRashtriya Mahila Kosh Court ruled?
creates aunidirectionalrelatonship between  for children? Will it be essential for such as National Means-cum-Merit aPradhan MantriMatru Vanana All the avenues where furnishing
the hostapplication and the UIDAL Theuse  admission to school? Scholarship Scheme, National Yoi Aadhaar has remained mandatory pertain
ofregistered devicesinAadhaar authentica- The consentof parents/guardianswill be Scheme of Incentive to Girls for Jana toSection7 of the Aadhaar Act, which makes
tion, therefore, rules outany possibility of the ~ essential for the enrclment of children un- mm E;I&:canpnﬁl]:hnm llhmnng.essfa];;,'umnte sts under [EC receipt of a subsidy, benefit or service sub-
use of stored biometric, or the replay ofbio-  der the Aadhaar Act, and “on attaining the ationof the Disabled at componentof human resource jecttoesmblishing identityby the process of
metrics captured from another source.  ageof majority, such children. . shall be given Secondary Stage developmentandcapacity building authenticationunder Aadhaaror furnishing
Further, as per the regulations, authenticx-  the optiontoexitfrom the Aadhaar projectif proof of Aadhaar, etc. It is very clearly de-
tionagencies arenotallowed tostorethebio-  they so choose in case they do notintendto claredin thisprovision that the expenditure
metricscapturedfor Aadhaar authentication. ~ avail the benefits of the scheme”. Aadhaar while filing income-tax incurred in respect of such a subsidy, bene-
With regard to school admissions, the AADHAAR CANBE USED AS returns. Following the Supreme Court fitor service would be from the Consolidated
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