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Why is it easy to commit cyber crime?
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Why is Cyber awareness important?
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Top 10 Tips
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1. Strong credentials

« Password hygiene

« Have strong passwords
« >8 characters
» combination of letters, numbers and special characters

* Do not reuse passwords
* Do not share passwords
* Do not write passwords

* Develop a method for password creation



Multi-factor authentication

MULTIFACTOR AUTHENTICATION
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How to enable multi-factor authentication
Google e 0

Click here to enabla desktop notifications for Gmail. Learn more Hide

Gmail ~ Settings
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Control, protect, and secure your account, all in one place
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How to enable multi-factor authentication
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2. Backups

BACKUP ¢
ST ¢

Ransomware

To obtain
protection
from...

Data corruption

Device
damage / loss
/ theft




3. Updated and Active Anti-virus
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* Verify it's running

Computer Virus
Season is Here.
Get an Anti-Virus
for Your

Computer!
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* Verify it's updating virus definitions
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* Verify it's scanning regularly




4. Keep all software up todate

| UPDATED!

* OS

* Browsers
* Browser plugins

* Apps



5. Phishing

* Phishing
 Phishing is the term for sending
emails (considered the bait) witha
link toa fake website. Once on the
site, the user is tricked into giving
sensitive information.

« Spear phishing

* Phishing targeted at anindividual,
mostly someone senior in an
organisation.




Phishing examples

From: PayPal Billing Departmeant <Billingi#PayPal.com:
Subject: Credit'Debit card update
Date: May 4, 2006 08:16:08 PDT
To:
Reply-Ta: Bllling® PayPal.com

PayPal

Dear Paypal valued member,

D to concemns, for the safety and integrity of the paypal
account we have isswed this waming message.

It has come to our attention thal your accouwnt information neads

o be updated due 1o inaclive members, frauds and spoal reports,

I you could please lake 5-10 minules oul of your online experience and renew
WOUF FRCOrds Wou will mdl mun into &y Tutune problems with the onling Serice.
However, Tallune To update wour records will resull In account SUSPEnsIon

This notification expires on 48,

Once you heve updated your account records your paypal account
senvice will not be intermupted and will continwe as normal.

Pleasa follow the link befow and login to your account
and ranaw your account information

hittps-dfwenw. payvpel. comicgi-binfwebscrfemds=  bogin-run

Sirenely
' http:) J66. 160.154. 156 catalag/paypalf
Paypal customer depanmémm

Extra line breaks in this message were removed,

From: United Parcel Service of America [onineservices @ufthansa.com] Sent:  Mon6/1/2009 5:00 AM
To:

£c

Subject: Postal Tracking #UVGLGT2236FHIYY

| Message | |, UPSNR 376120012zip 37 KB

Hello! )

We were not able to deliver postal package you sent on the 14th of March in time
because the recipient’s address is not correct.
Please print out the invoice copy attached and collect the package at our office.

Your United Parcel Service of America




Phishing cheatsheet

1.Did you expect this?

2.Did it identify you? Or is it asking you to identify yourself?

3.Are there spelling / grammatical mistakes

4.0Observe the email id — both displayed as well as actual email id
5.Do not trust URL text; see the URL carefully by hovering over
6.Do not click on the URL; login to the legitimate site directly
7/.Do not go by look and feel

8.Check full URL ofshortened URLs
9.Be wary of unsolicitedattachments

10.1s it trying to bait you with urgency?



6. Careful what apps youinstall...

A, e Install from

r trusted app store

* Install from the
original
organisation
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...andwhat apps are already installed!

« What data is it collecting?
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 What is the data usedfor? sy

* How long is the datastored?



/. Review data access of apps
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8. Share minimum data on socialmedia
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Careful with PIll and social
data

 Date of birth

* Living address

* Names of family members
* Phone number

 Email address

e School

 Vacation plans



9. Avoid using public hotspots

» Especially if youare -
browsing http sites




10. Use ad blocker

 Malwares are
Injected through
malicious ads

* Ad servers track
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Cyber awareness - Top 10 Tips

T#1 Strong credentials

T#H2 Backup data

T#3 Keep anti-virus up to date

T#4 Keep all software up to date

T#5 Beware of phishing

THO Fake mobile apps...and factory built apps
T#H7 Review data access ofapps

T#8 Share minimum data on socialmedia
T#9 Avoid using public hotspots

T#10

Use ad blocker



Cyber. S€el

: *‘# is our shared'
- - ﬁﬁf responsibility

L __Always Sto P,
~ N'hink before you
Connect.

Thank you



