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Building confidence and security in the use of ICTs is widely present in PP and Conferences’

resolutions. In particular WTSA 12, PP 10 and WTDC 10 produced Resolutions (WTSA 12 Res 50, 52,

58, PP Res 130, 174, 179, 181 and WTDC 45 and 69) which touch on the most relevant ICT security

\_ related issues, from legal to policy, to technical and organization measures. .



http://www.itu.int/osg/csd/cybersecurity/gca/cop/
http://www.itu.int/osg/csd/cybersecurity/gca/cop/

Coordinated Response

Need for a multi-level response to the cybersecurity challenges

International Cooperation
frameworks and exchange of
information

International

Harmonization of policies, legal
frameworks and good practices at

Regional
regional level

National strategies and policies

National National response capabilities

Country level capacity building and training
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. Global Cybersecurity Agenda (GCA)

* GCA is designed for cooperation and efficiency, encouraging
collaboration with and between all relevant partners, and
building on existing initiatives to avoid duplicating efforts.

* GCA builds upon five pillars:
1. Legal Measures
2. Technical and Procedural Measures
3. Organizational Structure
4. Capacity Building
5. International Cooperation

* Since its launch, GCA has attracted the support and
recognition of leaders and cybersecurity experts around the
world.
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Global Cybersecurity Index




.What is GCI ...

GCl is a composite index combining 25 indicators into one benchmark
measure to monitor and compare the level of ITU Member States

cybersecurity commitment with regard to the five pillars identified by
the High-Leve Experts and endorsed by the GCA.

“GCl is a capacity building tool, to support
countries to improve their national

cybersecurity”



. Background

« GClIlv1 - the 1stiteration of the GCI has started in 2013-2014 period -105 countries responded
« GClIv2 — the 2" jteration covered 2016-2017 period — 134 countries responded /\
« GCIv3 - 31 jteration started in March 2018

\/

All iterations include primary research in order to provide global coverage of the 194 Member States



. Unique Value

What makes the GCl unique is the balanced combination of:

* The broad geographic range covering all Member States
of ITU

e The study of cybersecurity in five broad areas (pillars of
Global Cybersecurity Agenda)

* The scoring and ranking mechanisms

 The cyberwellness country profiles



. GCl overall approach
Goals

* Help countries identify areas for improvement
 Motivate action to improve relative GCI rankings
* Raise the level of cybersecurity worldwide

* Help to identify and promote best practices

* Foster a global culture of cybersecurity



. G C I ove ra I I a p p ro a c h Cybercriminal Legislation, Substantive law.

The GCIv3 includes 25 indicators and 50
qguestions. The indicators wused to
calculate the GCI were selected on the
basis of the following criteria:

relevance to the five GCA( Global
Cybersecurity Agenda) pillars and in
contributing towards the main GCI
objectives and conceptual
framework;

data availability and quality;

possibility of cross verification
through secondary data.

__teoal

Procedural cybercriminal law,
Cybersecurity Regulation.

National CIRT, Government CIRT, Sectoral CIRT,
Standards for organisations,
Standardisation body.

ORGANIZATIONAL

Strategy.
Responsible agency.
Cybersecurity metrics.

CAPACITY BUILDING

Public awareness, Professional training,
National education programmes, R&D programmes,
Incentive mechanisms, Home-grown industry.

COOPERATION

Intra-state cooperation, Multilateral agreements,
International fora, Public-Private partnerships.,
Inter-agency partnerships.



. Online Survey

GCiv3
50

questions

Global
Cybersecurity
Index

The GCI measures the commitment of countries to cybersecurity in the five pillars of the Global Cybersecurity Agenda: Legal
Measures, Technical Measures, Organizational Measures, Capacity Building, and Cooperation.

This questionnaire has merged questions elaborated for establishing the GCI 2015/16 Score together with those required by
ITU-D Study Group 2 Question 3. The questionnaire is composed of three separate sections, where questions in the first two
sections have yes/no responses whilst the questions in the last section are open ended. The questionnaire should be completed
online. Each respondent will be provided (via an official email from ITU) a unique url for his/her safekeeping. The online
questionnaire enables the respondents to upload relevant documents (and urls) for each question as supporting information.

Information being provided by respondents to this questionnaire is not expected to be of confidential nature.
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Technical Measures
SECTION 1

Technology is the first line of defense against cyberthreats and malicious online agents. Without adequate technical measures and the
capabilities to detect and respond to cyberattacks, nation states and their respective entities remain vulnerable to cyberthreats. The emergence
and success of ICTs can only truly prosper in a climate of trust and security. Nation states therefore need to be capable of developing strategies
for the establishment of accepted minimum security criteria and accreditation schemes for software applications and systems. These efforts
need to be accompanied by the creation of a national entity focused on dealing with cyber incidents at a national level, at the very least with a
responsible government agency and with an accompanying national framework for watch, warning and incident response.

* Q.2. Do you have any technical measures?

Previous | Next

Resume later | | Exit and clear survey

Question index

1 Respondent Survey
2 Legal Measures
3 Technical Measures

{token] Token 1D £2mef77ca6razsh
[firstname] First name Rachael
[lastname] Last name Bishop
email] Email rachael.bishop@culture.gov.uk
[submitdate] Submission date 03+03-2016 18:28:23
Completed ¥
[1d] Response 1D 54
[startianguage)] Start langusge
[token] Token s2mci77c86sa2oh
[startdate] Date started 03-08-2016 13:35:60
[datestamp] Date last action 03-09-2016 18:28:23
(QOO)] Please enter your name  Rachael 8ishop
[Q01] Please enter your position Asistant Direcior
1Q02] Please enter the org,
Q1115 there any Cyber rolated legisiation? Yes [V]
The primary crimine egisaton is the Computer M
Fraud Act would apply to
ragultar, OFCOM, has o

eybercrime actvity
wiehin the talacoms

[Q1L] Please provide links to document if av

Commissioner's Office which has regulatory functic
[QlF(nlm)] r-l. 1 - Please upload document if
F(size)] File
|q:=(n.m.) ] i - P wpload docy
[Q1F(size)] Fill 3 - Pleasa upload document if
File count 0

[Q11] 15 there any cybercriminal law? Ve
[Q11L] Please provide links to document if available.
[Q11F(name)] File 1 - Please upload document

Tha primary eriminal lagisiation is the Computar M
Fraud Act would apply to some cybercrime activey

[Q111] Are there any substantive cybercrimis

[Q111L] Please provide links to document if av sponse to question Q.L1.L

[Q111F(name)] File 2 - Please upload document
[Q111F(size)] File 2 - Please upload document
[Q111F(name)] File 3 -
[Qu11F(size)] Fle 3

e upload document

e any articles on the unauthorized access of computers, systems and data? Yes
TQUL11L) lease provde bk Yo cocarmant f avalable, Pless se resgonss i uescn QL
[Q1111F{name)] File 1 - Please upload document if available. (File name)
QuF(sze)) e 1 pease uplondcocument  avaiable (Fie zc)
ment

it
unauthorized interference / modification of computers, systems and data? Ves [1]
[Q1112L] Please provide links to document if available. flsasa sae responsa 1o question Q.L1L
[Q1112F(name)] File 1 - Please upload doc )
e 1

[Q1112F(size)] File 3 - Please upload document if a

articles on the unauthorized interception of computers, systems and data? Yes [1]
[Q1113L] Please provide links to document if available. Please see response to question QL1L

[Q1113F(name)] File 1 - Please upload document if available. (File name)

iable. (File size)

(File name)

le. (File size)

[QUII3F(size)] File 2 - Please upload document f
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How it functions. Main steps.

Preparation phase

. Elaboration of the survey in collaboration with experts an partners

. Development of online survey system

. Preparation of supporting documentation (guides, conceptual framework, letters etc.)
. Announcement on the ITU website

e Start phase

. Informing/invitation Member States via official letter from the BDT Director to Administrations (Responsible Ministry, organization, agency...)
. Collection of contact details of Focal Point(s) assigned by the Administration
. Contacting FPs and providing access to the online survey together with all necessary documents and instructions
. Technical Support
* Data collection phase preparatin
phase
. Filling the questionnaire (FPs provide data, links, supporting documents etc.)
. Collection of data from open sources for non-respondents (ITU helps Member States to appear in the Report)
e  Verification Phase
. ITU specialists verify and all provided data and contact FPs for more details if needed.

. ITU shares the verified data with FPs
* Analysis Phase

. Analysis of all collected data (for respondents and non-respondents).
. Ranking. Preparation of comparison charts, maps, tables and other statistical elements.
. Illustrative practices extraction. Vefgﬂgigm

*  Report writing and publication Phase
. Elaboration of the GCI Report
. Publication on the ITU website and printing Analysis Phase
. Official launch and informing Member States
. Follow-up

Report writing
and publication
Phase




. Score calculation

Panel of Expert: an average for each question weightage
provided by GCI Partners

Is there any Cyber related legislation?

2. Do you have any technical measures?

2.1. Is there a CIRT, CSIRT or CERT with national
responsibility?

Do you have any technical measures?

2.1.1. Does it have a government mandate? -
Do you have any organizational measures?

2.1.2. Does the CIRT, CSIRT or CERT conduct recurring
cybersecurity exercise?

. _ Lo
2.1.3.1s the CIRT, CSIRT or CERT affiliated with FIRST? Do you have any capacity building activities:

2.1.4.1s the CIRT, CSIRT or CERT affiliated with any other
CERT communities? (regional CERT)

Do you have any cooperative measures?

2.2. Isthere a Government CERT?
2.3. Are there any sectoral CERTSs?

Total of all weightages = 100



. How to improve GCI score and position

1. Commit to Cybersecurity!

2. Make continuous progress in all 5 pillars!

3. Make all relevant data available!

4. Cooperate when and where possible!

5. Actively participate in GCI!




Results



GClv2 World Heat Map
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. GCIv2 results

2017 GCI Participants

ﬂﬂ =

Responses 16

} ; 5 N 5 9 N
Total of participants 44 35 21 38 12 43 193



. GClv2 Global Top Ten

GCI Score Legal Technical Organizational | Capacity Building Cooperation
0.92 0.95 0.96 0.88 0.97 0.87
0.91 1 0.96 0.92 1 0.73
0.89 0.87 0.96 0.77 1 0.87
m 0.87 0.98 0.82 0.85 0.95 0.75
m 0.84 0.99 0.82 0.85 0.94 0.64
m 0.82 0.85 0.96 0.74 0.91 0.70
m 0.82 0.94 0.96 0.86 0.94 0.44
0.81 0.91 0.77 0.82 0.90 0.70
m 0.81 0.94 0.96 0.60 1 0.61
0.81 0.94 0.93 0.71 0.82 0.70

Maximum score is 1



. GClv2 top five for each region

s

1.000

0.900

0.800

0.700

0.600

0.500

0.400

0.300

United States of America ® Singapore
® Malaysia
® Oman
Mauritius P ® ASP . - EstenE
¢ Canada Australia Georgia  France @ Norway ® EUR
°
® Egypt Japan ¢ Russian Federation e Netherlands
© AMS Republic of Korea UK and
® ARB
.Mexico ® Qatar Northern Ireland
® Uruguay CIS
AFR
K Rwanda. . ® Brazil ® Tunisia Belarus
e Nigeria ¢ Saudi Arabia Azerbaijan
Uganda
Ukraine
5 10 15 20 25 30 35

40




GCl results Version 1 vs Version 2

105 responses 134 responses
Country Index Global Country Global
Rank ranking
:nltefi States of 0.824 1 Singapore 0.92 1
merica
Canada 0.794 2 United States 0.91 2
Australia 0.765 Malaysia 0.89 3
Malaysia 0.765 3
Oman 0.87 4
New Zealand Estonia 0.84 5
Mauritius 0.82 6
Brazil
g Australia 0.82 7
Germany Georgia 0.81 8
France 0.81 8
Japan Canada 0.81 9
- : Ru55|an. 0.78 10
United Kingdom Federation




Cybersecurity Standards



Approved 2017-03-30

Approved 2017-09-06

Approved 2017-03-30

Approved 2017-03-30

Determined 2017-09-
06

Under study

Under study

Under study

Subject / Title

Guidelines on mitigating the negative
effects of infected terminals in mobile
networks

Functional security requirements and
architecture for mobile phone anti-theft
measures

Simple encryption procedure for Internet
of things (loT) environments

Secure software update capability for
intelligent transportation system
communication devices

Security guidelines for home area
network (HAN) devices in smart grid
systems

Security Requirements and Framework of
Using Identity-Based Cryptography
Mechanism in Internet of Things

Security framework for Internet of things

Technical framework of PIl (Personally
Identifiable Information) handling system
in loT environment

Q6/17

Q6/17

Q6/17

Q6/17

Q6/17

Q6/17

Q6/17

Q6/17

Approved 2017-03-30

Approved 2017-09-06

Approved 2017-03-30

Approved 2017-03-30

Determined 2017-09-
06

Under study

Under study

Under study

ITU-T Recommandations on Security

Subject / Title

Guidelines on mitigating the
negative effects of infected
terminals in mobile networks
Functional security requirements
and architecture for mobile phone
anti-theft measures

Simple encryption procedure for
Internet of things (loT)
environments

Secure software update capability
for intelligent transportation
system communication devices
Security guidelines for home area
network (HAN) devices in smart
grid systems

Security Requirements and
Framework of Using Identity-
Based Cryptography Mechanism in
Internet of Things

Security framework for Internet of
things

Technical framework of Pl
(Personally Identifiable
Information) handling system in
loT environment


http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13574
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13550
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13547
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13548
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13552
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=14387
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13559
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=14112
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13574
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13550
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13547
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13548
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13552
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=14387
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=13559
http://www.itu.int/itu-t/workprog/wp_item.aspx?isn=14112

!ecurity Standardization

= National laws and regulations are often very generic so as to
withstand time and technological evolvement, thus must be
complimented with standards, i.e., specification on technical,
procedural and administrative (organizational) details.

= Cyberspace doesn’t recognize national boundaries, therefore security
needs international standards.

= SG17 is a major venue where such international security standards
can be, and are being, developed.

= SG17 collaborates with ISO/IEC JTC 1, ETSI, IETF, ...



Responsible for building confidence and security in the use of
information and communication technologies (ICTs).

This includes studies relating to cybersecurity, security management,
countering spam and identity management.

It also includes security architecture and framework, protection of
personally identifiable information, and security of applications and
services for the Internet of things (loT), smart grid, smartphone,
software defined networking (SDN), Internet Protocol television
(IPTV), web services, social network, cloud computing, big data
analytics, mobile financial system and telebiometrics.



Security subjects within Study Group 17

Telecom/ICT
Security

Application
Security

Cyberspace
Security

Security Toolkit
(OIDs, IdM,
telebiometrics,

)




. Key SG17 standards

= X.800-series on OSI Security Architecture
= X.800|ISO/IEC 7498-2:1989 OSI security architecture

= X.805 Security architecture for end-to-end communications

= X.500-series on OSI Directory
= X.509 Public-key and attribute certificate frameworks

= X.1051-X.1058 on information security management for teleco
industry

= X.1205-1213 on Cybersecurity
= X.1231, 1240-1248 on Countering spam
= X.1250-1258, 1275 on Identity management

= X.1500-series on Cybersecurity information exchange

L1956(()2016 )
M



. Current hot topics - 1

* Q13/17 security aspects of Intelligent Transport Systems

Security guidelines for V2X communication systems

Security requirements for vehicle accessible external devices

Methodologies for intrusion detection system on in-vehicle systems

Security guidelines for vehicular edge computing




. Current hot topics - 2

* Q14/17 security aspects of Distributed Ledger Technology

Privacy and security considerations for using DLT data in Identity Management

Security assurance for Distributed Ledger Technology

Security capabilities and threats of Distributed Ledger Technology

Security architecture for Distributed Ledger Technology

Security Services based on Distributed Ledger Technology
Security threats to online voting using distributed ledger technology

Security threats and requirements for digital payment services based on
distributed ledger technology




. Current hot topics - 3

* Q8/17 cloud computing security
e Data analytics (middlebox security)

Data security requirements for the monitoring service of cloud computing

Guidelines on security of Big Data as a Service

Security guidelines of lifecycle management for telecom Big Data

Security requirements for Communication as a Service application environments

Security requirements of public infrastructure as a service (laaS) in cloud
computing

Security requirements of Network as a Service (NaaS) in cloud computing



. Current hot topics -4

* Q6/17 loT security
* [dentity management for loT

Security Requirements and Framework of Using Identity-Based Cryptography
Mechanism in loT environment

Security framework for Internet of things

Technical framework of PIl (Personally Identifiable Information) handling system

in loT environment

Security Requirements and Framework for Narrow Band Internet of Things

Secure Software Update for loT devices




. Cybersecurity in Asia-Pacific region

Cybercrime Legislation and ITU —UNODC- INTERPOL Workshop (2017)

National Cybersecurity Strategy & Cybersecurity Awareness : Nepal (2016-2015)
Readiness Assessment to Establish a National CIRT for Fiji (2014-2015)
Workshop on Cybersecuirty and Cybercrime Legislation & Cybersecurity Incident
Simulation Bangkok 23 March 2015

INTERPOL-ITU Cybercrime Investigation Seminar,19-21 Feb 2014, Malaysia

First Pacific Islands Capacity Building Workshop on Child Online Protection and
Commonwealth National Cybersecurity Framework Regional Workshop, 22-24
September 2014, Vanuatu

Establishment of Pac CIRT, Fiji

Readiness assessment National Cybersecurity Strategy, Bangladesh ( 2013)

ITU Cyber Security Forum & Cyber Drill, 9-11 Dec 2013, Vientiane, Lao P.D.R
Enhancement of cybersecurity capabilities (CIRT) Bhutan (2013)

CIRT Capacity Building for Afghanistan (2014 and 2015)

33



. Cybersecurity in Pacific Island Countries 2018

PROJECT OBJECTIVE

The objectives of this proposed project
are:

To establish and strengthen of national
CIRTS and enhancing coordination,
collaboration and information
exchange between national CIRTs and
with other relevant players;

To strengthen national cybersecurity
policy frameworks that will include
assessment and design of national
CIRTs from civilian usage perspective;

To build human and institutional
capacity for efficient and effective use
of capabilities of CIRTs .

EXPECTED RESULTS

Stronger coordination, collaboration and information

sharing between CIRTS and other relevant players;

Readiness assessments for national CIRT establishment for
selected Pacific Island countries namely Tonga, Samoa,
Papua New Guinea and Vanuatu;

Design and implementation plan for each national CIRT;

Stocktaking of activities being undertaken in the selected

countries by national, regional, and international

organisations, and in the region in general; and

Awareness and hands-on training workshops aimed at

building and strengthening human capacity in

cybersecurity related matters in general and CIRTs in

particular.
34



. Conclusions

= While it will never be possible to completely remove all risks, drawing together an
effective policies and practices, infrastructure & technology, awareness and
communication can do a great deal to help.

= Cybersecurity and Critical National Information Infrastructure requiring political will
and commitment to have clear National Cybersecurity Strategy , Cyber Crime
Legislation , Child Online Protection, establishment / strengthening the CIRTs/
regular national / regional Cyber Drills

= Human and institutional capacity building critical to understand and take reactive /
proactive response to address cyberthreats

" |nternational cooperation, based on a multi-stakeholder approach, is the key and by

working together with ITU and its partners, together we can realize Safe and Secure
Cyber-space!

35



. ITU Resources / Publications on Cybersecurity

CYBERSECURITY

Global

CYBERSECURITY INDEX &
CYBERWELLNESS PROFILES
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