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GLOBAL COMPLEX FOR INNOVATION

A Multi-Stakeholder Approach in the
Fight Against Cybercrime

Cybercrime Directorate
INTERPOL Global Complex for Innovation



Ease of Criminal Use — Low Entry Cost

Emerging Technology — Wide Spread and Huge Impact

@ Restriction in Information Sharing

e Legislative Harmony

CYBERCRIME
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Digital Crime Investigative Support

Coordinating and facilitating transnational cybercrime investigations and operations
which involve intelligence sharing and providing guidance on best practices in
conducting cybercrime investigations.

Cybercrime Training
Providing range of training courses, targeted to the needs of participants,
covering topics such as emerging trends in cybercrime, investigation techniques,
digital forensics and more

Strategy & Outreach

Bridging the gap between the police and information communication technology
communities, bringing them together to fight cybercrime and to prepare for its
future developments

Cyber Fusion Centre
A secure and neutral collaboration workspace for law enforcement & industry to share
& develop cyber intelligence to tackle cybercrime and cyber-enabled crime




DIGITAL CRIME
INVESTIGATIVE
SUPPORT

@
Regional Bureau

Digital Crime Officer

@ 24/7 Point of Contact
for Cybercrime

@
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Regional Working Group on }@L Investigative and Operational
Cybercrime for Heads of Units \ Support on Transnational
(America, Africa, Eurasian, Cybercrime

Middle-East & North Africa)
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Academia

Cyber Threat Taskforce

Law Enforcement

INTERPOL

Private Sector
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Intake of Actionable Cyber
Threat Information

Sources of Information
include Private Industry,
Academia, Law Enforcement
and Other Organizations

Analysis and Enrichment
of Data
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THE GROWING TREND OF CYBERCRIME

Ransomware
DDoS-For-Ransom
Business Email
Compromise

Criminals to Diversify
Exploit Kits to Limit
Impact of Takedown

Increase PoS
Malware Targeting
Non-EMV Compliant
Business

Cyber Attack against
Critical Infrastructure
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Externally Funded Projects —

ASEAN Cyber Capacity Development Project
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GLACY+

Duration
Budget
Funding

GLACY+
countries

EU/COE Joint Project on
Global Action on Cybercrime Extended

COUNCIL OF FUROPE

Funded
by the Eurcpean Union
and the Coundil of Europe

Implementad
by the Council of Eurcpe

EUROPEAN UNON  CONSEIL DE LEUROPE

48 months (Mar 2016 - Feb 2020)
EUR 10 million

European Union (Instrument Contributing to Peace and
Stability) and Council of Europe

« Dom. Republic +« Ghana « Mauritius
« Morocco « Philippines  Senegal
« (South Africa) <« SrilLanka « Tonga

Asia-Pacific
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CyberDefense

Experts Attachment Agreement

15/05/2018
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Data Sharing Agreement

Name of Private Entity

Date of Signing
Agreement

Palo Alto Networks

June 30, 2017

Trend Micro August 21, 2017
FS-ISAC August 21, 2017
Scitum August 21, 2017

BiZone (asubsidiary of Sberbank)

August 21, 2017

(@) TREND

Kaspersky September8,2017
BT (British Telecom) September21, 2017
Group-IB October 10, 2017
Cisco Systems, Inc. November4, 2017
Banco do Brasil November 23,2017
LAC, Co. Ltd. February 6, 2018

Fortinet, Inc.

February 12, 2018




Cooperation Agreement between

INTERPOL and ITU

 Approved by INTERPOL General Assembly
during the 86" Session, 26-29 September 2017
Beijing, China

 Signed by both parties on 26 March 2018 "
Lyon, France

¢ Sharing best practices, reports, publication and training materials produced by
each organization or jointly within the scope of this Agreement, in areas of
mutual interest and competence, related to the scope of this Agreement;

*¢* The promotion of capacity building through mutual assistance, sharing of
material, and participation in training sessions and conferences.

15/05/2018
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Thank You-Merci-Gracias

Miyuki SHIINA
m.shiina@interpol.int
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