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Gavi, the Vaccine Alliance is a public-private partnership committed to saving children's lives and protecting people's health by increasing access to immunisation in poor countries.
Approached by UNICEF


ITU / WHO Focus Group on
Artificial Intelligence for Health
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ITU / WHO
Focus
Group on
Artificial
Intelligence
for Health

Topic areas:Cardiovascular disease risk prediction (TG-Cardio)

*Dermatology (TG-Derma)

*Falls among the elderly (TG-Falls)
*Histopathology (TG-Histo)

*Neuro-cognitive diseases (TG-Cogni)
*Outbreak detection (TG-Outbreaks) New
*Ophthalmology (TG-Ophthalmo)

*Psychiatry (TG-Psy)

*Radiotherapy (TG-Radiotherapy)

*Snakebite and snake identification (TG-Snake)
«Symptom assessment (TG-Symptom)
*Tuberculosis (TG-TB)

*\olumetric chest computed tomography (TG-DiagnosticCT)

Key current output documents:

*FG-Al4H Whitepaper

*E-102: Updated call for proposals: use cases, benchmarking,
and data

*D-103: Updated FG-AI4H data acceptance and handling policy
*C-104: Thematic classification scheme



https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/cardio.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/derma.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/falls.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/histo.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/cogni.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/outbreaks.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/ophthalmo.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/psy.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/radiotherapy.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/snake.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/symptom.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/TB.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Pages/diagnosticct.aspx
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Documents/FG-AI4H_Whitepaper.pdf
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Documents/FGAI4H-E-102-DraftCfP_UC_Benchm_Data.pdf
https://www.itu.int/en/ITU-T/focusgroups/ai4h/Documents/FGAI4H-D-103-DataPolicy.pdf
https://itu.int/en/ITU-T/focusgroups/ai4h/Documents/FGAI4H-C-104-DraftThemClassifScheme.pdf

ITU/WHO Focus Group

Al for Health

Artificial Intelligence for
Health (A4IH) offers
substantial
improvements for
public and clinical
health, e.g. early
detection, diagnosis
and risk identification,
treatment decision
support, self-
management, improved
outcomes, ...

For world-wide FG-AlI4H goals:
adoption, need standardized
evaluation standards framework

on effective Al for for benchmarking and
Health evaluation

of Al solutions

Focus Group Al for
Health (FG-Al4H)
created July 2018;
open platform




Al for Health Use
Case in
Histopathology:
Diagnostic
Support for
Breast Cancer
Treatment

Tumor infiltrating
lymphocytes (TILs) are
implicated in eliminating
tumor cells

Quantification of TILs
relevant for patient prognosis
estimation and therapy
selection

Replace “eye-balling” by
pathologist with Machine
Learning method for TIL
guantification

Focus Group: specify
process on data generation
and evaluate accuracy of
Machine Learning method

0-10% stromal TiLs

50-90% stromal TILs
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ITU-T Focus Group on
Machine Learning for 5G

Unified architecture for machine learning in 5G and future networks processed and approved by SG13
on 1 of July “Architectural framework for machine learning in future networks including IMT-2020"

ITU's ML-Aware Network Architecture: Bringing Intelligence to Verticals

March 2019

Upcoming: Machine learning in 5G and future networks: use cases and basic requirements

Upcoming: Framework for data handling to enable Machine Learning in future networks including IMT
2020

Upcoming: Method for evaluating mobile network intelligence level

Source: https://www.itu.int/en/ITU-T/focusgroups/ml5g/Pages/default.aspx



https://www.itu.int/en/ITU-T/focusgroups/ml5g/Documents/ML5G-delievrables.pdf
https://www.itu.int/en/ITU-T/Workshops-and-Seminars/201903/Documents/Navneet_and_Vishnu_presentation.pdf
https://www.itu.int/en/ITU-T/focusgroups/ml5g/Pages/default.aspx

Assessing the
Economic Impact of
Artificial Intelligence

Assessing the economic impact
of Artificial Intelligence

o )

Contributed by the McKinsey Global Institute (MGl), the economic and business research arm of McKinsey & Company, this paper
offers a framework for thinking about how to model the economic impact of Al



® ITU Mandate on Cybersecurity

4 )
2003 - 2005 -\. world summit _
WSIS entrusted ITU as sole facilitator for WSIS Action Line C5 - ’ on the information society
I . . " Geneva 2003 - Tunis 2005
“Building Confidence and Security in the use of ICTs”

J
2007
Global Cybersecurity Agenda (GCA) was launched by ITU
Secretary General
GCA is a framework for international cooperation in cybersecurity

J\

GLOBAL

2008 to date CYBERSECURITY
ITU Membership endorsed the GCA as the ITU-wide
strategy on international cooperation.

AGENDA

[
\.

\
J

Building confidence and security in the use of ICTs is widely present in PP and Conferences’
resolutions. In particular WTSA 12, PP 10 and WTDC 10 produced Resolutions (WTSA 12 Res 50, 52,
58, PP Res 130, 174, 179, 181 and WTDC 45 and 69) which touch on the most relevant ICT security
related issues, from legal to policy, to technical and organization measures.
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The WSIS happened in two phases: 2003 in Geneva and 2005 in Tunis. During the Tunis phase, WSIS goals and the implementation mechanisms for each action lines were elaborated.
ITU was identified as sole facilitator of the Action Line C5: Building confidence and security in the usage of ICTs, and as such was tasked by world leaders to coordinate Cybersecurity efforts at the global level.

In line with ITU’s role as sole facilitator for WSIS Action Line CS and in accordance with other decisions by ITU Membership, the Global Cybersecurity Agenda (GCA) was launched by the ITU Secretary-General in 2007 as the ITU framework for international multi-stakeholder cooperation in cybersecurity aimed at building synergies with current and future initiatives and partners towards a safer and more secure information society.

http://www.itu.int/osg/csd/cybersecurity/gca/cop/

Global Cybersecurity Agenda (GCA)

* GCA s designed for cooperation and efficiency, encouraging

collaboration with and between all relevant partners, and ﬁ//! K\

building on existing initiatives to avoid duplicating efforts.

* GCA builds upon five pillars: .,:"9 . N
4‘:, : A \‘\ :

1. Legal Measures
) G

2. Technical and Procedural Measures i ,4,/ q\

3. Organizational Structure | ’ : A

4. Capacity Building

5. International Cooperation e ' b

* Since its launch, GCA has attracted the support and .
recognition of leaders and cybersecurity experts around the @ &
world.




Cybersecurity Services Catalogue

Service Areas — Services

Computer Incident Response

Team (CIRT) Program

e A e A a )y 4 ) a ) ( )
Global Cybersecurity _| National Cybersecurity || CIRT Readiness L1 Good Practices Sharing Curricula and Training | Regional Cyberdrills
Index Assessment Assessment ( Programs
\ J \ J \ J \ T \ j g J
( ) ( ) 4 ) a W a ] ( )
Global, Regional and National Cybersecurity . Information Exchange \_ . . .
National events Strategy Assistance CIRT Design Tools and Techniques Bespoke Training National Cyberdrills
\ J \ J \, y \, y, \, y . J
4 ) 4 ) 4 )
— C;lt:g?s-le-ixfilty | Critical Infrastructure == CIRT Establishment KPls: ; : ; : : :
rulations Protection Assistance - Number of cybersecurity national strategies implemented in countries that BDT
contributed to develop
- / \ / \ /| - Number of CERTs that BDT has contributed to establish
. . . . . . | - Number of countries where BDT provided technical assistance and improved
cybersecurity capability and awareness
Partnership _ _ - Number of cyber attacks repelled by CERTs established with the support of BDT
— == Technical Assistance == CIRT Enhancement
Development
\ J L J \o y




5 CIRT READINESS ASSESSMENTS 13 CIRT ESTABLISHMENT + 1 ENHANCEMENT

UNITED STATES Establishment National CIRT -

Establishment Govt. CIRT s (@

Enhancemen-t“-l\-lational CIRT

BRAZIL

P

CHAD

- CIRT.

Establishment National CIRT
Design National CIRT

Enhancement National CIRT

CIRT ESTABLISHMENT- INTERESTS

CIRT ESTBLISHMENT IN 2019
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“Number of CIRT activities around the world

0 CIRTs in Asia-Pacific:

40 Afghanistan, Australia, Bangladesh,
Brunei Darussalam, Cambodia, China, India, Indonesia, Iran, Japan, Laos, Malaysia, Myanmar, New
Zealand, Pakistan, Papua New Guinea, Philippines, Republic of Korea, Singapore, Sri Lanka,

a5 Thailand, Tonga, Vanuatu, Viet Nam

30
25 24
20
17
15
13
10
10
I |
0

Africa Americas Arab States Asia-Pacific CIS Europe

(&)]
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Or Power BI map to be inserted.


What is GCI ...

Studies & research ITUPublications

GCl is a composite index combining 25 indicators into one
benchmark measure to monitor and compare the level of ITU

Global

Member States’ cybersecurity commitment with regard mbgﬁgg)riw
to the five pillars identified by the High-Level Experts and 2018

endorsed by the GCA.

“GCl is a capacity building tool, to
support countries to improve their
national cybersecurity”



Background

e GClIvl —the 1%t iteration of the GCI has started in 2013-2014 period -105 countries responded
e GCIv2 — the 2" jteration covered 2016-2017 period — 134 countries responded
« GCIv3 - 3 jteration started in March 2018 — 137 countries as of today

Slobal Cybersecurity Index




GCl most committed countries globally in 2018

In 2018’ Only th Fee regions are Rank Member States GCl Score Legal Technical Organizational ERpachy Cooperation
represented with countries having | |

building

. . 1 United Kingdom 0.931 0.200 0.191 ‘ 0.200 0.189 | 0.151
the most level of commitment: six T 1 | f
. . 2 AsiiErcs 0.926 0.200 0.184 0.200 0.191 0.151
countries from the Europe region, |
. o . 3 France 0918 | 0200 @ 0193 0.200 0.186 0.139
three from the Asia-Pacific region, | ; | | 1
and tWO from the Amerlcas reglon 4 Lithuania 0.908 0.200 0.168 0.200 0.185 0.155
5 | Estonia | 0.905 0.200 | 0.195 0.186 | 0170 0.153
Table 4 ShOWS Countries that SCOFEd | 6 Singapore | 0.898 | 0.200 | 0.186 | 0.192 | 0.195 | 0.125
well in the legal and organizational T \ T B R
pi”arS reaChing d peak score of 20 8 Malaysia 0893 | 0179 0.196 0.200 0.198 0.120
(0'200). Aldm c:)St a” Chountlrles 9 Norway 0.892 0.191 0.196 ‘ 0.177 0.185 0.143
mentioned above show low | | | | |
10 Canada 0.892 0.195 0.189 0.200 0172 0.137

commitment in the cooperation pillar, | | __ | ._
Wlth Lithuania Scoring OnIy 0155 11 | Australia 0.890 0.200 | 0.174 ‘ 0.200 0.176 0.139
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GCl 2018 - An analysis (Average Score):
Asia-Pacific vs Rest of the regions

0.111

0.078 0.074

0068|0066

Africaregion

0.086

0.117
0077Ioo74

0.079

Americas region

mlegal mTechnical

= Organizational

0.143

0.177
0.13
‘|.12s123

0.105
0.095

0.086
0076|0075074

Asia-Pacific region

0.112
0.079 0.075

‘ | |0067I

Arab States region

0.071 (069

Europe region

|0061|0058I

CIS region

m Capacity building m Cooperation




Regional Cyberdrills -Objectives

Enhancing cybersecurity capacity and capabilities through regional
collaborations and cooperation;

Enhancihg the awareness and the capability of countries to participate
and to contribute to the development and deployment of a strategy of
defeating a cyber threat;

Strengthening international cooperation between Member States to
ensure continued collective efforts against cyber threats;

Enhancing Member States’ and incident response capabilities and
communication;

Assisting Member States to develop and implement operational
procedures to respond better to various cyber incidents, identify
improvements for future planning CIRT processes and operational
procedures




I TU Asia-Pacific and CIS Inter-Regional Cyberdrill

Date : 23-27 September 2019, Kuala Lumpur, Malaysia

Hosted by

MINISTRY OF COMMUNICATIONS
AND MULTIMEDIA MALAYSIA

The Ministry of
Communications and
Multimedia Malaysia

@ NACSA

AGENSI KESELAMATAN SIBER NEGARA
NATIONAL CYBER SECURITY AGEMNCY

The National Cyber
Security Agency Malaysia

Doreen Bogdan-Martin L J
@ITU BDTDirector

(@ TU builds capacity of national cyber incident response teams
through strong partnerships. The Cyber Drill held in #Malaysia is
a good example of real impact in #cybersecurity - over 200
experts from 17 countries gathered in #KualaLumpur. Thank you
@kkmm_gov @ITUMoscow

023 537 PM - Sep 24, 2019 i

(% See Doreen Bogdan-Martin's other Tweets >




“Online Threats to Children

Cybergrooming Sexual solicitation

Child abuse materials Disclosure private information

Pornography Child pornography

Threats & Risks

Racism

Cyberstalking Onligk Fraud

Phishing attacks

Spam i % Cyber Bullying

Youth-to-youth cybercrimes
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As use of the Internet grows, so do the risks it presents to children. 
Children already spend large amounts of time in an online environment.
Children are often more vulnerable when it comes to Internet safety as they are still developing and learning.
This has consequences for their capacity to identify and manage potential risks on the Internet.
The nature of the risks children are exposed to are broadly similar given the global nature of online communication. 
But, the biggest risk to children could be different in various countries.
With the arrival of new methods of communication on the Internet and mobile technologies, children are more and more exposed to complex and multi-faceted emerging threats.



‘Child Online Protection (COP) Initiative

The COP Initiative aims at bringing together partners from all sectors of the global
community to ensure a safe and secure online experience for children everywhere.

Objectives
= |dentify risks and vulnerabilities to children in cyberspace;
* Create awareness of the risks and issues through multiple channels;

* Develop practical tools to help governments, organizations and
educators minimize risk; and

= Share knowledge and experience while facilitating international strategic
partnership to define and implement concrete initiatives



Presenter
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The key objectives of COP are to:

- Identify the key risks and vulnerabilities to children and young people in cyberspace;
- Create awareness of the risks and issues through multiple channels;
- Develop practical tools to help governments, organizations and educators to minimize risk; and
- Share knowledge and experience while facilitating international strategic partnerships to define and implement concrete initiatives.

Today’s young people will be the consumer drivers of new technology tomorrow, and it is vital that they learn how to become good global digital citizens wherever, whenever and however they connect.



COP Five Strategic Pillars

" COP high-level deliverables across the five
strategic pillars are designed to be achieved by
ITU and COP members in collaboration.

e Legal Measures

* Technical & Procedural Measures
e Organizational Structures

e Capacity Building

* International Cooperation

" |tis designed to transform the COP Guidelines
into concrete activities by leveraging the active
support provided by COP partners.



4 Set of COP Guidelines

o 5 5L
Ll ol JubN
Ll e Jubd

Guidelines

= for Industry on
Child Online
Protection

\ « 2014 edition

PrE=H R

@ www.itu.int/cop

www.itu.int/cop @

Directrices sobre
Proteccion de la
Infancia en Linea
para los encargados
§ de formular
[““"%T' I £a | politicas

PyxoBogsmue
YKa3aHus
QT ieTel 1o
B 3amuTe pedeHka
e ) B omIaitHOBOI

e

)i ] a4

Guidelines

for Industry on
Child Online
Protection

l www.itu.int/co — ,. —
@ : @ www.itu.int/cop

* Developed in cooperation with COP partners, is the first set of guidelines addressing

different stakeholders. Available in the six UN languages
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Copies of them are outside…

http://www.itu.int/osg/csd/cybersecurity/gca/cop/

The COP Guidelines in details

P 4
1 B

Guidelines
for Children on
Child Online

4 Protection

www.itu.int/cop

Update version
COP Guidelines for Children

Children and young people need to be aware of nsks online. The
guidelines advise them on possible harmiul activities onling, such as
oullying and harassment, identity theft. and online abuse. The
guidelines also include advice to children seeing and experiencing
harmful and illegal content online, or young people being exposed to
grooming for sexual purposes, the production, distribution and
collection of child abuse material.




The COP Guidelines in details

Guidelines for
Parents, Guardians
and Educators on
CHild Online

Protection

www.itu.int/cop

Update version
COP Guidelines for Parents, Guardians
and Educators

Research shows that more and more children are connecting to the
[nfermet using game consoles and mobile devices, yet many adults
are not even aware that these activities include internet connectivity.
The guidelines for parents, guardians and educators provide
recommendations on what they can do to make their child's online
experience a positive one.



The COP Guidelines in details

Guidelines for

Policy Makers on
Child Online
Protection

@ www.itu.int/cop

COP Guidelines for Policy Makers

The guidelines for policy makers will help individual countries plan for
their strategies for child online protection in the short, medium and
longer term. In order to formulate a national strategy focusing on
online child safety, policy makers need to consider a range of
strateqies, including establishing a legal framework, developing law
enforcement capabiliies: putting in place appropriate resources and
reporting mechanisms; and providing education and awareness
[esources.




* The COP Guidelines in details

Guidelines

g for Industry on
Child Online
Protection

New COP Guidelines for Industry

The updated quidelines for Industry on Child Online Protection
provide advice on how the ICT industry can help promote safety
for children using the Internet or any technologies or devices that
can connect to it. An online platiorm of COP case studies from
the broader ICT Industry further complements the content of
these Guidelines.
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Decided by CWG on Internet….etc. 


5 key areas for protecting and promoting children’s rights in

the online environment

Promote positive
use of ICTS

Policies and . Safer and age Educate children,
Child sexual abuse .
management content appropriate parents and
processes environment teachers

Integrate Develop Develop safer Educate
children’s rights processes for and age children,
in policies and handling child appropriate parents and
management sexual abuse online teachers on
processes content environments children’s safety

Purpose of the Guidelines is to provide:

Promote digital
technology as a
mode to further
good citizenship

v A blueprint that can be adapted locally for various industry players

v' Establish a benchmark for recommended actions
v Guidance on identifying, prevent and mitigating risks

v Guidance on supporting children’s rights



https://www.youtube.com/watch?v=TtEGAcLBTTA

Conclusions

= While it will never be possible to completely remove all risks, drawing together an
effective policies and practices, infrastructure & technology, awareness and
communication can do a great deal to help.

= Cybersecurity and Critical National Information Infrastructure requiring political will
and commitment to have clear National Cybersecurity Strategy , Cyber Crime
Legislation , Child Online Protection, establishment / strengthening the CIRTs/
regular national / regional Cyber Drills

= Human and institutional capacity building critical to understand and take reactive /
proactive response to address cyberthreats

" |nternational cooperation, based on a multi-stakeholder approach, is the key and by

working together with ITU and its partners, together we can realize Safe and Secure
Cyber-space!




ITU : 1 Thank U
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