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® John Carr (yailSifiegAnisuasvnyselovdimanaannidin - ECPAT International)
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Global Partnership to End Violence Against Children)
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London School of Economics & Global Kids Online)
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! Under the Connecting Europe Facility (CEF), European Schoolnet runs, on behalf of the European Commission,

the Better Internet for Kids platform, which includes the coordination of the Insafe network of European Safer

Internet Centres. More information is available at www.betterinternetforkids.eu
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UNICEF, “Convention on the Rights of the Child,” uncief.org, accessed January 29, 2020, https://www.unicef.org/child-right-

convention.
WSIS was held in two phases: in Geneva (10-12 December 2003) and in Tunis (16-18 November 2005). WSIS concluded with
a bold commitment “to build a people-centered, inclusive and development-oriented information society, where everyone

can create, access, utilize and share information and knowledge,”
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https://www.cigionline.org/publications/one-three-internet-governance-and-childrens-rights/

2 Broadband Commission, “Child Online Safety: Minimizing the Risk of Violence, Abuse and Exploitation Online (2019),”
Broadband Commission for Sustainable Development, October 2019, 84,
https://broadbandcommission.org/Documents/working-groups/ChildOnlineSafety Report.pdf

3 Livinestone, Carr, and Byrne, “One in Three: Internet Governance and Children’s Rights.”
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16 Karen Cooper et al., “Adolescents and Self-Taken Sexual Images: A Review of the Literature,” Computers in Human
Behaviour 55 (February 2016): 706-16,
https://www.sciencedirect.com/science/article/abs/pii/S0747563215301825?via%3Dihub

R Jessica Ringrose et al., “A Qualitative Study of Children, Young People and ‘Sexting’: A Report Prepared for the NSPCC”
(London, UK: National Society for the Prevention of Cruelty to Children, 2012), http:// doi .wiley .com/ 10 .1046/ j .1365 -
2206 .1997 .00037 x.

1 UNODC, “Study on the Effects of New Information Technologies on the Abuse and Exploitation of Children” (Vienna: UN,
2015), https:// www .unodc .org/ documents/ Cybercrime/ Study on _the Effects .pdft¥! UNODC, Study on the Effects of
New Information Technologies on the Abuse and Exploitation of Children, p.22.

9 Cooper et al., “Adolescents and Self-Taken Sexual Images.”



https://www.sciencedirect.com/science/article/abs/pii/S0747563215301825?via%3Dihub
https://onlinelibrary.wiley.com/doi/abs/10.1046/j.1365-2206.1997.00037.x
https://onlinelibrary.wiley.com/doi/abs/10.1046/j.1365-2206.1997.00037.x
https://www.unodc.org/documents/Cybercrime/Study_on_the_Effects.pdf

LU uRdmsulimusuleuesunisiuaseainaaulal

v o v

Fandasdadu: n1snauwnaanielauas

q

fawinisnauundsazidulsngnisaliiduineudumesiida uwaaud v vouwwn
wazAMUsaLiatlan snduwndsiuindusaulataiuisavinlvusyaunisalvesnietungasluan

Pnanumsainvibigeennlanasdnnesunsigeguas nsnauunamslguesuuieuaignisvining

a

& a & % 9 I | Y a ¢ v ¢ A a A ¢
VIWQIGULLagLﬂﬂsUu‘U'] 9 ai']ﬂﬂ')']llLQUﬂ?@NWUﬂWii%ﬂ@NWQL@@ﬁ I‘Vliﬂ‘WVlLﬂa @u‘ﬂ‘ﬁﬁaq‘ﬂﬂim
a & a el o a X Y} Y v ¢ = & A Aaa
EANNIBUNEDU € 3JﬂLﬂu%u@j%u’]uqyﬂﬂUﬂ'ﬁﬂaULLﬂaQ@@WIﬁUWIﬁ\TLiEJ‘L!‘VI?ETV]@U ] aZAUTNUUR

[

AerfunsimBenidewd mauiuazmeaiiaindniig suisonadudiuvenevesdunsiefiiniy
powlal wWu iunsuentadldnu mswewnsjunsedflessulal MesssuvAduidunasniian
YosdANTiasANUeLT LAz siogveilont lnevialuuandusssumAvestymimedeny

1INNINDIVYINTTY UlsuIBiednn1siunsnaulnasooulalfenesliuunanuueInsmilseiou

Y

AsaUAT LA Nd AL ApmIANEId N TldIus

dadesdatiu: nsidinisesuladuasnisynssluniiaingussasaniana

9
a 1<

FAEWAUINITN 50521900 nALUlaT WAL NITLN LT UVDIY DINIINITLT 1D 9D ULN DS LA

' [
aa v a a =

wazn15d oa1sneAdvian it ululd AN M uL Anudeangstureanisnserineeulaunilu
a1gnssuyaluinniwnumnegmandedils JusuuresnsuamUsslerinmaneanin

7UsIngTufen1sidnineeulatuarnisynsslaniioTngUssasdMIunaAINANNISI9IN g

a v & !

saulateSurvedienieg leandunssuiunsigngdunduieurielidninanesan (@eaniy

Aaa o A

= | va L] N A Y a N av o ¢ v &
18 U) shunslddunesidansemaluladfidiadu o iedrelviianisiujduiusmanaduiin

o ' (%
v a

vandnsduiauaslifinisduda sewirstuneunmsdimgnszyianuiadnneneulianadosniy

'
o o = L4 ¥

Weshwanuduaruduuasrinideinisgnivlauazadne® Jaiududdyiagdesdilain
= ca o ' a ' o v v
fagunsalilunisanaslnserinsauiudeiume
dinaussreanasenundumesitatiesuieanuasaandmiunmsdinienuauds
i maneiwnnnlidndalaegiaiteaiy wasyligndimaiunsaauenuluiznmsnuifnmala
dmiuan fnseranudanananennesulatlinistnle nsfudsduuaznisaeaiaiionn
mainiulakazaelawnlinddiusulufanssumane ddmnldtuneuiiddassyuineranniy
wiafifinnuiuszun Siunndeyafisrfunisatvayuainaseuasivenin wagldaunaduy

= 1Y) Y] i a & Y vy & & &
UIDAINUBUDY/AIUNAIUIAWALLUANIILNANDLAN P‘\ljLSU'WWaqﬂlsﬁﬁ@aqﬂﬂ@uqﬂqiﬁiaLu@%'ﬁ/]LTJ“L!

[
v o

nMsanazliaviouaanusslevianninunaiaanududeitlaveudienanndudnitaueianssy

2 International Centre for Missing & Exploited Children, “Online Grooming of Children for Sexual Purposes: Model

Legislation & Global Review,” 1st Edition (International Centre for Missing & Exploited Children, 2017),
https://www.icmec.org/wp-content/uploads/2017/09/0Online-Grooming-of-Children FINAL 9-18-17.pdf
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22 National Center for Missing and Exploited Children (NCMEC), Sextortion, at http:// www.missingkids.com/theissues/
onlineexploitation/sextortion (last visited Nov. 6, 2019).

= Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse, Interagency Working
Group in Sexual Exploitation of Children, Luxembourg, Jan. 28, 2016, D.4iii, 27-28, at http://luxembourgguidelines.org/
english-version.

2 Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse, Interagency Working
Group in Sexual Exploitation of Children, Luxembourg, Jan. 28, 2016, D.4iii, 27-28, at http://luxembourgguidelines.org/
english-version.

% Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse, Interagency Working
Group in Sexual Exploitation of Children, Luxembourg, Jan. 28, 2016, D.4iii, 27-28, at http://luxembourgguidelines.org/

english-version.
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2 Benjamin Wittes et al., “Sextortion: Cybersecurity, Teenagers, and Remote Sexual Assault” (Brookings Institution, May

11, 2016), https://www.brookings.edu/wp-content/uploads/2016/05/sextortion1-1.pdf
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% Andrew Schrock et al., “Solicitation, Harassment, and Problematic Content,” Berkman Center for Internet & Society, Harvard

University, December 2008, 87, https://cyber.harvard.edu/sites/cyber.law.harvard.edu/files/ISTTF-LitReviewDraft_0.pdf
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29 UNICEF, “State of the World’s Children Report: Children with Disabilities,” 2013,
https://www.unicef.org/publications/files/SOWC2013 Exec_Summary ENG Lo Res 24 Apr 2013.pdf

0 Katrin Mueller-Johnson, Manuel P. Eisner, and Ingrid Obsuth, “Sexual Victimization of Youth with a Physical Disability:
An Examination of Prevalence Rates, and Risk and Protective Factors,” Journal of Interpersonal Violence 29, no. 17
(November 2014): 3180-3206, https://journals.sagepub.com/doi/10.1177/0886260514534529

3 Richard L Bruno, “Devotees, Pretenders and Wannabes: Two Cases of Factitious Disability Disorder,” Sexual and
Disability 15, no. 4 (1997): 18, https://link.springer.com/article/10.1023/A:1024769330761

32 UNICEF, “Child Privacy in the Age of Web 2.0 and 3.0: Challenges and Opportunities for Policy,” Innocenti Discussion
Paper 2017-03 (UNICEF, Office of Research-Innocenti), accessed January 16, 2020, https://www.unicef-
irc.org/publications/pdf/Child_privacy challenges opportunities.pdf
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3 Amanda Third et al., “Children’s Rights in the Digital Age” (Melbourne: oung and Well Cooperative Research Centre,

September 2014), https://www.westernsydney.edu.au/__data/assets/pdf file/0003/753447/Childrens-rights-in-the-digital-

age.pdf

% Amanda Third et al,, “Young and Online: Children’s Perspectives on Life in the Digital Age,” The State of the World’s
Children 2017 Companion Report (Sydney: Western Sydney University, 2017). The report summarized the views of 490
children aged 10-18, from 26 different countries speaking 24 official languages

36 Livingstone, S. (2014) EU Kids Online: Findings, methods, recommendations. LSE, London: EU Kids Online,

https://lsedesignunit.com/EUKidsOnline/
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4 Special Representative of the Secretary-General on Violence against Children, Annual Report of the Special Representative of the

Secretary-General on Violence against Children to the Human Rights Council, A/HRC/31/20 (January 2016), para. 103 and 104.
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% Special Representative of the Secretary-General on Violence against Children, Releasing children’s potential and minimizing

risks: ICTs, the Internet and Violence against Children, 2014 (New York: United Nations), p. 55.
% Special Representative of the Secretary-General on Violence against Children, Releasing children’s potential and minimizing

risks: ICTs, the Internet and Violence against Children, 2014 (New York: United Nations), p. 64.
50 UN Committee on the Rights of the Child, General Comment No. 16, para. 53.
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1 The State of the Broadband 2019, Recommendation 5.6, page 78. https://www.itu.int/dms_pub/itu-s/opb/pol/S-POL-
BROADBAND.20-2019-PDF-E.pdf
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53 Special Representative of the Secretary-General on Violence against Children, Annual Report of the Special

Representative of the Secretary-General on Violence against Children (December 2014) A/HRC/28/55 and Releasing

children’s potential and minimizing risks: ICTs, the Internet and Violence against Children, 2014 (New York: United

Nations), para. 88.
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% UN Committee on the Rights of the Child, General Comment No. 16, para. 28.

> Report of the Special Representative of the Secretary-General on the issue of human rights and transnational corporations and other business
enterprises, A/HRC/17/31 (2011), para. 71.

% UN Committee on the Rights of the Child, Report of the 2014 Day of General Discussion, para. 96.

5T Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, A/HRC/32/38 (2016),

para. 71
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% Bertrand de Crombrugghe, “Report of the Human Rights Council on Its Thirty-First Session” (UN Human Rights Council, 2016).

9 Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, A/HRC/32/38
(2016), para. 45.

& UN Committee on the Rights of the Child, General Comment No. 16, para. 62.

1 UN Committee on the Rights of the Child, Report of the 2014 Day of General Discussion, para. 106.
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® FECPAT International, Sexual Exploitation of Children in The Middle East And North Africa,
2020

® DQ Institute, 2020 Child Online Safety Report, 2020

® FEU Kids Online, EU Kids Online 2020: Survey results from 19 countries, 2020
2561

® |nternet Watch Foundation (IWF), Annual Report, 2019

® \VeProtect Global Alliance, Global Threat Assessment, 2019

® Broadband Commission / ITU, Child Online Safety. Universal Declaration, 2019

® Broadband Commission / ITU, Child Safety Online: Minimizing the Risk of Violence, Abuse
and Exploitation Online, 2019

® Global Kids Online, Growing up in a connected world, 2019

® Rethinking the Detection of Child Sexual Abuse Imagery on the Internet, in Proceedings of

the 2019 World Wide Web Conference, May 13-17, 2019, San Francisco, USA, 2019
® UK Home Office, Online Harms White Paper (UK only), 2019
® PA Consulting, A tangled web: rethinking the approach to online CSEA, 2019

® UK Information Commissioner Office, Consultation on Code of Practice to help protect

children online (UK only), 2019

® Global Fund to End Violence against Children, Disrupting Harm: evidence to understand

online child sexual exploitation and abuse, 2019

® Global Partnership to End Violence against Children, Safe to Learn Call for Action, Youth
Manifesto, 2019

® UNESCO, Behind the numbers: Ending school violence and bullying, 2019 (includes data

on online hurtful behaviour and cyber-bullying)
® United Nations Human Rights, children’s rights in relation to the digital environment, 2019

® Australian eSafety Commissioner, Safety by Design Overview, 2019

® UNICEF, Why businesses should invest in digital child safety brief, 2019

® U.S. Department of State, Trafficking in Persons report, 2019



https://ecpat.org/wp-content/uploads/2020/05/Regional-Overview-Sexual-Exploitation-of-Children-in-the-Middle-East-and-North-Africa-ECPAT-research.pdf
http://www.lse.ac.uk/media-and-communications/assets/documents/research/eu-kids-online/reports/EU-Kids-Online-2020-10Feb2020.pdf
https://www.iwf.org.uk/report/iwf-2019-annual-report-zero-tolerance
https://static1.squarespace.com/static/5630f48de4b00a75476ecf0a/t/5deecb0fc4c5ef23016423cf/1575930642519/FINAL+-+Global+Threat+Assessment.pdf
https://broadbandcommission.org/Documents/working-groups/ChildOnlineSafety_Declaration.pdf
https://broadbandcommission.org/Documents/working-groups/ChildOnlineSafety_Report.pdf
https://broadbandcommission.org/Documents/working-groups/ChildOnlineSafety_Report.pdf
https://www.unicef-irc.org/publications/pdf/GKO%20Summary%20Report.pdf
https://dl.acm.org/doi/10.1145/3308558.3313482
https://www.gov.uk/government/consultations/online-harms-white-paper
https://www2.paconsulting.com/rs/526-HZE-833/images/The%20Tangled%20Web%20Report.pdf
https://www.end-violence.org/grants/unicef-office-research-innocenti-disrupting-harm
https://www.end-violence.org/grants/unicef-office-research-innocenti-disrupting-harm
https://www.end-violence.org/sites/default/files/paragraphs/download/Online%20Child%20Safety%20175.pdf
https://unesdoc.unesco.org/ark:/48223/pf0000366483
https://www.ohchr.org/EN/HRBodies/CRC/Pages/GCChildrensRightsRelationDigitalEnvironment.aspx
https://www.esafety.gov.au/key-issues/safety-by-design
https://www.unicef.org/csr/files/Brief-on-Investing-in-Digital-Child-Safety.pdf
https://www.state.gov/wp-content/uploads/2019/06/2019-Trafficking-in-Persons-Report.pdf
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2561
® \WeProtect Global Alliance, Global Threat Assessment, 2018

® (Child Dignity on the Digital World, Technical Working Group Report, 2018 Council of
Europe, Recommendation CM/Rec(2018)7 of the Committee of Ministers to member
States on Guidelines to respect, protect and fulfil the rights of the child in the digital

environment, 2018

® Global Fund to End Violence against Children, Two years of supporting solutions: results

from the Fund’s investments, 2018

® \WeProtect Global Alliance, Country examples of Model of National Response

capabilities and implementation, 2018

® [NTERPOL and ECPAT International, Towards a Global Indicator on Unidentified Victims
in Child Sexual Exploitation Material, 2018

® EUROPOL, Internet Organized Crime Threat Assessment (IOCTA), 2018
® NetClean, Report about Child Sexual Abuse Cybercrime, 2018

® |nternational Centre for Missing & Exploited Children (ICMEC), Child Sexual Abuse
Material: Model Legislation & Global Review, 9th Edition, 2018

® |nternational Centre for Missing & Exploited Children (ICMEC), Studies in Child Protection:

Sexual Extortion and Non-Consensual Pornography, 2018
® |nternational Association of Internet Hotlines, INHOPE Report, 2018
® |nternet Watch Foundation (IWF), Annual Report, 2018
® Thorn, Production and Active Trading of Child Sexual Exploitation Images, 2018
® |TU, Global Cybersecurity Index, 2018

® (CSA Centre of Expertise, Interventions for perpetrators of online child sexual
exploitation - a scoping review and gap analysis, 2018
® NatCen, Behaviour and Characteristics of Perpetrators of Online-facilitated CSEA - a

rapid evidence assessment, 2018

® UNICEF, Policy guide on children and digital connectivity, 2018



https://violenceagainstchildren.un.org/sites/violenceagainstchildren.un.org/files/documents/political_declarations/recomendation_of_the_committee_of_ministers_of_the_council_of_europe_to_member_states_on_guidelines_to_respect_protect_and_fulfil_the_rights_of_the_child_in_the_digital_environment.pdf
https://violenceagainstchildren.un.org/sites/violenceagainstchildren.un.org/files/documents/political_declarations/recomendation_of_the_committee_of_ministers_of_the_council_of_europe_to_member_states_on_guidelines_to_respect_protect_and_fulfil_the_rights_of_the_child_in_the_digital_environment.pdf
https://violenceagainstchildren.un.org/sites/violenceagainstchildren.un.org/files/documents/political_declarations/recomendation_of_the_committee_of_ministers_of_the_council_of_europe_to_member_states_on_guidelines_to_respect_protect_and_fulfil_the_rights_of_the_child_in_the_digital_environment.pdf
https://www.end-violence.org/sites/default/files/paragraphs/download/Fund%20Report.pdf
https://www.end-violence.org/sites/default/files/paragraphs/download/Fund%20Report.pdf
https://www.end-violence.org/sites/default/files/paragraphs/download/WePROTECT%20Global%20Alliance.pdf
https://www.end-violence.org/sites/default/files/paragraphs/download/WePROTECT%20Global%20Alliance.pdf
https://www.europol.europa.eu/publications-events/main-reports/iocta-report
https://www.netclean.com/the-netclean-report/
https://www.icmec.org/child-pornography-model-legislation-report/
https://www.icmec.org/child-pornography-model-legislation-report/
https://www.icmec.org/studies-in-child-protection-sexual-extortion-and-non-consensual-pornography/
https://www.icmec.org/studies-in-child-protection-sexual-extortion-and-non-consensual-pornography/
https://www.inhope.org/media/pages/the-facts/download-our-whitepapers/3976156299-1576235919/2019.12.13_ih_annual_report_digital.pdf
https://www.iwf.org.uk/report/2018-annual-report
https://www.thorn.org/resources-and-research/
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf
https://www.unicef.org/esa/media/3141/file/PolicyLab-Guide-DigitalConnectivity-Nov.6.18-lowres.pdf
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® The National Center for Missing & Exploited Children (NCMEC), The online enticement of
children: an in-depth analysis of CyberTipline Reports, 2017

® 5Rights Foundation, Digital Childhood, development milestones in digital environment,

2017
® Childnet, DeShame Report, 2017
® (anadian Centre for Child Protection, Survivors’ survey, 2017
® |nternet Watch Foundation (IWF), Annual Report, 2017
® |nternational Centre for Missing & Exploited Children (ICMEC), Annual Report, 2017

® |nternational Centre for Missing & Exploited Children (ICMEC), Online Grooming of Children
for Sexual Purposes: Model Legislation & Global Review, 2017

® Thorn, Sextortion online survey with 2,097 victims of sextortion ages 13 to 25, 2017
® UNICEF, Children in a Digital World, 2017

® \Western Sydney University, Young and Online: Children’s Perspectives on Life in Digital
Age, 2017

® [ECPAT International, Sexual Exploitation of Children in South East Asia, 2017

2559
® UNICEF, Perils and possibilities: growing up online, 2016

® UNICEF, Child protection in the digital age: National responses to online CSEA in ASEAN,
2016

® (Centre for Justice and Crime Prevention, Child Online Protection in the MENA Region, 2016

® [ECPAT International, Interagency Working Group on Sexual Exploitation of Children,
Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual

Abuse (The Luxembourg Guidelines), 2016

2558

® \WeProtect Global Alliance, Preventing and Tackling Child Sexual Exploitation and Abuse
(CSEA): A Model National Response, 2015

® NCMEC, A Global Landscape of Hotlines Combating CSAM, 2015

® |TU and UNICEF, Guidelines for Industry on Child Online Protection, 2015



https://www.missingkids.org/content/dam/missingkids/pdfs/ncmec-analysis/Online%20Enticement%20Pre-Travel.pdf
https://www.missingkids.org/content/dam/missingkids/pdfs/ncmec-analysis/Online%20Enticement%20Pre-Travel.pdf
https://5rightsfoundation.com/static/Digital_Childhood_report_-_EMBARGOED.pdf
https://www.childnet.com/ufiles/Project_deSHAME_Dec_2017_Report.pdf
https://protectchildren.ca/en/programs-and-initiatives/survivors-survey/
https://www.iwf.org.uk/report/2017-annual-report
https://www.icmec.org/wp-content/uploads/2018/08/2017-Annual-Report-Final-Digital.pdf
https://www.thorn.org/wp-content/uploads/2019/12/Sextortion-Infographic-2018-Findings-UpdatedV3.pdf
https://www.unicef.org/publications/files/SOWC_2017_ENG_WEB.pdf
https://researchdirect.westernsydney.edu.au/islandora/object/uws%3A44562
https://researchdirect.westernsydney.edu.au/islandora/object/uws%3A44562
https://www.ecpat.org/news/sexual-exploitation-children-increasing-concern-across-southeast-asia-new-report/
https://www.unicef.org/eap/reports/perils-and-possibilities-growing-online
https://www.unicef.org/eap/reports/child-protection-digital-age
https://www.researchgate.net/publication/309771524_Child_Online_Protection_in_the_MENA_Region
http://luxembourgguidelines.org/
http://luxembourgguidelines.org/
https://www.weprotect.org/the-model-national-response
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Council of Europe, Guidelines to respect, protect and fulfil the rights of the child in the

digital environment, 2018

UNESCO, Internet Universality Indicators, 2019

Ranking Digital Rights (RDR), 2019 RDR Corporate Accountability Index, 2019

Broadband Commission for Sustainable Development, The State of the Broadband, 2019
ITU, Measuring Digital Development, 2019

ITU, Measuring Information Society Report, 2018

UNICEF, Children and Digital Marketing Industry Toolkit, 2018

Broadband Commission for Sustainable Development, Digital health, 2017

Broadband Commission for Sustainable Development, Digital Skills for life and work, 2017
Broadband Commission for Sustainable Development, Digital sender divide, 2017
UNICEF, Privacy, protection of personal information and reputation, 2017

UNICEF, Freedom of expression, association, access to information and participation,

2017
UNICEF, Access to the Internet and digital literacy, 2017

UN CRC, Guidelines on effective protection of children from sexual exploitation, 2019

dmiudoyaiuiiu a1ursadrefenenisienarsieglu www.itu-cop-guidelines.com



https://rm.coe.int/guidelines-to-respect-protect-and-fulfil-the-rights-of-the-child-in-th/16808d881a
https://rm.coe.int/guidelines-to-respect-protect-and-fulfil-the-rights-of-the-child-in-th/16808d881a
https://en.unesco.org/internet-universality-indicators
https://rankingdigitalrights.org/index2019/
https://www.broadbandcommission.org/Documents/Presentation_SoB19.pdf
https://itu.foleon.com/itu/measuring-digital-development/home/
https://www.itu.int/en/ITU-D/Statistics/Pages/publications/misr2018.aspx
https://broadbandcommission.org/working-groups/digital-health-2017/
https://broadbandcommission.org/working-groups/education/
https://broadbandcommission.org/Documents/publications/WorkingGroupDigitalGenderDivide-report2017.pdf
https://www.ohchr.org/Documents/HRBodies/CRC/CRC.C.156_OPSC%20Guidelines.pdf
http://www.itu-cop-guidelines.com/
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ANZIIIIUTENT 19NUIBIUA1UNITEEIINIUsELagU A L nluuwuayUA Terminology

Guidelines on the Protection of Children from Sexual Exploitation and Sexual Abuse (2559)%

v3efi3anin Luxembourg Guidelines uazaudnyavesaniglsufiianin The Coundil of Europe
Convention: Protection of Children against Sexual Exploitation and Sexual Abuse (2555)%°

599318974 Report Global Kids Online (2662)°
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6 “Luxembourg Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse,” 2016,
114, http://luxembourgguidelines.org/wp-content/uploads/2017/06/Terminology-guidelines-396922-EN.pdf.

¢ Council of Europe, Conseil de |’Europe, and Council of Europe, Protection of Children against Sexual Exploitation and
Sexual Abuse: Council of Europe Convention (Strasbourg: Council of Europe Publishing, 2012),
https://www.coe.int/t/dg3/children/1in5/Source/Lanzarote%20Convention_EN.pdf.

% Globalkidsonline.net, “Done Right, Internet Use Can Increase Learning and Skills,” November 2019,
http://globalkidsonline.net/synthesis-report-2019/

7 UNICEF and ITU, Guidelines for Industry on Child Online Protection (itu.int/cop, 2015),
https://www.itu.int/en/cop/Documents/bD _Broch INDUSTRY 0909.pdf.

% Council of Europe, “What’s Al?,” coe.int, Artificial Intelligence, accessed January 16, 2020,

https://www.coe.int/en/web/artificial-intelligence/what-is-ai.


http://luxembourgguidelines.org/wp-content/uploads/2017/06/Terminology-guidelines-396922-EN.pdf.
https://www.coe.int/t/dg3/children/1in5/Source/Lanzarote%20Convention_EN.pdf.
http://globalkidsonline.net/synthesis-report-2019/
https://www.itu.int/en/cop/Documents/bD_Broch_INDUSTRY_0909.pdf.
https://www.coe.int/en/web/artificial-intelligence/what-is-ai.
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¢ OECD, “Recommendation of the Council on Artificial Intelligence” (OECD, 2019),
https://webcache.googleusercontent.com/search?g=cache:hTtMv9k1lak8J:https://legalinstruments.oecd.org/api/print%3Fi
ds%3D648%26lang%3Den+&cd=3&hl=en&ct=clnk&gl=ch&client=safari

0 OHCHR, “Convention on the Rights of the Child,” accessed January 16, 2020, https://www.ohchr.org/en/instruments-
mechanisms/instruments/convention-rights-child

" OHCHR; UNICEF and ITU, Guidelines for Industry on Child Online Protection.

2 “Luxembourg Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse.



https://webcache.googleusercontent.com/search?q=cache:hTtMv9k1ak8J:https://legalinstruments.oecd.org/api/print%3Fids%3D648%26lang%3Den+&cd=3&hl=en&ct=clnk&gl=ch&client=safari
https://webcache.googleusercontent.com/search?q=cache:hTtMv9k1ak8J:https://legalinstruments.oecd.org/api/print%3Fids%3D648%26lang%3Den+&cd=3&hl=en&ct=clnk&gl=ch&client=safari
https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-rights-child
https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-rights-child
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3 “Luxembourg Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse”; UNICEF,
“Global Kids

" WePROTECT Global Alliance, “Preventing and Tackling Child Sexual Exploitation and Absue (CSEA): A Model National
Response.,” 2016,
https://staticl.squarespace.com/static/5630f48dedb00a75476ecfOa/t/582ba50bc534a51764e8adec/1479255310190/WePROTE

CT+Global+Alliance+Model+National+Response+Guidance.pdf; Broadband Commission, “Child Online Safety: Minimizing the

Risk of Violence, Abuse and Exploitation Online (2019).”

> “|_uxembourg Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse.”



https://static1.squarespace.com/static/5630f48de4b00a75476ecf0a/t/582ba50bc534a51764e8a4ec/1479255310190/WePROTECT+Global+Alliance+Model+National+Response+Guidance.pdf
https://static1.squarespace.com/static/5630f48de4b00a75476ecf0a/t/582ba50bc534a51764e8a4ec/1479255310190/WePROTECT+Global+Alliance+Model+National+Response+Guidance.pdf
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6 Jeremy Greenberg, “Dangerous Games: Connected Toys, COPPA, and Bad Security,” Georgetown Law Technology

Review, December 4, 2017, https://georcetownlawtechreview.org/dangerous-games-connected-toys-coppa-and-bad-

security/GLTR-12-2017

" Anna Costanza Baldry, Anna Sorrentino, and David P. Farrington, “Cyberbullying and Cybervictimization versus Parental

Supervision, Monitoring and Control of Adolescents’ Online Activities,” Children and Youth Services Review 96 (January

2019): 302-7, https://doi.org/10.1016/j.childyouth.2018.11.058

8 UNICEF, “Global Kids Online Comparative Report (2019)”; “Luxembourg Terminology Guidelines for the Protection of
Children from Sexual Exploitation and Sexual Abuse.”

" UNICEF, “Global Kids Online Comparative Report (2019).”



https://georgetownlawtechreview.org/dangerous-games-connected-toys-coppa-and-bad-security/GLTR-12-2017/
https://georgetownlawtechreview.org/dangerous-games-connected-toys-coppa-and-bad-security/GLTR-12-2017/
https://doi.org/10.1016/j.childyouth.2018.11.058
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8 Council of Europe, “Digital Citizenship and Digital Citizenship Education,” Digital Citizenship Education, accessed January 16,

2020, https://www.coe.int/en/web/digital-citizenship-education/home
8L Western Sydney University-Claire Urbach, “What Is Digital Literacy?,” accessed January 16, 2020,
https://www.westernsydney.edu.au/studysmart/home/digital_literacy/what is digital_literacy
82 Dr. Andrew K. Przybylski, et al., “A Shared Responsibility. Building Children’s’ Online Resilience Report” (ParentZone,
University of Oxford and Virgin Media, 2014),

https://parentzone.org.uk/sites/default/files/Building%200nline%20Resilience%20Report.pdf


https://www.coe.int/en/web/digital-citizenship-education/home
https://www.westernsydney.edu.au/studysmart/home/digital_literacy/what_is_digital_literacy
https://parentzone.org.uk/sites/default/files/Building%20Online%20Resilience%20Report.pdf
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8  “Luxembourg Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse.”

8 UNICEF and ITU, Guidelines for Industry on Child Online Protection.
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8 UNICEF, “Child Rights and Online Gaming: Opportunities & Challenges for Children and the Industry,” DISCUSSION PAPER
SERIES: Children’s Rights and Business in a Digital World, 2019, https://www.unicef-
irc.org/files/upload/documents/UNICEF CRBDigitalWorldSeriesOnline_Gaming.pdf

8 UNICEF and ITU, Guidelines for Industry on Child Online Protection.



https://www.unicef-irc.org/files/upload/documents/UNICEF_CRBDigitalWorldSeriesOnline_Gaming.pdf
https://www.unicef-irc.org/files/upload/documents/UNICEF_CRBDigitalWorldSeriesOnline_Gaming.pdf
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87 Children’s Online Privacy Protection Act,” Pub. L. No. 15 U.S.C. 6501-6505 (1998),
https://uscode.house.gov/view.xhtml?reg=granuleid%3AUSC-prelim-title15-section6501&edition=prelim

8 “Luxembourg Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse.”

8 Europol, “Online Sexual Coercion and Extortion as a Form of Crime Affecting Children: Law Enforcement Perspective”

(European Cybercrime Centre, May 2017),
https://www.europol.europa.eu/sites/default/files/documents/online_sexual_coercion_and_extortion_as_a_form_of
_crime_affecting_children.pdf.

% “Luxembourg Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse.”

L Ntantko, The Internet of Things, 1 October 2013, Digital Single Market - European Commission,

https://ec.europa.eu/digital-single-market/en/internet-of-things



https://uscode.house.gov/view.xhtml?req=granuleid%3AUSC-prelim-title15-section6501&edition=prelim
https://www.europol.europa.eu/sites/default/files/documents/online_sexual_coercion_and_extortion_as_a_form_of%20_crime_affecting_children.pdf.
https://www.europol.europa.eu/sites/default/files/documents/online_sexual_coercion_and_extortion_as_a_form_of%20_crime_affecting_children.pdf.
https://ec.europa.eu/digital-single-market/en/internet-of-things
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2. UNICEF and ITU, Guidelines for Industry on Child Online Protection.

% NASA, “Virtual Reality,” nas.nasa.gov, accessed January 16, 2020, https://www.nas.nasa.gov/Software/VWT/vr.html

% pgunehvienuduasesieyadiuyananidumesidnvonsn



https://www.nas.nasa.gov/Software/VWT/vr.html

LU uRdmsulimusuleuesunisiuaseainaaulal

ANANUIN 2 ﬂ']’iﬂ'ﬁgﬁqﬂ’lquaﬂﬁi’ﬂtﬁﬂLLE’IZLEJ’T’J‘U‘IJB\I'WUﬂTiaﬂGiB

WNLAZE1ITUAILNTAUTTAUAUNTSARR M UB Umas nT llAaan1suaslimunzay f3a7u150
1 al' % 1 < a 1 (v dy gj a qd‘ I3 d' [ I3
dwaniariiedewn nisinneanvauziiveasalisssuvanduluiieinguszasdnine
= 2 v & ¥ g5 a a ¢ v
HaNIANWINUINANToay 22 Taunduwnas®™ anaunser1fnniunisesulall Segay 24

lgsunisuanspnuAnmiulumnilidens® Seuay 8 nenulrludiniseiugiaeidnnisesulaiun

Y

Aow’” faudindnsdazuanaaiunulsenauaziinin usdavraidiuansliiiuiinaudesiu

=] a

foga3e% msAnwmdaieiudumesidnlulsumaansgonin® wuiniesusosas 32 l6suns
Andeooulatdaneuudanuii Tudwaududesar 23 Wimniidnnduarliavisladedng
Ansoun wagSeuay 4 Asun1sTNTIUNIANeRE19NI517
thamamalidumefidafnsoiinuazisnvuiioTnguszasdnana lnognldinadaniEond
mMstmietnguszasdmana medsnldsuanudelanniiniunisiagasedsiidinaula waniw
fnuugtimidemana sunmvdenwiildsdauiieananudn wiunssuizouna uazanainy
Ussauweamieiiduin veswdny Runsemdmsuiunmsgnlififiednmuvievasniinvielsnivy
Tlufifiinaanunsouasmusslordmanaanmnanld masdgwidengndieamuieifle
iy Wnwaglnwuinmdamgsosuaiiayeusiulalusuies dwilinnseulmiesens
gninleuaznsgnvinlinds nwndedaadiazvendlungifersumsudamiimszndfiazdessuos
w3egdsnisndduneside luvensdlwinngnynseyiiaguazuenbi Auauduius iy

ANNAY tnamanediseuianiusasiuihuivuesaludumesidawaziosuam

% U-report (2019), http://www.ureport.in/v2/

% Project deSHAME (2017), https://www.childnet.com/ufiles/Project deSHAME Dec 2017 Report.pdf

7 Lenhardt, A., Anderson, M., Smith, A. (2015), Teens, Technology and Romantic Relationships,
https://www.pewresearch.org/internet/2015/10/01/teens-technology-and-romantic-relationships/
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https://www.iwf.org.uk/
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