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[lpoBepkKa
3M1EKTPOHHOW
noanncy NCTOYHMKA

JNeKTPOHHaA NoANuCh:
« aeHTUPUKaLmA BragenbLa
« HEOTKa3yeMoCTb

[lpenoctaBneHne goctyna
K MHbOpPMALMOHHOMY
pecypcy, ceTu

[lsyxcmopoHHAa aymeHmudukayu s

AvTeHTUPUMKaLUNA
y ¢ H AyTeHTUdUNKaLMA CTOPOH
NCTOYHMKA .
Npu 3NeKTPOHHOM B3aUMOAeNCTBUN
AAHHbIX

OO0HOCMOpOHHAA aymeHmuguKkayusa

M,D,EHTM(I)I/IKEILII/IFI YUYACTHUKA SN1EKTPOHHOTIO B3&I/|MO,[I,€I7ICTBI/IFI




Caut lNpaButenbctea CLUA

(ICAM) program has focused on addressing challenges, pressing issues, and
design requirements for digital idSince its creation in fall 2008, the ldentity,
Credential, and Access Management entity, credential, and access
management and defining and promoting consistency across approaches for
Implementing ICAM programs as reflected in the FICAM Roadmap &
Implementation Guidance (FICAM Roadmap).

The FICAM Roadmap was developed to outline a common framework for ICAM
within the Federal Government and to provide supporting implementation
guidance for federal agencies as they plan and execute a segment architecture
for ICAM management programs. Much of the work accomplished under the
FICAM program Is driven by the Identity, Credential, and Access Management
Subcommittee (ICAMSC).
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LlnpeKkTnBHbIE OJOKYMEHTD

Oupektnea 1999/93/EC "O6 obLmx ycrnosuax ncnosib3oBaHUS

9NEeKTPOHHbIX noanucen” (1999 r.) — yHudukauma npasun UCNonb30BaHUS
Al n dopmynunpoBka ycnosumn, HeobxoanmMbiX Angd NpU3HaHUS

topanyeckon paBHO3HA4YHOCTM COOCTBEHHOPYYHOU U OI
¢ PeKkomeHaoBaHO ucnonb3oBaHme SSCD-ycTpoucTs

OMB Memorandum M-04-04 E-Authentication Guidance for Federal
Agencies December 16, 2003 & OMB Circular A-130 2003.
Homeland Security Presidential Directive 12 (HSPD-12) Policy for a

Common Identification Standard for Federal Employees and Contractors.
August 27, 2004.

[TpoekT PernameHTta EC 06 anekTpoHHON naeHTUdmMKaumm n JoBEPEHHbIX

cnyxbax Ha BHYTpeHHeM pbiHKe, 2012

¢ PernameHT 0ynet obsasateneH gna ctpaH EC ¢ BecHbl 2014r.
¢ Wcnonb3oBaHne SSCD-ycTponcTB BBOOUTCA B 0bA3aTEeNbHOM Nopsaake
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at p.3, 2011.

MexxagyHapoaHble pekomeHaauunn

ISO/IEC 10181-1, ITU-T Rec. X.810 TeopeTnyeckme ocHOBbl 0becrnevyeHus
besonacHocTu, 2004.

SO/IEC 10181-2, ITU-T Rec. x.811 TeopeTnyeckme oCHOBBI
ayTeHTndpunkaummn, 2004.

OECD Recommendation on Electronic Authentication, 2007.

¢ 3 YpOBHA PUCKOB — 3 YPOBHSA OOCTOBEPHOCTU ayTeHTUdUKaUKUN, pekomeHaoBaHbl SSCD

Framework for Secure Signature Devices Cross-border Recognition
(CROBIES). ®duHanbHbIN oT4eT EBponenckon komuccum, 2010.

ETSI draft SR 000 000 v0.0.2 Rationalized Framework for Electronic
Signature Standardization August 2011

ETSITS 1, 103173, ...(psa gpadToB AOKYMEHTOB — BCEro 9 LiT.)

OECD. Digital Identity Management for Natural Persons: Enabling
Innovation and Trust in the Internet Economy — Guidance for Government
Policy Makers/ OECD Digital Economy Papers, No 196, OECD Publishing

===
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2011.

CTtaHOoapTbl ayTEHTUDUKAL N

FIPS 196, "Entity authentication using public key cryptography,”
Federal Information Processing Standards Publication 196, U.S.
Department of Commerce/N.I.S.T., National Technical Information
Service, Springfield, Virginia, 1997. (AyTeHTudunkaunsa cybbekra Ha
OCHOBE Kpuntorpadoun oTKpPbITbIX KITHOYEN).

ISO/IEC 9798-1: 1997, Information technology — Security technigues-
Entity authentication - Part 1. General. (AyTeHTMdUKauna cyobekTa.
Uactb 1).

ISO/IEC 9798-3: 1997, Information technology — Security techniques -
Entity authentication - Part 3: Mechanisms using digital signature
techniques. (AyTeHTnduKauna cybbvekta. Hactb 3. MexaHu3mbl,
Mcnonb3yloLme TexHonornm Lndposon nognucu).

FIPS PUB 201-1 Personal Identity Verification (PIV) of Federal
Employees and Contractors. March 2006, FIPS PUB 201-2. March

e
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CneuunanbHble nyonukauun NIST

NIST SP-800-30 PykoBoacTteo no ynpasneHuto puckamum Nb. Uionb, 2002.
NIST SP-800-33 TexHun4yeckne moaenu, nexawme B OCHoBe 6e30nacHOCTU
MHQPOPMALIMOHHbIX TexHonornn. dek., 2001.

NIST SP-800-35 PykoBoacTtso no ynpasneHuto cepsmucamm Ub. OkT., 2003.
NIST SP-800-37 YnpaBneHue puckamun VIb B qoegepanbHbIX opraHn3aunsx.
deB., 2010.

NIST SP-800-63 PekomeHaaunm no anekTpoHHOU ayTeHTudpukauumn. Anp.,
2000.

NIST SP-800-103 OHTONOrMsa anekTpoHHbIX yaoctoBepeHun. OKT., 2000.
NIST SP-800-118 PykoBoacTtBo no ynpasneHuto naponamu. Anp., 2009.
NIST SP-800-53A Pykosoacteo no ynpasnenuio Ib B ' AC. NioHb, 2010.




CEN Workgroup Agreements

CWA 14167-1/4 Security Requirements for Trustworthy Systems Managing Certificates for
Electronic Signatures. July 2003 (CWA 14167-1) — May 2004 (CWA 14167-4).

CWA 14168 Secure Signature - Creation Devices “EAL 4+” July 2001.

CWA 14169 Secure Signature - Creation Devices “EAL 4+” March 2004.

CWA 14170 Security Requirements for Signature Creation Applications. May 2004.
CWA 14172-1/8 EESSI Conformity Assessment Guidance. March 2004.

CWA 14355 Guidelines for the implementation of Secure Signature-Creation Devices. March
2004.

CWA 14365-1/2 Guide of use of Electronic Signature. Jan.2003.

CWA 14890-1/2 Application Interface for smart cards used as Secure Signature Creation
Devices. May 2004.




I'ocynapCTBeHHble nporpaMmmei

'Federal ICAM |dentity Scheme Adoption Process | Download

°[ederal ICAM Privacy Guidance for Trust Framework
Assessors and Auditors | Download

*Federal ICAM Trust Framework Provider Adoption Process
for Levels of Assurance 1, 2, Non-PKI 3 | Download

e ederated Physical Access Control System (PACS) Guidance

| Download

*FICAM Roadmap and Implementation Guidance | Download

* Trust Framework Provider Assessment Package Application |
Download

Hcrounuk: http://www.idmanagement.gov/identity-credential-access-management



http://www.idmanagement.gov/documents/federal-icam-identity-scheme-adoption-process
http://www.idmanagement.gov/sites/default/files/documents/IdentitySchemeAdoptionProcess.pdf
http://www.idmanagement.gov/documents/federal-icam-privacy-guidance-trust-framework-assessors-and-auditors
http://www.idmanagement.gov/documents/federal-icam-privacy-guidance-trust-framework-assessors-and-auditors
http://www.idmanagement.gov/sites/default/files/documents/Guidance_for_Assessors.pdf
http://www.idmanagement.gov/documents/federal-icam-trust-framework-provider-adoption-process-levels-assurance-1-2-non-pki-3
http://www.idmanagement.gov/documents/federal-icam-trust-framework-provider-adoption-process-levels-assurance-1-2-non-pki-3
http://www.idmanagement.gov/sites/default/files/documents/TrustFrameworkProviderAdoptionProcess.pdf
http://www.idmanagement.gov/documents/federated-physical-access-control-system-pacs-guidance
http://www.idmanagement.gov/sites/default/files/documents/Federated_PACS_Guidance.pdf
http://www.idmanagement.gov/documents/ficam-roadmap-and-implementation-guidance
http://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_and_Implementation_Guidance_v2 0_20111202_0.pdf
http://www.idmanagement.gov/documents/trust-framework-provider-assessment-package-application
http://www.idmanagement.gov/sites/default/files/documents/TFP_Application_Template.doc

[Tpobnema TepmmHonorun B PO

AyTeHTUPUKALUA [IpoBepka NpHUHAAJIEXKHOCTH CYOBEKTY PykoBoagamuu gokymMmeHT «3amuTta oT HC/]l K uHGopMaum.
JOCTyna NpebsBJEHHOIO UM TepMuHBI U onipefeieHUsI», Y TBEPKAEHO PELIEHUEM
UIEeHTUPUKATOPA; TOATBEPKIEHHE npexacenaresisa l'ocrexkomuccuu Poccuu ot 30.03.1992 1.
MOJJIMHHOCTH
AyTeHTUPUKALUA [logTBEpKAEHME TOTO, YTO OTIIPABUTEJIb «baszoBag MozeJib yrpo3 6€30NaCHOCTHU NePCOHAJIbHBIX JAaHHBIX

OTIIPABHUTE/A JaHHBIX

[IOJIyYEHHbIX JAHHBIX COOTBETCTBYET
3asIBJIEHHOMY

IpHU X 00paboTKe B UHPOPMAIIMOHHBIX CUCTEMAX
nepcoHaabHbIX AaHHbIX», DCTIK Poccuy, 15 dpeBpansg 2008 .

AyTeHTUPUKALUA
Y4aCTHHUKOB
MHOOPMALIMOHHOTO
B3aUMOJIeCTBUS (B

[IpoBepka NpUHAAJIEXKHOCTU YYaCTHUKY
MHPOPMALMOHHOI'0 B3aUMOEUCTBUS
BBEJIEHHOT'0 UM HJIeHTUPHUKATOPA, a TAKKe
NOoATBEPXAeHUE MOAJMHHOCTHU

[locranoBsieHue [IpaBuTesnibcTBa PO ot 28.11.2011 1. Ne 977 "0
denepaJibHON rocylapCTBEHHOW HHPOPMAILIMOHHOW CUCTEME
"EfvHasa cucteMa HAEeHTHUPUKALMU U ayTEHTUPUKALIUU B
MHOPACTPYKTYpe, obecriedrBarlined MHQOPMAILlMOHHO-

ECHA) uIeHTUHKaTOopa TEXHOJIOTMYEeCKOe B3aUMO/IeUCTBHUE HHPOPMALIUOHHBIX CUCTEM,
MCII0JIb3YEMbIX [JIsl IPeA0CTaBJIEHUS IOCYJapCTBEHHBIX U
MYHHUIMIIAJbHBIX YCJIYT B 3JIEKTPOHHOU popMe”
AyTeHTUPUKALUA [IpoBepka, B TOM 4yUcJie [locranoBsieHue [IpaBuTenibcTtBa PO ot 10.07.2013 1. N2 584
CBeJeHMHU 00 yYaCTHUKAX| C UCI0JIb30BaHHEM KBAJIUPUILIMPOBAHHBIX «[IpaBuJia ncnosib30BaHUsA pefepasbHOM rOCyAapCTBEHHOU
MH)OPMALIMOHHOTO CepTUPUKATOB KJIIOYEU IPOBEPKU MHQOPMALIMOHHOMN CUCTEeMbI 'EfHas cucTeMa UieHTUPUKALIUH
B3aUMOJEUCTBUS 3JIEKTPOHHBIX MOANUCEHN, IPUHAAJIEKHOCTH M ayTeHTUPUKALMHU B UHQPACTPYKTYpe, 00ecreurBarolen

(cBesieHHH 006 HX
MHPOPMAILIMOHHBIX
CUCTeMax)

Y4aCTHUKY HHQOPMAaLMOHHOI'O
B3aUMOJENCTBUS UK €ro UHQOPMAILlMOHHOH
CUCTEME BBEJIEHHOI0 UM U EHTUPHKATOPA, a

TaK>Xe MOATBePXAEeHUS MOAJUHHOCTHU
UAEHTUPUKATOPA;

- ——

I/IHCI)OpMaLU/IOHHO'TeXHOJIOFI/IquKOe BBaHMO,ﬂeﬁCTBHe
I/IH(])OpMaL[I/IOHHbIX CUCTEM, UCIIOJIB3YEMBIX OJIA ITIPEAOCTABJIEHHUA
rocyaiapCTB€HHbIX © MYHUILIUIIAJIBHBIX YCJIYT B 3JI€KTpOHHOI71
dbopme”»
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HopmMmaTuBHbIE AOKYMEHTbLI PO

depnepanbHbi 3aKOH OT 15.12.2002 Ne 65-9P3 "O TexHUn4eckom
perynmpoBaHumn’;

denepanbHbir 3akoH OT 06.04.2011Ne 63-®3 «O06 3neKTPOHHOM NOANMUCUY;

depepanbHbin 3akoH OoT 27.07.2006 Ne 149 "O6 nHdpopmaLumu,
MHPOPMALIMOHHbLIX TEXHONMOIrMAX U 3aLinte nHgpopmauun®;
depepanbHbIn 3akoH oT 27.07.2011 "O0 opraHnsauum npegoctaBneHus
rocygapCTBEHHbIX 1 MyHULUUMNANbHbIX YCNyT;

[T PO ot 28 Hos6psa 2011 r. Ne 977 "O dbeoepanbHOU rocyaapCTBEHHOM
nHdopmauymoHHon cucteme "ECUA B nHppacTpykType, obecrneynsatoLLent
MHPOPMALIMOHHO-TEXHONOIMYECKOe B3anMoaencTBme MHPOPMaLMOHHbIX
CUCTEM, UCNONb3yeMbIX ONA NpeaocTaBleHNUa rocyaapCTBEHHbIX U
MYHULMNANbHbLIX YCNYT B 3NTEKTPOHHOU POpMe« ;

PacnopsxeHue lNpasutenbctea PO o1 19.09.2013 Ne1694-P "O06
yTBEpXAeHun KoHuenunm eBeaeHmna B PO ygoctoBepeHUa NMMYHOCTHU
rpaxgaHuHa B BUAE NMacTUKOBOW KapTbl C 3MEKTPOHHbIM HOCUTENEM

_VHMpopMaLU. e _

11



HopmaTtuBHble AoKyMeHTbl PCTOK Poccum

o Pl ['ocTexkomuccun. HecaHKUMOHMPOBAHHBLIN OOCTYN K UHd OpMaLnn»:

- n6.3. ObecneunBarwimne cpeacrtea ans CPL BbINOMHAT cneayowme yHKUUK: nOEHTUAUKALMIO N OMNO3HAHME
(ayTeHTUPUKaUU) cyObEKTOB 1 nogaepKaHne npmBsa3KM CyoObeKTa K NpoLeCcey, BbINONMHAEMOMY And cyobekTa";

« [lpukaz PCTIK o1 11.02.2013 Ne 17 "TpeboBaHus 0 3aLimTe MHPOPMAaLIMN, HE
COCTaBM4AKLEN FOCYAapPCTBEHHYIO TalHY, coaepXallencs B rocyaapCTBEHHbIX
NC" :

- Opr. U TeX. Mepbl AOIMKHbI obecrnevnBaTb VA cybbekToB gOCTyna K 0ObekTam gOoCTyna;
« [lpoeKkT meToandeckoro gokymeHta "Mepbl 3alUTbl MIHPOPMALUN B
rocygapctBeHHbIX NC" - 2013: "3.1. NgeHTndpunkauma n ayteHTugukaums

cyObeKTOB AOCTYyna U 00bEKTOB AocTyna':

- [lpun poctyne B VIC gormnkHa ocyllectBnAaTbCcAa ogHo3Ha4vyHasa VA nonb3oBartens;

- AyTeHTudUKaumsa nonb3oBaTens OCYLLUECTBNAETCA C UCMOMNb30BaHMEM Naponeun, annapaTHbIX
cpencTs, OMo- UM ¢ NOMOLLbIO KOMOUHaLUMN UX...UNN Op. CPeacTs.

12




[OCT P 53110-2008

Cucrema obecnevyeHnss HdopmMmaLMoOHHON Oe30NacHOCTH
CeTU CBSA3UN 00LLEero norb3oBaHUsA

e YnpasneHue puckamm no FOCT P 53448;

e [loagcucrema «ayteHTUUKALMA U aBTOPU3aLNAY

» [lpeaHa3HayeHa anga ueHTpanmM3oBaHHOU ayTeEHTUOUKALUN U
aBTOpU3aLnm CyObEKTOB K NporpaMMHO-annapaTHbIM
cpeacTtBaM CBA3U U yripaBneHUs;

» MoxeT ObITb peann3oBaHa BCTPOEHHbIMN MEXaHN3MaMU
ayTeHTUUKaUuunum cpeactB CBA3N U MUHPOpMaTM3aunm gnag
MOeHTUPUKaUnn, ayteHTudukaumum n aBTopmsaummn.

——
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BbiBOOb

AHanuns 3apybeXxHoro onbITa:

¢ MCTOpUYECKU nepBble TpebOoBaHMS K ayTEHTUMUKALMK NMPU OOCTYNE K
MHOopMaLMOHHLIM pecypcam paspabotaHbl B CLUA.

¢ KaHapa, ABcTpanua v pag opyrmx ctpaH NoOBTOPSAKT U NULLL NOKanuayloT
amMepuKaHckmne TpeboBaHus, KOTOpbIe ABNAIOTCS Hanboree npopaboTaHHbIMW.

¢ B EC BHUMaHMe yaeneHo ayTeHTMduKaumm gna anekTpoHHOW noanucu.

Poccuinckaa HopmaTueHaa 6asa CcyLecTBEHHO OTCTaAEeT OT
Pa3BUTbIX CTpaH. HeobxoaMmo cokpaTuTb 3TO OTCTaBaHUE
HOPMaTUBHOIO PerynmpoBaHnUa Ha OCHOBE aHarnmn3a 3apyodeXXHbIX
pa3paboToK

Camou bornbLion npobnemMon cyuecTByoLWeN U NTaHNpyeMoU K
onyoriMkoBaHMIO POCCUNCKOU HOpMAaTUBHOW Ba3bl ABNAETCSA NOSIHASA
He3aBUCUMOCTb OT TEXHOMOIMM.

14



3aMeTHOCTb

e

TexHonormm n nx BHeapeHme

TexHonoriv  PbFHOK : : E : :

: ; HopmaTuBHanA

: : : 6aza . : :

E E E E E E E | . 3penocTe

Moawbl

SaBbilleHHbIe Pa3zovapoBaHue CospesaHue [ OTOBHOCTB K WHPOKOMY MCNONL30BAHUIO
OXWOAHWA
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