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BaXXHOCTb ayTeHTU(PUKaumm B Mmupe

“Is a key element for the delivery of any e-services.”
— European Commission COM(2008) 798 final (28 Nov. 2008)

“Is a critical component of . . . national and global
economic, governmental and social activities [which] rely

more and more on the Internet.”

— OECD, The Role of Digital Identity Management in the Internet
Economy (June 2009)

“Is a one of the most important security service of e-

commerce and e-government”
APEC Guidance for E-commerce (December 2005)




.3b NOHATUN HAOEXXHOCTU U 6e30MacHOCTU
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IDENTITY, CREDENTIAL, & ACCESS MANAGEMENT

* Since its creation in fall 2008, the Identity, Credential, and
Access Management (ICAM) program has focused on
addressing challenges, pressing issues, and design
requirements for digital identity, credential, and access
management and defining and promoting consistency across
approaches for implementing ICAM programs as reflected in
the FICAM Roadmap & Implementation Guidance (FICAM
Roadmap). The FICAM Roadmap was developed to outline a
common framework for ICAM within the Federal Government
and to provide supporting implementation guidance for federal
agencies as they plan and execute a segment architecture for
ICAM management programs. Much of the work accomplished
under the EICAM program is driven by the Identity, Credential,
and Access Management Subcommittee (ICAMSC).
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http://www.idmanagement.gov/glossary/letter_c#Credential
http://www.idmanagement.gov/glossary/letter_a#Access_Management
http://www.idmanagement.gov/acronyms/letter_i#ICAM
http://www.idmanagement.gov/glossary/letter_p#Program
http://www.idmanagement.gov/glossary/letter_d#Digital_Identity
http://www.idmanagement.gov/glossary/letter_c#Credential
http://www.idmanagement.gov/glossary/letter_a#Access_Management
http://www.idmanagement.gov/glossary/letter_a#Access_Management
http://www.idmanagement.gov/acronyms/letter_i#ICAM
http://www.idmanagement.gov/documents/ficam-roadmap-and-implementation-guidance
http://www.idmanagement.gov/acronyms/letter_f#FICAM
http://www.idmanagement.gov/acronyms/letter_f#FICAM
http://www.idmanagement.gov/acronyms/letter_c#COMMON
http://www.idmanagement.gov/acronyms/letter_i#ICAM
http://www.idmanagement.gov/acronyms/letter_i#ICAM
http://www.idmanagement.gov/acronyms/letter_f#FICAM
http://www.idmanagement.gov/glossary/letter_p#Program
http://www.idmanagement.gov/community
http://www.idmanagement.gov/community
http://www.idmanagement.gov/acronyms/letter_i#ICAMSC

JOKyMeHTbI

04.2006 - NIST Special Publication 800-63 Version 1.0.2 Electronic Authentication Guideline | Download

Backend Attribute Exchange (BAE) Governance | Download

Backend Attribute Exchange (BAE) Overview | Download

Federal ICAM Identity Scheme Adoption Process | Download

Federal ICAM Privacy Guidance for Trust Framework Assessors and Auditors | Download

Federal ICAM Trust Framework Provider Adoption Process for Levels of Assurance 1, 2, Non-PKI 3 | Download

Federated Physical Access Control System (PACS) Guidance | Download

FICAM Roadmap and Implementation Guidance | Download

Fingerprint Exception Handling Guidelines | Download

GSA Memorandum Acquisitions of Products and Services for Implementation of HSPD-12 | Download

GSA Memorandum Federal Child Care Center Workers Facility Access Credentialing | Download

GSA Technical Supplement in support of OMB issued memorandum M-05-05 | Download

Identity, Credential, and Access Management (ICAM) Roadmap Snapshot | Download

Modernizing Federal Logical Access Control Systems (LACS) Brochure | Download

Modernizing Federal Physical Access Control Systems (PACS) Brochure | Download

NIST SP800-63 E-Authentication Guideline | Download

OMB M-04-04 E-Authentication Guidance for Federal Agencies | Download

OMB Memorandum dated October 6, 2011 Requirements for Accepting Externally-Issued Identity Credentials | Download

OMB Memorandum M-05-05 Electronic Signatures: How to Mitigate the Risk of Commercial Managed Services |
Download

Password/PIN Entropy Tool | Download

SAML Identifier and Protocol Profiles for BAE | Download

SAML Metadata Profile for BAE | Download

Security Assertion Markup Language (SAML) Web Browser Single Sign-on (SSO) Profile | Download
Trust Framework Provider Assessment Package Application | Download

WcTounuk: http://www.idmanagement.gov/identity-credential-access-management
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http://www.idmanagement.gov/resource/042006-nist-special-publication-800-63-version-102-electronic-authentication-guideline
http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2.pdf
http://www.idmanagement.gov/documents/backend-attribute-exchange-bae-governance
http://www.idmanagement.gov/sites/default/files/documents/BAE_v2_Governance_Document_Final_v1.0.0.pdf
http://www.idmanagement.gov/documents/backend-attribute-exchange-bae-overview
http://www.idmanagement.gov/sites/default/files/documents/BAE_v2_Overview_Document_Final_v1.0.0.pdf
http://www.idmanagement.gov/documents/federal-icam-identity-scheme-adoption-process
http://www.idmanagement.gov/sites/default/files/documents/IdentitySchemeAdoptionProcess.pdf
http://www.idmanagement.gov/documents/federal-icam-privacy-guidance-trust-framework-assessors-and-auditors
http://www.idmanagement.gov/sites/default/files/documents/Guidance_for_Assessors.pdf
http://www.idmanagement.gov/documents/federal-icam-trust-framework-provider-adoption-process-levels-assurance-1-2-non-pki-3
http://www.idmanagement.gov/sites/default/files/documents/TrustFrameworkProviderAdoptionProcess.pdf
http://www.idmanagement.gov/documents/federated-physical-access-control-system-pacs-guidance
http://www.idmanagement.gov/sites/default/files/documents/Federated_PACS_Guidance.pdf
http://www.idmanagement.gov/documents/ficam-roadmap-and-implementation-guidance
http://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_and_Implementation_Guidance_v2 0_20111202_0.pdf
http://www.idmanagement.gov/documents/fingerprint-exception-handling-guidelines
http://www.idmanagement.gov/sites/default/files/documents/NISTPIVfingerprintExceptionHandlingGuidelines.pdf
http://www.idmanagement.gov/documents/gsa-memorandum-acquisitions-products-and-services-implementation-hspd-12
http://www.idmanagement.gov/sites/default/files/documents/GSAacquisitionHSPD12.pdf
http://www.idmanagement.gov/documents/gsa-memorandum-federal-child-care-center-workers-facility-access-credentialing
http://www.idmanagement.gov/sites/default/files/documents/GSAmemoChildCare112108.pdf
http://www.idmanagement.gov/documents/gsa-technical-supplement-support-omb-issued-memorandum-m-05-05
http://www.idmanagement.gov/sites/default/files/documents/GSAsspCIO.pdf
http://www.idmanagement.gov/documents/identity-credential-and-access-management-icam-roadmap-snapshot
http://www.idmanagement.gov/sites/default/files/documents/ICAM_Roadmap_Snapshot.pdf
http://www.idmanagement.gov/documents/modernizing-federal-logical-access-control-systems-lacs-brochure
http://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_LACS_Brochure_FINAL_20111031.pdf
http://www.idmanagement.gov/documents/modernizing-federal-physical-access-control-systems-pacs-brochure
http://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_PACS_Brochure_FINAL_20110921 (1)_0.pdf
http://www.idmanagement.gov/resource/nist-sp800-63-e-authentication-guideline
http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2.pdf
http://www.idmanagement.gov/resource/omb-m-04-04-e-authentication-guidance-federal-agencies
http://www.whitehouse.gov/sites/default/files/omb/memoranda/fy04/m04-04.pdf
http://www.idmanagement.gov/resource/omb-memorandum-dated-october-6-2011-requirements-accepting-externally-issued-identity
http://www.cio.gov/Documents/OMBReqforAcceptingExternally_IssuedIdCred10-6-2011.pdf
http://www.idmanagement.gov/resource/omb-memorandum-m-05-05-electronic-signatures-how-mitigate-risk-commercial-managed-services
http://www.whitehouse.gov/sites/default/files/omb/memoranda/fy2005/m05-05.pdf
http://www.idmanagement.gov/documents/passwordpin-entropy-tool
http://www.idmanagement.gov/sites/default/files/documents/CommonCAP.xls
http://www.idmanagement.gov/documents/saml-identifier-and-protocol-profiles-bae
http://www.idmanagement.gov/sites/default/files/documents/BAE_v2_SAML2_Profile_Final_v1.0.0.pdf
http://www.idmanagement.gov/documents/saml-metadata-profile-bae
http://www.idmanagement.gov/sites/default/files/documents/BAE_v2_SAML2_Metadata_Profile_Final_v1.0.0.pdf
http://www.idmanagement.gov/documents/security-assertion-markup-language-saml-web-browser-single-sign-sso-profile
http://www.idmanagement.gov/sites/default/files/documents/SAML20_Web_SSO_Profile.pdf
http://www.idmanagement.gov/documents/trust-framework-provider-assessment-package-application
http://www.idmanagement.gov/sites/default/files/documents/TFP_Application_Template.doc

BoinonHeHne AupektuBbl 12 Npe3ngeHTa

HSPD-12 PURCHASING

Through HSPD-12 Purchasing, Government approved products and services are made available to federal agencies through GSA Schedules. The
resources available on the GSA Schedules have pre-approved vendors and pre-registered rates.

SCHEDULE 70 & SINS

IT Schedule 70 is an acquisition vehicle under the Multiple Award Schedule (MAS) program that gives agencies direct access to commercial experts who
are able to address the needs of the government IT Community through a series of Special ltem Numbers (SINs). These SINs cover most of the general
purpose commercial IT hardware, software, and services and should be used by agencies as needed to meet their mission objectives as well as ICAM
initiatives.

Special Item Number Series 132 6x is reserved for product lines needed to authenticate an individual for purposes of physical and logical access control,
electronic signature, performance of e-Business transactions and delivery of Government services. Pursuant to Section 211 of the E-Gov Act of 2002,
Cooperative Purchasing provides authorized State and local government entities access to information technology items offered through GSA's Schedule
70 and the Corporate contracts for associated special item numbers.

QUALIFICATION REQUIREMENTS

Qualification Requirements and Evaluation Procedures for Special Item Number 132 6x Series:
Special Item No. 132 60 A-F Access Certificates for Electronic Services (ACES) Program.
Special Item No. 132 61 Public Key Infrastructure (PKI) Shared Service Provider Program.
Special Item No. 132 62 HSPD-12 Product and Service Components.

SIN 132-62

The Special Item Number (SIN) 132-62 has been established for products and services to implement the requirements of HSPD-12, FIPS 201, and
associated NIST special publications. Vendors providing offers on SIN 132-62 must meet the qualification requirements for the category of product and
service being offered. Vendors should follow evaluation procedures outlined in the CONOPS document when submitting qualification packages to: Daryl
Hendricks, (703) 306-6367, daryl.hendricks@gsa.gov.

QUALIFICATION RESOURCES

Qualification requirements are established for the following HSPD-12 system components and categories on SIN 132-62:
P1V Enrollment and Registration Services and Products.

P1V Systems Infrastructure Services and Products.

PI1V Card Management and Production Services and Products.

P1V Card Activation and Finalization Services and Products.

PI1V System Integration Services and Products.

Additional forms needed for the qualification process:

Evaluation Cover Sheet From Vendor submits as part of the application package.

Failure Review Form Vendor submits when in disagreement
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http://www.idmanagement.gov/acronyms/letter_h#HSPD-12
http://www.idmanagement.gov/acronyms/letter_g#GSA
http://www.idmanagement.gov/acronyms/letter_g#GSA
http://www.idmanagement.gov/acronyms/letter_i#IT
http://www.fbo.gov/spg/GSA/FSS/FCI/FCIS-JB-980001-b/SynopsisP.html
http://www.fbo.gov/spg/GSA/FSS/FCI/FCIS-JB-980001-b/SynopsisP.html
http://www.idmanagement.gov/acronyms/letter_m#MAS
http://www.idmanagement.gov/glossary/letter_p#Program
http://www.idmanagement.gov/acronyms/letter_i#IT
http://www.idmanagement.gov/acronyms/letter_i#IT
http://www.idmanagement.gov/acronyms/letter_i#ICAM
http://www.idmanagement.gov/glossary/letter_a#Access_Control
http://www.idmanagement.gov/acronyms/letter_g#GSA
http://www.idmanagement.gov/glossary/letter_p#Program
http://www.idmanagement.gov/documents/application-inclusion-certified-pki-shared-service-providers-list
http://www.idmanagement.gov/acronyms/letter_h#HSPD-12
http://www.idmanagement.gov/acronyms/letter_s#SIN
http://www.idmanagement.gov/acronyms/letter_h#HSPD-12
http://www.idmanagement.gov/acronyms/letter_n#NIST
http://www.idmanagement.gov/acronyms/letter_s#SIN
mailto:daryl.hendricks@gsa.gov
http://www.idmanagement.gov/acronyms/letter_h#HSPD-12
http://www.idmanagement.gov/acronyms/letter_s#SIN
http://www.idmanagement.gov/documents/piv-enrollment-and-registration-services-and-products
http://www.idmanagement.gov/documents/piv-systems-infrastrcuture-services-and-products
http://www.idmanagement.gov/documents/piv-card-managament-and-production-services-and-products
http://www.idmanagement.gov/documents/piv-card-activication-and-finalization-services-and-products
http://www.idmanagement.gov/documents/piv-system-integration-services-and-products
http://www.idmanagement.gov/documents/evaluation-cover-sheet-vendor-submits-part-application-package
http://www.idmanagement.gov/documents/failure-review-form-vendor-submits-when-disagreement

HopmaTtnBHasa 6a3sa

Declaration on Authentication for Electronic Commerce 7-9 October 1998
CWA 14365 Guide of use of Electronic Signature. Jan.2003

OMB Memorandum M-04-04 E-Authentication Guidance for Federal
Agencies December 16, 2003 & OMB Circular A-130 2003

Homeland Security Presidential Directive 12 (HSPD-12) Policy for a
Common ldentification Standard for Federal Employees and Contractors.
August 27, 2004

ISO/IEC 10181-2, ITU-T Rec/x.811 TeopeTnyeckme oCHOBbI
ayTeHTudpukaunun. 2004

NIST Special Publication 800-63 April 2006 (P, no ncnons3oBaHuio e-
ayTeHTudmnkaumnm)
OECD Recommendation on Electronic Authentication/2007

FIPS PUB 201-1 Personal Identity Verification (PIV) of Federal Employees
and Contractors. March 2006, FIPS PUB 201-2. March 2011

ETSI draft SR 000 000 v0.0.2 Rationalized Framework for Electronic
Signature Standardization August 2011 & ETSI TS 1, 103173, ...
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UpoeHtndunkauma um ayteHtudpukaumsa (UA)

[TpoueccHbI noaxona:

* Perucrtpauyus;

* XpaHeHue;

* [lpegbasneHne NOeHTUPUKATOPOB;

* [lpeobsBneHne aytTeHTUdUKATOPA;

* [lpoTokon obmeHa;

* Banupauus;

* [lpuHAaTHe pelleHns;

* [lepepayva ynpaBrneHus B OfI0K aBTopm3aumu.




Mpouenypsbl UA. NMpumep: perncrpauus

CybbekT (annnukaHT) obpaltaeTtca B LIP ¢ uenbto ctatb nons3osatenem MC.
3aasutens npednsierisem B LIP cBoun Credentials (3Y nnn bymaxHble
OEUCTBYOLLME YOOCTOBEPEHMUS NTMYHOCTU, coaepKallme NPUCBOEHHLIE eMY
uoeHmugbukamopsl).

LIP nposepsiem npenbssneHHble BymaxHble nnm QY Ha npegMeT coBnageHus
npuHadnexxHocmu npegbsaBNEeHHbIX JOKYMEHTOB JAaHHOMY CYOBEKTY N UX
OdelcmeumeribHocmu (Banugaums).

Ha ocHoBaHuM BbiNONHEHHOW nNpoBepkn LIP co3zdaem y4eTHylO 3anucb ans
OaHHoro cyobekTa B 6ase gaHHbIx LIP ans goctyna Kk MHOpMaLUnOHHbIM
pecypcam (pecypcy).

Ha ocHoBe 3anucu ansa cybvekta LIP uzdaem/peaucmpupyem cexkpet
(ayTeHTUdurkaTop), accouMnMpoBaHHbIN C KOHKPETHBLIM CYOBHLEKTOM.

[Mpouenypa OeriecuposaHus npas AocTtyna (hakTnieckn genermposaHue gosepud
K n3gaHHbIM ayTeHTudukaTopy n JY) gpyron (nnun gpyrum) C Ha ocHoBe
OOBepPUTESbHbBIX OTHOLWEHUW. [pn nepexoae K ob6nayHbiM BblYUCIIEHMAM 3Ta
npoueaypa CTaHOBUTCSA BECbMa akTyanbHOWN.

[TocnenHen npouenypon peructTpaunn sBnsieTcs ebidaqya n3gaHHbix LIP-om
ayTeHTudunkatopa n Y Ha pykn cybbekTy.

] 9



YnpouweHHasa cxemMa ayTeHTUudpukaumm

IpenbsBnenue

— UneHTHUKATOPa =
I0JIb30BaTENEM

TlomuTrky 6e30MaCHOCTH:
JIomycTHMOE 9UCIIO TIOTBITOK

HET

Wnentudukarop u3 ~
BJ1 coeman ¢ 1d?

IIpeBbimeHo
YHCJIO HOTBITOK?

Bbi30B nporiexypsl

ayTeHTH()UKALMU
CurHanuzanus o
VBengomnenne
cobsrTuu b
[OJIb30BaTeNs 00
Bpemennas
ommuoKe
OIOKHPOBKA
AytentuduxaTop
coBman?
SN S
T T

ABTOpH3a1IKs OJIB30BATENS

www.aladdin-rd.ru



Cxema obmeHa nHhopmauuen n3 ITU Rec.X.811

IIperenaenrt

[IpenbsaBisiemas
uHpOopManus

IIpoBepsromas cropona

AW nag ooMeHa

AW nag ooMeHa

ATC

IIpoBepounas
uHpOpManus

AM pias oOMeHa u/nim
IIpoBepounas AU

[Mpeabasnaeman
nHpopmaymn

[TposepouHas
uHpopmaums
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Knaccudukauma cpencrts naeHtudpukaumm v
ayTeHTU(uKkaumm

C TOYKMU 3peHUnsda npuMmeHsAseMbIX TEXHOJIOrumn

UaenTudukauma n ayrteHTUpurKaumsn

www.aladdin-rd.ru 12



accudpumkaumsa ayteHTUpmkKaumm no BUAaM 1 Lensam

Buowi
aymeumuo:j)uxaquu

Llenu
aymeHmuq‘)UKaquu

www.aladdin-rd.ru



Tpu Bnaa cekperta, Tpyu TMna ayTeHTUpUKaumm

YderHasi 3alIUCh M0JIH30BATEJIA Cekper Tun
(ayrenTu(ukaTrop) |ayreHTUPUKAL
700
JIOTHUH [1apoJib rpocras
OHOPA30BbIX I1APOJIb
TTornu (rexnonorust OTP) yCHIICHHAS
ot 1ot X509 WA 3aKPBITHIN KIFOY
3asanHbIe mona X.509, 3aKPBITHIM KJIIOY (B
ol -
C(popMHUPOBAHHOTO AKKD. TepMuHax Nel-D3) cTporas
YAOCTOBEPSAIOIINM IIEHTPOM IS
JOCTYyIa IMOJIb30BaTENS

[ 14



Knaccudumkaums ayteHTudmnkaumm

/ OTP /Taponb

lMpoBepka
3NEKTPOHHO
noanvcy NCTOYHMKa

YctaHoBneHune
JoBepuUTeNbHbIX
OTHOLLEHWUN

DNEKTPOHHAA NOAMNUCH:
« ugeHTMdMKauma BnagenbLa
+ HEOTKA3yeMOoCTb

MNpegocTaBneHne poctyna
K MHpOopMaLMOHHOMY
pecypcy, ceTn

AyTeHTUdMKaLnA
NCTOYHMKa
AaHHbIX

AyTeHTUdUKaLnsa CTOPOH
NpW 3NeKTPOHHOM B3aUMOAeCTBN

M,D,EHTI/I(I)I/IK&LII/IH YYaCTHWKa SN1EKTPOHHOIo B3aMoAeNcTBINA

O0HOCMOpOHHAA aymeHmu@puKayus

HseyxcmopoHHAa aymenmugpukayus

TpéxcmopoHHAA aymeHmugukayua
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CBA3b MNOHATUM

Coomeemcmeyroujue mexHornoauu
CepmuchbuyuposaHHble PelleHUs
Onbim Maccoeo20 rnpuUMeHeHUsl

HaodexxHocmb

osepue
Hoeep GbesonacHocme

B KOHEYHOM cHeme Hac UHmepecyem Ka4yecmaeo
docmyna, 8 MoOM Yuc/lie Ka4ecmeo
aymeHmudgukayuu
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MeToauka aHanu3sa

Knaccuyeckmnn noaxoq oueHKU PUCKOB:
1. WpeHTndoukaums paktopoB OMacHOCTH
2. BbisiBNeHne yrpos n ysa3smmMocTen
3. OueHka yuiepba, BEpOATHOCTM €ro peannsaumm n nocneacTasum
4. OueHKa pUCKoB, NX CHUXKEHUE/KOHTPOITb

[TIpoueccHbIN nogxon
Moaenu Ha ocHoBe npumMmeHeHnsa MapKoBCKMX MPOLIECCOB

OueHka yHKUNOHarIbHOM HaaeXHOCTU U 6€30MNacHOCTM:
1. Martpuua puckos

MeTog nocTpoeHusa aepesa cobbiTnn EMEA

[TocTpoeHune gepeBa oTkaszoB FTA ayTeHTUUKaunm

Mopaenun oueHkn BEpOATHOCTM Be30TKkasHOU paboThl

MeToanka oLeHKN OonyCTUMOro YPOBHSA PUCKOB — CBSA3b C
HaOe)XHOCTbIO, Ka4yecTBOM 1 6e30MacHOCTbIO

ok~ W
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Knaccuyeckuun nogxon

1 ) AHanu3 pucka

— Onpenenerve obNacTy NPUMEHEHKA
— WMaeHTudprKauma onacHocT
e GI;J,-EHHE BHE2nNHYrHEbl FI-H-EH.EI

- ) OueHnBaHNe pUCKa

— Peweruna No gonycTUMOoCTH PUCKa
— AHanW3 BapWaHTOB

——  QOueHka pucka —

MeHen»MeHT pUCKOB

i CHMXeHne/KOHTpONbL pUCKa

— MNpuHATHE peleHWA
— Peanwzayma
— Texkywmn KOHTPONL

www.aladdin-rd.ru
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Tanbl paboT No aHannM3y pUMckKoB

! 1
' MoHumopuHe | i Tonumuku
1
Ayoum : i 6esonacHocmu !
1

Moodens \ . J Modenb »
y2po3 }: Hapyuw. } { can }
///é

I—
MuHuMu3ayus ocmamoyHbIX
puckoe

\

]\ AHanus puckos

www.aladdin—-rd.ru



MeToabl aHann3a puckoB

* KayecTBEHHbIE:
— YPOBHW PUCKOB: HU3KNWN, CPeaHNN, BbICOKUN;
— yuwepb HEBENMUK.

* Konn4yecTBEHHbIE:

— npegnonaraembiv yuepb 3HaunTeneH;

— HeobxoaAuMOCTb BbibOpa HaMnNy4LmMx CPeacTB 3almThl ANS
MUHMMM3aUMM yepba nnnm BepoATHOCTU ero peanusaumu.

* CwMeLllaHHble (rMbpuaHble)

20



UWoeHTUdpUKauma yrpos

Perucrtpaumus
» «Mackapag» — nmmTaumsi KOHKPETHOIO NOSb30BaTENS
o OTpuuaHue perncrtpayum

TokeHbl (ayTeHTUUKaTOpLI: Nnaposb, PIN-kog, OTP,...)

» [lporpaMmHble N hnUsndeckmne KroyeBble HOCUTENN MOXET ObITb YKpaaeHb!
nnn oyoénnpoBaH.l

» N3BecTHOe (PIN) MoXeT BbITb PacKpbITO 3N0OYMbILLSTIEHHUKOM
« ObGnapaemoe (oTneyaTok nanbua) MoXeT 6biTb CKONMPOBAHO

[1IpoTOKOMbI ayTEHTUGUKALUN
 [logcnywmBaHune
* Nmutaums (3aaBuTens, NpoBepsitoLLEN CTOPOHbI, AOBEPAIOLLEN CTOPOHbI

» [lepexBaT ceaHca ayTeHTUOULMPOBAHHOIO Nosnb3oBartensa (obpallieHme ot
MMEHW Mosib30oBaTens K JOBEPSIOLLEN CTOPOHE C LESbIo NosyYyeHud
KOHdOmnaeHUnansHoOM MHopmMaumn nnm BBoaa noXxHom nHgpopmaumn)

o Ob6palyeHne oT UMEHU JOBEPSIOLLEN CTOPOHbI K NPOBEPSAIOLLIEN CTOPOHE C
Lernbto nosiydeHns KoHdmaeHumanbHoM nHdopmMmauum nnv BBoaa JTI0XXHOM
NHpopMaunu
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[Mpouune yrpo3sbli

Cny4yaunHble n/vunu HamepeHHble ownbKK npun nsgaHnmn Credentials,
CBA3bIBAHUK, AenernpoBaHum npas, CoO34aHnUMN YYETHbIX 3anncemn

3noHamepeHHoe 1O, HanpaBNEHHOE Ha KOMIMPOMETALMIO TOKEHOB
(ayTeHTUdNKaTopoB)

BTopxeHune B cnuctembl nonb3osatenen, CSP unm npoBepsaoLLmnx
CTOPOH C Lefnbio NofyyYyeHnsa UMdpoBbIX YO4OCTOBEPEHUN UM TOKEHOB

Yrpo3bl KOMMPOMETAaL NN TOKEHOB CO CTOPOHbI MHCaUaepOB

CouuanbHbIN NHXUHUPUHT C LEerblo packpbiTus rnonb3osatenem PINa,
noarnaabiBaHmne

ATaKkun, npu KOTOpPbIX 0OOMaHYThIN 3asABUTESb NCMNONb3YyeT
Hebe30onacHbIW MPOTOKOM, AyMasi, YTO Ucnonb3yeTt 6e3onacHbin, NMMbo
caMm npeogoneBaeT cpeacTsa 3alunTbl (Hanpumep, NpUHNUMas

cepTUdUKaThl CEPBEPOB, HE MPOLLEALLINX NPOBEPKY)

ABHbIN OTKa3 nosib3oBaTesfien, Co3HaTeNbHO CKOMMPOMETMPOBaBLLUUX
CBOM TOKEHDbI
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OueHKa yrpo3 v ya3BmmMmocTeu

npouecc YA3BUMOCTU | yrposbl
1. Perucrpaumua C C
1.1. | cybbeKT npedvasnsem ceou naeHTUbUKaTopsl (yaoctosepeHua nam dY) H C
1.2. | UP nposepsem npeabaBneHHble Cy6bEKTOM MAEHTUOUKATOPDI B B
1.3. | LIP co30aem y4eTHyto 3anuncb cybbekTa H H
1.4. | UP peczucmpupyem/co30aem ceKkpert (ayteHTuduKatop) n uséaem 3Y H C
1.5. | UP deneaupyem npasa goctyna cybbekTa K apyrum UC H H
1.6. | LLP ebrdaem cekpeT 1 3Y Ha pyKu cybbekTy H H
2. NMoarsepXaeHne NOA/IMHHOCTU C C
2.1. | CybbeKkT xpaHum cekpet n Y B B
2.2. | CybbeKT npedvaenasem cekpeT u Y posepstowen ctopoHe (AC) C C
3. Bannpgauus H H
3.1. | AC nposepsiem uenouky cepTudUKaToB, CPOK 1 obiacTb genctema Y H H
4, MpuHATUE pelieHuna H H
4.1. | AC npuHumaem peweHue o pe3ynbTaTe ayTeHTUDMKaLUN H H
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OueHKa TeXHU4YeCcKoro pucka no BuncoHy

Puck, Cepvesnocmb Beposamnocmo
CBA3AHHDIU C B03MOHCHO20 HaHeceHusi 3mo2o yuepoa.
paccmampusaemvim B ywepoa, Komopbilil ’ yacmomuwl u
Gpaxmopom Modicem Oblmb NPOOOIHCUMETbHOCIU
onacHocmu HaHeceH 8030€elCcmeust,
paccmampusaemol 8epOsSMHOCMU
M ghakmopom HACMYNJeHUs1 ONACHO20
onacHocmu coObIMUSL, BO3MONCHOCHIU
usbexcams Uil
ocpaHudums yujepo

Wilson R. Simple Area Source Algorithm for Risk Assessment Screening. Memorandum to P. Cirrone, 1990
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1. NMpoueccHbIN noaxon

Cepsep (C) nnn

npouecc KPUTUYHbIE onepaLmn KnneHT(K)

1. Perucrpauua

1.1. | cybbekT npedvaendaem ceon naeHTudbuMKaTopsl (yaoctoBepeHma nam 3Y) owmnbKM BBOAA AAHHbIX K
owmnbKM NpoBeEpPKM

1.2. | UP nposepsaem npeabasneHHble cyObeKTOM MAEHTUDUKATOPDI NAeHTUPUKaLNM C

1.3. | LLP co30aem yyeTHyto 3anuncb cybbekTa owmnbKM BBOAA AAHHbIX C

1.4. | UP pecucmpupyem/cozdaem cekpet (ayTeHTUPUKaTop) n uséaem 3y BEPOATHOCTb Mana C

1.5. | LIP deneaupyem npaBa gocTtyna cybbveKkTa K apyrum NC BEPOATHOCTb Mana C

1.6. | LLP ebidaem cekpeT n 3Y Ha pyKu cybbeKTy BEPOATHOCTb Mana

2. MoAarsep:kaeHUe NOAANHHOCTU

2.1. | CybbeKT xpaHum cekpeT un Y KPUTUYHAA onepauua K

2.2. | CybveKT npedvsasnsem cekpeT u Y gosepstouelt ctopoHe (AC) BEPOATHOCTb Mana K

3. Banupauus

3.1. | AC nposepsaem ueno4yky cepTudukaTos, CPOK U obnactb gencrama Y BEPOATHOCTb Mana C

4, MpuHATUE pelueHunA

4.1. | AC npuHumaem peweHue 0 pe3ynbTaTe ayTeEHTUPUKALUK BEPOATHOCTb Mana C
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MHoroypoBHeBoe mogenupoBaHue UA

BepxHeypoBHeBasi Mogesb: npeacraBreHne CUCTEMBI
NA B BMae ogHoro uenoro anemeHta. Metop
nccrneagoBaHUs — Ha OCHOBE anmnaparta CUCTeEM
maccoBoro obcnyxumeaHusa (CMO);

Mogenb BTOPOro ypoBHSA: MoaenmpoBaHue npoueayp,
coctasnsowmx npouecc NA. Metogbl: CMO, meToabl
OLEHKN PUCKOB, annapaT OUEeHKU HaeXHOCTW;

Moaenb TpeTbero ypoBHSA: MoAernb onepawuu,
cocTaBnarowmx npouenypbl. MeToabl: OLEHKU PUCKOB,
annapaT OLUEHKN HaOEXHOCTMW.

Mofgenb YeTBepTOoro ypoBHA: mogenu yctpouncts, l10,...

MeToAabl: BEPOATHOCTHO-CTATUCTUYECKUNE, allllapaT
OUEHKN HAaOEeXHOCTMW.
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[MpepBapuTenbHble OLLEHKU

npoueccsol MMUHUM' MaKC.

1. Peructpauyma
1.1. |{cybbeKT npedvasasem csou naeHTudunkatopsl (yaoctosepeHma nam dY)
1.2. |UP nposepsaem npeabvasneHHble cybbeKTOM MAEHTUPUKATOPDI 0,87 0,99
1.3. |UP co30aem yueTHylo 3anmcb cybbekTa 0,99| 0,995
1.4. |UP pecucmpupyem/co30aem cekpeT (ayTeHTUdPUKaTOpP) U usdaem dY 0,99| 0,995
1.5. |UP deneezupyem npaBa aoctyna cybbekta K gpyrum NC 0,99 0,995
1.6. [LLP ebi0aem ceKpeT n JY Ha pyKu CybbeKTY 0,91 0,995
2. MoAareepkaeHUe NOA/IMHHOCTU 1 1
2.1. |CybbeKkT XpaHUmM cekpet u dY 0,43 0,995
2.2. |CybbeKT npedvasaaem cekpeT u Y posepatowen ctopoHe (AC) 0,94 0,995
3. Bannpauyus 1 1
3.1. |AC nposepaem ueno4ky ceptudmnKatoB Y 0,8 0,9
3.2. |AC nposepsaem cpok aencreua Y 0,99| 0,995
3.3. |4C nposepsem pencTBEHHOCTb Y 0,99 0,995
3.4. |AC nposepsaem ob6nacTb AENCTBUS 0,99| 0,995
4. MpuHATHe pelieHunn 1 1
4.1. |AC npuHumaem peweHue o pe3ynbtaTe ayTeEHTUPKALNU 0,99| 0,995

MHTErpaibHbiN YCNOBHbIN NOKa3aTe /b HaAEXKHOCTU 0,236| 0,8474
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KayecTtBO cepBuca ayteHTudumnkauum

* [TOCT P NCO 9000-2008: ka4ecTBo (quality) - cteneHb

COOTBETCTBUSI COBOKYMHOCTU NPUCYLLINX XapaKTEPUCTUK HEKOTOPLIM
TpeboBaHUAM.

fffﬁff#ffﬁgaqECTEJEH%HHE““aH

L A A A \7
VY Y Y ¥
BaTpaTh Ha Buiisisng /’\ Puck
EadECTEC Wi e HagexnocTe \

\ S
N
BezoTEasHOCTE Puck

INoTormEoc:

PeromronmprrogHoc Te
Dbecmeweme TO u P

CemuHap TC56 M3K (floHOoH,2006¢2.)

KauecTBO — COOTBETCTBHUE crangapraM — rapaHTHH Ka4€CTBa — CTPAXOBAHUC
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JocTynHOCTb ycnyr n oo6rayvyHbIX CepBUCOB

KayecTBO

cepBucCa AOoCTyna

VAN

KauecTBO
ynpasneHusa
AOCTYNOMm

KauectBo KauyecTBo
cepBuca cepBuca
AyTeHTndukaumm ABTOpK3auunmn

KauecTtBO ayanTa
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AyTeHTU(pMKaLuUAa — [OBEpPEeHHbIN CepBUC

KauecTBO cepBuca
ayTeHTUdunKaumm

YTANN

QyHKUMOHaNb-
HOCTb

HapexHoCTb
ayTeHTUPUKALUY

CooTBeTcTBME
TpeboBaHUAM,
CTaHOQapTam

ConpoBoXagaemocTb

N aganTnpyemocTb
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PasButune tpedboBaHumn

KayectBO cepBuCa
aYTeHTI/Id)I/I Kaunu
KauecTBO cepBuca KauecTBO cepBuca
KauecTtBo KauectBO
erncroai AyTeHTUdMKaL MK sanueiil TPaHCNIMpPOBaHWA
P (challenge-response) aosepusA
5



Tpu ypoBHA HagexHocTtn UA B PP

Hu3kun yposeHb HagexxHocTn npoueccoB MA. OcHOBHOM
ayTeHTUMUKaATOp — Napornb.

CpegHunmn ypoBeHb HagexHocTn. OCHOBHOWU

ayTeHTnduKaTop:

- OTP;

— uudpposon ceptudgmkat X.509 gocryna, BblaaHHbLIV
HeaKKpeanToBaHHbIM yOAOCTOBEPAKOLWNM LLEHTPOM.

BbiCOKNM ypoBEeHb HAOEXHOCTUN ayTeHTUdmnkaumn.

CepTndukaT gocTtyna oT akkpeantosaHHoOro YLl.

TpeboBaHua K ayTeHTUJUKATOPY:

— XpaHeHue KOHTENHEPOB KITIoYeBOro Mmatepuana B 3aluLLEeHHOM
PIN-kogoM OT KonupoBaHUA Yumne;

— [NpnmeHeHne SSCD (Secure Signature Creation Device);
— SSCD c noBbilweHHbIMY TpeboBaHnaAMU: EAL4+
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KayecTBeHHble u HTerpasibHble NnoKa3aTtesiun

Puckn
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YcuneHHan
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3aKpbITbIN
KoY

8 SSCD +
TpeboBaHWA
Kuuny EAL4+

3aKpblTbli
KoYy

B yCTpolicTBe
SSCD

XpaHeHve
KITHOYeBbIX
KOHTEAHEpOR
B yune
cMapT-KapTbl

oTP

[Maponb

0 |

www.aladdin-r

NokaneHan
KDPI’JDPETM BHaA
ceTb

PacnpepenéxHan
CETh

Ynanéneia goctyn
K NOKanbHon
cetu

Yaan€HHeln goctyn
K pacnpeaeneHHon
ceTu

Cepeuncel
YacTHOro
obnaka

CepBuncobl
nybnuuHoro
ofnaka

Kc
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BbiBOObI

AHanuns 3apybeXxHoro onbliTa NoKasbIBaeT, YTO NCTOPUYECKHN
nepBbIMU TPeDOOBaAHUS K ayTeEHTMdMUKALUUM ONA gocTyna
pa3paboTtaHbl B CLLUA. KaHaga, ABcTpanusa n pag apyrux
CTpaH NOBTOPSAIOT N NULLbL NokanunaytoT TpeboBaHus CLUA,
KOTOpble ABNSATCA Handoree npopaboTaHHbIMN.

Poccunckast HopmaTmBHas basa CcyLecTBEHHO OTCTaeT OT
pa3BuTbIX cTpaH. CriegoBaTteribHO, HEOOXOANMO
MHTEHCUBHO NopaboTaTb, YTOObI COKpaTUTb OTCTaBaHUeE.

Camon 6ornbLuon npobrnemon CyLeCcTBYOLLEN U
naHNpyeMon K onyobrinkoBaHUO pOCCUMNCKON HOPMaTUBHOM
b6a3sbl ABngeTca nonHasi HE3aBUCUMOCTb OT TEXHOSOTUN.

[1lpegcTaBneHHbIN Noaxo4d MOXeT Nedb B OCHOBY Hay4YHOWU
OCHOBBbI pa3paboTKkn HOpMAaTUBHbLIX TPEOOBAHMK K CO30aHUIO
HaOeXHbIX CUCTEM ayTeHTUdunKauun.
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. Il1naneKkTnKa pa3BuUTnUA CTaHAAPTOB

e TexHONOMrNA

* PeKomeHaauunu

e TpeboBaHUA

e CTaHAaQpPThHI
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TexHonornm nu ux BHegpeHue

TexHonoruu PbiHoK

3aMeTHOCTb

HépmaTHBHfﬂn
6as3a
: ‘ 3penocTb
B
I | | I | I I I I T

3asblllieHHble PasovapoBanue Co3peBaHue [OTOBHOCTL K LWMPOKOMY MCNONB30BaHUIO
OXWAAHMA
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AnapounHen

a.sabanov@aladdin-rd.ru
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