PervoHanbHblii cemuHap MC3 ansa ctpaH EBponbi u CHI
«KunbepbesonacHocTb U 3awmTa pebéHKa B OHNAMH cpeae»
Odecca, YkpauHa, 4-6 anpensa 2018

OKOHYATE/IbHbIA OTYET

MexayHapogHblii cot3 anektpoceasn (MC3) coBmectTHo ¢ Opecckor HaLMOHa/NbHOM
akagemuen ceasm um. A.C. NMonosa (OHAC um. NMonosa) MuHucTepcTBa 06pa3oBaHMA U HAYKM YKpPaUHbI
nposenu PernoHanbHbih cemmuHap MC3 gna crpaH EBponbl u CHI «Kubep6esonacHocTb U 3awuTa
pebéHKa B oHNaiiH cpege» B . Oaecca, YkpanHa B nepuog ¢ 4 no 6 anpens 2018 roaa.

B cemunHape npuHsaam yyactue 6onee 50 yenoBeK, Kotopble NpeacTaBnann 37 opraHM3auum
n3 14 rocypapcTts, a UMeHHO: ApmeHuto, benapycb, F'epmanuio, pysuto, KbiprbisctaH, Jltokcembypr,
Monpgosy, Hopseruio, O6beanHEHHbIe Apabckne Imupatol, Monbwy, Typumio, YKpauHy, LLisenuapuio n
ICTOHMUIO.

KonnekmueHoe ¢hpomo y4acmHuKoe cemuHapa

CemuHap 6bl1  MNOCBALWEH TakKMM  aKTyanbHbIM BOMNpocam: Posnb nNpaBuTeNbCTB WU
MeXAYHapOoaHbIX opraHM3aunin B ob6aactu KnbepbesonacHOCTU U 3aWMTbl pebeHKa B OHNalH cpeae;
PaspaboTKka HaUMOHaNbHbIX cTpaTerMn KubepbesonacHocTn; OpraHM3aUMOHHbIE W  TeXHUYecKue
MHCTPYMEHTbI KnbepbesonacHocTn; CTpaTermyeckme u perynsatTopHble MexaHM3Mbl 3aliuTbl AeTel B
OHNavH cpege; OpraHM3aUMOHHbIE U TEXHUYECKME MHCTPYMEHTbI 3aWmnTbl pebeHKa B OHNAWH cpeae;
HapawmsaHue noteHymana 8 o6nactn kmnbepbesonacHocTu; M3mepeHune kubepbesonacHocTH.

CeMMHap NpoBOAWMACA HA PYCCKOM W aHIIMMCKOM A3blKax C OpraHu3aumein CUHXPOHHOro
nepesoga. Ha cemunHape 6bl10 npeacTtaBneHO 22 AOKAAJA  IKCNepTamu  MexXAyHapoaHbIX
OpraHM3aunin, rocyAapCTBEHHbIX OPraHoB, Y4yebHbIX 3aBeAeHUM M OOLLECTBEHHbIX WM YaCTHbIX
opraHusauuii.

B xo4e TOpKeCTBEHHOrO OTKPbLITUA CEMWHapa C NPUBETCTBEHHOM peybto BbicTynuau: MeTtp
Bopo6bueHko (pektop OHAC um. A.C. Monoea), Papug Haxam (KoopamHaTop nporpamm 30HaNbHOrMO
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otaenenns MC3 ansa ctpaH CHI), Hukonait XyguHues (3amectuTtenb HadanbHUKa [0CyaapCTBEHHOO
LeHTpa KubepsawmTbl M NPOTUBOAENCTBMA KnbepnpecTynHOCTU npu [ocyaapCTBEHHOM cayxbe
cneuyanbHoOM C€BA3M WM 3awWmTbl MHPopmaummn YkpauHbl), Ceprert KonebowuH (3amectutens
npeacenatena Opgeccko 06NacTHOM  rocyAapcTBEHHOM aamMUHMCTpauuu), WUMpuHa Cronbosa
(3amectutens Aupektopa [enaptameHTa obpa3oBaHMA M Hayknm OAeccKoro ropoAcKoro COBeTa).
Mporpamma M y4acTHUKM ceMuHapa bbinu npeactasneHbl EneHont LWynbraH (npopeKkTop no HayyHo-
neaarorvyeckoin pabote n mexxayHapoaHbim ceaszam OHAC um. A.C. Nonosa).
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TopxcecmseHHoOe omKpbimue cemuHapa

B pamkax nepBoro gHA paboTbl (4 anpens 2018) 66110 3acnywaHo 8 4OKNaA0B, OXBAaYEHHbIX ABYMSA
ceccuamm:
—Ceccua 1 «Ponb NpaBUTENbCTB M MEXAYHAPOAHbIX OpraHM3aunii B 06nactm KnbepbesonacHocTH
M 3aWmTbl pebeHKa B OHNalH cpeae» (MogepaTopbl — MéTp BopobueHKo n Bagmum Kantyp):
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Modepamop u doknad4uku Ceccuu 1




— Ceccua 2 «Pa3paboTKa HaumMoHanbHbIX cTpaTernii KubepbesonacHoctu» (Mogepatop — HUKona
XyanHues):

CYBERSECURITY IN UKRAINE:
PROBLEMAND PERSPECTIVE
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Modepamop u doknad4uxu Ceccuu 2

B pamkax BTOporo gHa pabotbl (5 anpens 2018) 6bino 3acnywaHo 9 AOKNAA0B B pamMKax TPEX
ceccum:




— Ceccua 3 «OpraHM3auMOHHbIE U TEXHUYECKME MHCTPYMEHTbI KnbepbesonacHocTu» (MoaepaTtop
— PowwnH ABoTap-Maype):

Modepamop u doknad4uxu Ceccuu 3

— Ceccua 4 «CTpaTernyeckme U perynatopHble MexaHW3mbl 3aliMTbl AeTell B OHalH cpeae»
(mopepatop — AHApen YHTUANA):
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Modepamop u OOKnaquu Ceccuu 4

— Ceccus 5 «OpraHU3aLMOHHbIE U TEXHUYECKME MHCTPYMEHTbI 3aWuThl pebeHKa B OHNalH cpeae»
(mopepatop — Nbpaxum Anpaban):

Modepamop u doknad4uku Ceccuu 5

B pamkax TpeTbero AHsA pabotbl (6 anpena 2018) 6bino 3acnywaHo 5 4OKNaAoB B pamKax AByX
ceccum:

— Ceccnsa 6 «HapawwmBaHue noTeHuMana B obnactm KubepbesonacHocTu» (mopepaTop —
Bnagmnmump CBaHaase):



Modepamop u doknad4uku Ceccuu 6

— Ceccun 7 «M3mepeHune knbepbesonacHoctnu» (Moaepatop — Paynb Xeiao):
Y
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Modepamop u doknad4uxu Ceccuu 7




TaKkKe B 3TOT AeHb (6 anpensa 2018) coctoanca Kpyrabii cton «byayuee KnbepbesonacHOCTU U
3aWwmTbl pebeHKa B OHNANH cpeae» (moaepaTopbl PowmnH ABoTap-Maype n Bagum Kantyp) B pamKax
KOToporo 6bian BbipaboTaHbl BbIBOAbI U PEKOMEHAALMM CEMUHAPA.

Modepamopbl u yyuacmHuKku Kpyanozo cmona

B xone uUepeMOHUM 3aKpbITUA CeMUHapa C 3aKNYUTEsSIbHbIM CNOBOM BbicTynuau: letp
BopobueHko (pektop OHAC um. A.C. MNonosa) n PowwnH ABoTap-Maype (KoopanHaTop nporpamm
PernoHanbHoro opuca MCI pgnsa ctpaH EBponbl). TakkKe y4yacTHMKaM cemuHapa Oblan Bpy4yeHbl
namaATHble cepTudumKaTbl 3a nognucbto pektopa OHAC um. A.C. MNonosa.



YyactHuKku CemmnHapa oTmeTuan:
1) aKTyaNnbHOCTb IAHHOTO CEMUHAPA;
2) NPaKTUYECKYI0 3HAYMMOCTb NpPeACcTaBAEHHbIX AOKNAA0B AN MEMKAYHAPOAHbIX OpraHuU3auui,
MUWUHUCTEPCTB M BEAOMCTB, NPAaBOOXPAHUTE/IbHbIX OPraHOB, TE/IEKOMMYHWUKALMOHHbIX ONepaTopoB U
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CepBMC-NPOBaNAEPOB, BbICWKNX y4ebHbIX 3aBeAEHUI MU YaCTHbIX KOMMNAHMMA — maTepuanbl CemnHapa
MOTYT 6bITb MCMO/Ib30BAHbI Y4aCTHUKAMM B X NPOPECCUOHANBbHOM AeATeNbHOCTY;

3) KNHOYEBYO PO/Ib MEXKAYHAPOAHOrO COTPYAHNYECTBA M NOALEPMKKM CO CTOPOHbI rOCyAapcTBa B
obecneyeHnmn Knbepbe3onacHOCTM 1 B 3aWwMTe pebEHKa B OHNANH cpese;

4) HeobxoammocTb BblpaboTKM rnobanbHbIX peweHnin B obnactn 3awmtbl pebéHKa B OHNAMH
cpegae;

5) aKTMBHYtO paboty Pabouein rpynnel Coseta MCD no 3awmTe pebEHKa B OHMAHOBOM cpeae, a
TakKe MccnenoBaTenbCKMX KOMUCCUI M criewmanbHbix rpynn MexXayHapoAHOro coko3a 3/1eKTPOoCBA3N,
3aHUMatoLWwmxca Bonpocamm knbepbesonacHocTy;

6) 3¢ EKTUBHOCTb MCNONb30BAHUA UHCTPYMEHTAPUA HALMOHANbHbIX CTPATErnin Ana paspaboTku
cTpaTernii KnbepbesonacHOCTM B Pa3BMBAIOLIMXCA CTPAHAX;

7) 3HQYMMOCTb YCUAUM TOCYAAPCTBEHHO-YACTHOrO MAPTHEPCTBA, HAMpPaBAEHHbIX HA CO34aHue
3¢ EKTUBHDBIX OPraHM3aLMOHHbIX U TEXHUYECKUX MHCTPYMEHTOB KnbepbesonacHocTu;

8) BA)HOCTb Pa3paboTKM HOBbIX U OLEHKU IPPEKTUBHOCTM CyLLECTBYIOLWLMX CTPATErNMYECKUX W
PerynaToOpHbIX MEXaHU3MOB 3aLLMTbI AeTeN B OHNAWNH cpese;

9) NPaKTUYECKYI0 3HAYMMOCTb MPOEKTOB, peannsyembix 06pa3oBaTeNibHbIMU YUPEKOAEHUAMN WU

YACTHbIMM KOMMAHMAMM MO CO34AHUIO OPraHM3aALMOHHbIX U TEXHUYECKUX WHCTPYMEHTOB 3alUmTbl
pebEéHKa B OHNAWH cpeae, B TOM yncne paboT, NpoBOAUMBIX B pPaMKaxX PErmoHaNbHbIX MHULMATUB
Me»KAyHapOoAHOro Co3a 31eKTPOCBA3Y;
10) HeobXxoAMMOCTb Pa3BUTUA CUCTEMHbIX NMOAXOAO0B NO HapalMBaHWIO NOTeHuMana B obnactm
Knbepbe3onacHOCTU, BKAOYAA NOBbIWEHNE OCBEAOMAEHHOCTM HaceneHua o6 yrposax, MCXogAawmx ot
KnbepnpecTtynHoCcTH, B TOM Yncae NyTém co3gaHmsa 3GPeKkTUBHbIX y4ebHbIX NPOrpamm m KypcoB KaK ans
npodeccMoHanbHbIX cneunannuctos B obnactm knbepbesonacHOCTH, TaK U oNAa aeTen, poautenemn u
yuuTeneim;
11) BaXHOCTb oOTcAexmBaHuss [nobanbHoro WHaekca KubepbesonacHoctn ansa  ob3opa
06A3aTeNbCTB CTPaH No KNbepbe3onacHOCTU N NPUHATUA AaNbHENLMX MeP HA HALLMOHA/IbHOM YPOBHE;
12) HeobxoaMMocCTb 6osiee aKTUBHOIO BOB/AEYEHUA yYebHbIX 3aBeAeHUN, NpeanpuaTUiA YacTHOro
CEKTOpa U HenpaBUTE/NIbCTBEHHbIX OpraHM3auui B aeAtenbHOCTb CekTopa passutna MCD, BKatoyas
paboTy MccnepoBatenbCKMx Komuccunin n LleHTpos npodeccMoHanbHOro macTepcTaa Nno HanpaBAeHUIO
KnbepbesonacHoOCTb;
13) uenecoobpasHoCTb pa3paboTKM HOBbIX M PA3BUTMA CYLLECTBYIOLLMX TEXHONOTMMIA NOCTPOEHUA
A0BEepPUTENIbHbIX NHPOKOMMYHUKALMOHHbIX ceTein, CBOHOAHbIX OT ONACHbIX AN1A AeTel pecypcos;
14) Ba)XHOCTb npoueccoB uudpoBor TpaHchopmaumm p[NA  Pa3BUTUA  HOBEWLWIMUX CUCTEM
KnbepbesonacHoCTU 1 3aWnTbl pebEHKA B OHNANH cpeae;
15) yKpenneHue Koonepauum mexgy MCI-permoHamu Esponbl m CHIN ¢ uenbio ontmmusaumu
MCNONb30BaHMA UMEIOLLMXCA PECYPCOB U AOCTUNKEHUA NPAKTUYECKUX Pe3y/IbTaTOB, BKAKOYAA NepeBos,
y4ebHbIx maTepranos B 06nactn knbepbesonacHoCTU 1 3aWnTbl pebEHKA B OHNANH cpeae;
16) HeobxoaMMOCTb pa3BUTUA 0bpa3oBaTe/ibHbIX NPOrPAMM U MHCTPYMEHTOB MO 3aLLUTE B OHMAMH
cpege c y4éTom noTpebHOCTEM aeTel C orpaHUYEeHHbIMU BO3MOXKHOCTAMM;
17) BAa)XHOCTb 0b6MeHa WHbOpMmauMen Mexay BCEMW 3aUHTEPECOBAHHbIMW CTOPOHAMWU MNPO
MMetoLLMecA MHCTPYMEHTbI B 0bnactn KnbepbesonacHOCTM M 3awmTbl pebEHKa B OHNAWH cpeae anA
6onee 3pPEeKTUBHbLIX pelieHuni;
18) BA)HOCTb MOCTOAHHOIO COBEPLUEHCTBOBAHWMA MNOATOTOBKM  BbICOKOKBAaNMGUUMPOBAHHbIX
cneunannctos B o6nactn knbepbesonacHOCTU B BbICWIMX y4ebHbIX 3aBeAeHMAX, C Y4ETOM NOCTOAHHOTO
MEHSAIOLLMXCA N HapacTatlowmx Knbepyrpos.

YYaCTHUKM BbIPa3nIN UCKPEHHIO 61arogapHOCTb MoAepaTopam M aoknagvmkam CemuHapa,
PYKOBOACTBY M COTPYAHWKAM MeKayHapoAHOro coto3a 31eKTpocBA3M M Ofecckor HauMoHaNbHOM
akagemuun ceasm nm. A.C. lonosa 3a OTAMYHYIO OpraHu3aumio u nposegeHne CemunHapa.



