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Central Bank Governor resigns after
hackers stole $101mln
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NRD CYBER
SECURITY

co3pgaHue CSIRT / SOC,
TEXHONOTMYECKMU KOHCANTUHT,
pearMpoBaHMe Ha UHUMAEHTHI,
NpMKNaaHble UCCNeaoBaHUA

&

NRDCS.LT
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NRD Cyber Security

MpeBeHUMA KNbep-NHUNAEHTOB Co3pgaHue noTeHumana

* BcecTtopoHHAA npoBepKa 6e3onacHoOCTU * CospgaHue Bo3moskHocTen CIRT / SOC

* YnpasneHue puckamm nHpopmaumnm n knbepbesonacHocTm * PeweHna OSINT

* OueHKa yaA3BMMOCTU CETU U TeCTUPOBaHUE Ha *  VIHTenneKkTyanbHble peleHna JaHHbIX
NPOHUKHOBEHME

* TecTMpoBaHME COLMANbHOM UHKEHepUn
YnpasneHve 6€30NacHOCTbHO

*  MOHUWTOPUHT HALUMOHANIbHOM KPUTUYECKOM MHDPACTPYKTYpPbI
* Uudposoe KapTorpadpumposaHme sKOCUCTEM, CO34aHME

MaHAaTOB N OTHOLWEHUN

O6HapyKeHue 1 06paboTKa Knbep-MHUNAEHTOB * J¢ddeKTnBHOE CMArYEeHNE MOLLEHHNYECTBA - ANA 3aLWUTbI OT

MOLUEHHMYECTBA
* QOO6HapyrKeHue Knbep-MHUNAEHTOB .
* Kputnyeckaa metogonorma MHPOPMaLNOHHOM

* YcTaHOBKa KM6ep-,£I,aTL-IMKOB MHPPACTPYKTYpPbI

* Hactpoiika n obcnykunsaHue nabopatopui Cyber Security
pa3BesblBaTENbHbIX C/TYXKO
* OSINT
* PeweHus ana 6onee bbicTporo nposeseHMa cyaebHo-
MeANUNHCKOM 3KCnepTm3bl *  AHaNWUTUKA AaAHHbIX
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TEOTPAOUA
MPOEKTOB

South &
Southeast
Asia

CO3AAET UEHTPbl KUBEP
BE3OMACHOCTMH (CSIRTS)
HAYMHAA C 1998 TOAA

MEXAYHAPOAHDBIE CSIRT/SOC
KOMAHAbI MPEAOTBPALWLAIOT
KUBEP ATAKU U KUBEP
MPECTYNNEHUA

Central
America

Sub-Saharan
Africa

NRD Cyber Security koHTpoanpyetca doHgomM INVL Technology, LTU.
INVL Technology KkomMmnaHuu BHeaApuAW NpoeKTbl B 50+ cTpaHax.
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ITU Global Cybersecurity Index
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COMMONWEALTH OF INDEPENDANT STATESCIS Region Global Rank
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Georgia 0819 8
Russian Federation 0.788 10
Belarus 0592 33
Azerbaijan 0.559 as
Uknaine 0501 so
Moidova 0.418 73
Kazskhstan 0352 &
Tajikistan 0.202 o1
‘Uzbekistan 0277 o3
xyrgyzstan 0270 o7
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Turkmenistan 0.133 132
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National Cyber
Security Index

ncsi.ega.ee/country/bd/
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National Cyber Securit)

France
Germany
Estonia

Slovakia

Finland
Singapore
Lithuania

Spain

United Kingdom

Czech Republic

Azerbaijan

Saudi Arabia

Ghana

Trinidad and Tobago
Kyrgyzstan
Indonesia
Kazakhstan

Senegal

Lao PDR

Afghanistan
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Cybersecurity Capacity Review by Oxford

CYBERSECURITY
CAPACITY REVIEW

Kyrgyz Republic

Summary of the Findings and Recommendations
of a Report submitted in September 2017

| [T CompuTeR KWPF

B8P | Capacity Centre |5C100L | [RCREN SCIENCE s

Korea | & \6.» THE WORLD BANK
KISA Seozsgitm:tcy GCCQ @ IBRD « IDA | WORLD BANKGROUP

Glcna yparescurty arm
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OnbIT NO yny4ylweHuto Knbep besonacHocTu

1. Pa3paboTtka HaunoHanbHOM Knbep-cTpaternm

Pa3paboTka ppenmBopKa No 6e30nacHOCTU KPUTUYECKOM
MHPPACTPYKTYPbI
3. BHegpeHue cuctem ceHcopoB ana obecneyeHmna 6e3onacHOCTU

4. Cos3paHue CSIRT/SOC KomaHza,
5. Co3paHune Knbep-nabopatopum

a~
@ NRD Cyber Security ITU Regional Workshop "National Strategies of Digital Transformation" (Kyrgyzstan, 28-29 August 2018) 13
Sk



* [loHATb 3anHTEepecoBaHHblIE CTOPOHDI
° nOﬂy‘-IMTb MaHAOaT U pasgeinTb ob6sa3aHHOCTH

* ObecneyeHne HE3aBMCMMOCTHM NO pa3paboTke
NO/IMTUKU U OCYLLLECTBNEHUIO

* BK/ItOYEHME KPUTUYECKON MHPPACTPYKTYPbI

@) SoncoE

NCSS Good Practice Guide * OnpepesnieHne po/siv HacTHOrO CEKTopa

Designing and Implementing National Cyber Security

Strategies * [loarotoBneHWe AEMCTBYIOLLErO NAAHa

NOVEMBER 2016 L CYBER SECURITY pean n3a LI.M n
T[EWORK MANUAL
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2. Pa3paboTka ¢opernmBopKa no 6e3onacHOCTU

KPUTUYECKOM MHPPACTPYKTYPbI

* OnpeaeneHune 4eTKON MeTOANKN
* HasHayeHMe OTBETCTBEHHbIX CTOPOH

* OnpeaeneHne TpeboBaHUM ansa obecneyeHun
6e3onacHoCcTH

* ObecneyeHune noaaepHKn Ana BbINOAHEHUA
TpeboBaHUM

* Pa3paboTKa 1 BHeApPEHME CUCTEM OLLEHKM
pUCKa KnbepbesonacHoctun

* [TOCTOAHHbIN MOH UTOPUHT

@ NRD Cyber Security ITU Regional Workshop "National Strategies of Digital Transformation" (Kyrgyzstan, 28-29 August 2018) 15



Atitikties vertinimo duomenys

Pradtia) Asitities vertinimo doomenys

- [EEE

Relkalavimas LI Mooy ° 9 Pagrindimas
(VDAL 2008-11-92 N, AT71(1.423)
4 Organizacinés Ir techninés Kalp buvo jvertinta asmens. 9
tvarkymo keliama P
R e A
organizacings Lt
duomeny pobik Ir jy tvarkymo Ir techninés duomeny saugumo .
Keliama nizika, ir turi Doy . Kada &is sokumentas
dokumente (duomeny vakiylop
patvirtintose asmens duomeny 2
tvarkymo taisykiese, duomeny
valdylojo i duomeny tvarkytojo 3 IStekiiai ~  Aditikties
sudanytoje sutartyle ir pan.). pr—
4
5. Kaip Ir Redkalan
uhtikrinti, kad organzacinés ir techniniy duomeny saugumo 5 aite s
1eChnINgs GUOMENY SAUGUMO priemonyy jgyvendinimas? Kada . Telse{ Teises aktai
Bty >eekatl
Savokos
COBIT brandos lygi
Pavadnimas

@ NRD Cyber Security

% Pagrindimo dokumental

ARSIS

Paie3ka dokumentuose AL I50rinis naudotojas

Jvykiai Dokumentaiv

Auditai

Pradiia > Atitikties vertinimas > Atitiktics vertinimas

Pavadinimas

- 2016 m. auditas

Pawdia dokumentuone

Apsaugos priemonés ~

Valalibis informaciney sratemy guvavme cihlo valdyme metodia (VPK, 2014 m. vasane 23 4.

akymu Ne T-29)
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Apsaugos priemonés v

Priéemusios nstitucyos pavadinamas

Listuves Respublikos vidaus redkaly

MPRautiné 81andantizacijos
ceganizaciya (1SO) / Tarptauting
wlektrotochnikos komisga (JEC)

b plios.
OMAELIS prie SUSISIeRimS Mine1adjos.




3. BHeapeHue cuc

* PaspaboTka 1 BHeApPEeHWe AaTYMKOB KOHTPOANA
6e30MacHOCTU B KPUTUYECKOM
NHPPACTPYKTYPE N APYrnx opraHM3aumax

° MHTerpaLI,MFI Pa3INYHbIX TEXHO/I0TUM

* [penocTaBneHme oby4yeHn n noaaepHKKu

‘e
/\

Analyst

& & & &

Sensorl Sensor2 Sensor3 Sensor n
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Bangladesh Cyber Polution, last 30 days

ldil Event Classification, last 30 days
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4. CosnaHue CSIRT/SOC komaHA,

YnpaBsieHue

LUndpoBblie TEXHO/I0r MK
AKTUBDI

* LleHTpbl 06paboTKM

AAHHbIX npouecchbl
» CeTM nepedaym JaHHbIX
* MHdopMaLMOHHbIE

CUCTEMBI
+ CepBepbl

CSIRT / SOC nosBosnaeT pelwaTtb Knbep-
npobaembl Ha PasHbIX YPOBHAX:

* HaumoHanbHOM

* [l paBnTeIbCTBEHHOM

OTtpacneBom (6aHKK, sHEpreTnKa)

BHyTpeHHem (SOC)
YacTtHble CSIRT

@ NRD Cyber Security ITU Regional Workshop "National Strategies of Digital Transformation" (Kyrgyzstan, 28-29 August 2018)
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NRD Cyber Security

Cyber Security CSIRT/SOC BapuaHTbl

Mini

* Mandate definition
= FIRST.org membership
» Roadmap & Strategy

Governance

» Featured CSIRT training
* Limited remote support

Processes and = Incident handling service
services ./ = Incident handling process

Basic

* Mandate definition
= FIRST.org membership
= Roadmap & Strategy

* Relevant CSIRT training
* Remote support
*SOPs

= Study mission tours

= Incident handling and outreach
= Infrastructure support
= Standard reporting

* Basic KPIs
= SLAs for processes

- Inci istration and

Measurements * A few KPIs
* No SLAs
Technological = Inci istration and
Capability = PGP
Local resources 2-5 people
Duration 9 months

= Outreach and visualization portal
= Internal support, PGP
= Simple vulnerability assessment

5-10 people

12 months

Effective

* Mandate definition

* FIRST.org membership
* Roadmap & Strategy
= Orgchart buildout

* Relevant CSIRT training
* Remote support

* SOPs

* Study mission tours

* Incident handling, outreach, digital
i ility

* Process automation

« Infrastructure support

= Standard reporting

« KPIs system
* SLAs for processes
* SIM3 successful audit

* Incident detection and handling

= Qutreach and visualization portal
* Internal support, PGP

= Simple vulnerability assessment

= Simple video wall

= Simple threat intelligence

= Simple digital forensics

= Simple integration with ex. tooling
= Situational awareness

7-15 people

12-24 months

Full Scale

* Mandate definition

* FIRST.org membership
= Roadmap & Strategy
* Orgchart buildout

* Relevant CSIRT training

* On-site and remote support
* SOPs

= Study mission tours

* Full scale CSIRT/SOC services
* Process automation

= Automated custom reporting
* Maturity progress assessment
= Infrastructure support

* KPIs system
* SLAs for services and automation
* Annual reviews, SOC-CMM L3 C15

* Incident detection and handling
* Outreach and visualization portal
= Internal support, PGP

* Vulnerability assessment

* Video wall

= Threat intelligence

» Digital Forensics

» Integration with existing tooling
* Situational awareness and EWS

= Multi-site sensing at Cil

15-45 people

24-36 months

ITU Regional Workshop "National Strategies of Digital Transformation" (Kyrgyzstan, 28-29 August 2018)
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Katanor CSIRT/SOC ycayr

5
5.2
5:2:2;
5.2.2
53
534
5.3.2

Outreach/Communications

Security Awareness Raising

Cybersecurity Strategic Policy Advisement

Function -Policy Consultancy

Legal Consultancy

Knowledge Sharing and Publications Dissemination
Public Service Announcements
Publication/Dissemination of Information

Services, Functions and Sub-functions

1  Incident Management 3 Information Assurance
1.1 Incident Handling 3.1 Risk Management
1.1.1 Incident Validation and Classification 3.1.1 Risk Assessment
1.1.2 Incident Tracking 3.1.2 Risk Assessment Advice
1.1.3 Information Collection 3.2 Compliance Management
1.1.4 Coordination and reporting 3.2.1 Manage Compliance Requirements/Standards
1.1.5 Communication with news media 3.2.2 Compliance Assessment
12  Incident Analysis 3.3  Operating Policies Support
1.2.1 Impact Analysis 3.4  Business Continuity and Disaster Recovery
1.2.2 Mitigation Analysis Planning Support
1.2.3 Recovery Analysis 35  Technical Security Support
1.3  Incident Mitigation and Recovery 36  Patch Management
1.3.1 Containment (self-spreading directed incidents)
1.3.2 Restore confidentiality, integrity, availability
2 Analysis 4 Situational Awareness
2.1 Artifact Analysis 4.1  Sensor Operation
2.1.1 Surface Analysis 4.1.1 Requirements Analysis
2.1.2 Reverse Engineering 4.1.2 Data Source Identification
2.1.3 Run Time Analysis 4.1.3 Legitimizing Collection
2.1.4 Comparative Analysis 4.1.4 Data Acquisition
2.2 Media Analysis 4.1.5 Sensor Management
2.3 Vulnerability / Exploitation Analysis 4.1.6 Results Management
2.3.1 Technical (Malware) Vulnerability / 4.2  Fusionand Correlation

Exploitation Path Analysis 4.2.1 Determine Fusion Algorithms
2.3.2 Root Cause Analysis 4.2.2 Fusion Analysis
2.3.3 Remediation Analysis 4.3  Development and Curation of Security Intelligence
2.3.4 Mitigation Analysis 4.3.1 Source ldentification and Inventory

4.3.2 Source Content Collection and Cataloging
4.3.3 Information sharing

6.1

6.2

6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.2.6
63

6.3.1
6.3.2
6.3.3
6.3.4
DS
64

6.4.1

6.4.3
6.4.4

6.5
6.6

6.7

6.8

Capability Building

Organizational Metrics

Training and Education

Knowledge, Skill, and Ability Requirements Gathering
Development of Educational and Training Materials
Delivery of Content

Mentoring

Professional Development

Skill Development

Conducting Exercises

Requirements Analysis

Format and Environment Development

Scenario Development

Executing Exercises

Exercise Outcome Review

Technical Advice

Infrastructure Design and Engineering

Infrastructure Procurement

Tools Evaluation

Infrastructure Resourcing

Lesson Learned Analysis

Development of Vulnerability Discovery/Analysis/
Remediation/Root Cause Analysis Methodologies
Development of processes for Gathering/Fusing/
Correlating Security Intelligence

Development of Tools

@ NRD Cyber Security
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[Tpumep cozpaHuna CSIRT

Documentation Tools Training Website

Framework

CSIRT basics CMS

Incident Handling
Mandate design

Budget design DIEEIED

Encryption

Policies Reporting form

Procedures

Contact database RTIR usage Statistics provisioning

SOPs

| Framework
| Mandate design
| Budgetdesign
| Poliles
| Procedures
| sops
N

* Basic capability and Y. Community acceptance readiness
capacity building * FIRST membership

=
@ NRD Cyber Security



[lpumep nnaHa co3gaHua CSIRT

Initial CSIRT/SOC policies Study mission FIRST.Org CSIRT/SOC capabilities and
assessment and procedures tours (Europe) membership capacity development strategy

Sec. feeds Final CSIRT/SOC
integration policies and procedures

Detailed CSIRT/SOC design and
implementation report

CSIRT/SOC
mandate

Annual CSIRT/SOC
report

CSIRT/SOC infrastructure
establishment activities done

@ @ NRD Cyber Security ITU Regional Workshop "National Strategies of Digital Transformation" (Kyrgyzstan, 28-29 August 2018) 23



5. Co3naHune knbep-nabopatopum

: Bo3morKHble Mmoaynun CUctemsl:

(@]
(@]
iy 0 e

Constituencies
Constituencies

» Stationary acquisition and analysis module

Constituencies

Internet

* Mobile acquisition and analysis module
* Cryptanalysis module

Y 9: Sensor module

10: Early warning NRD SM-M1

2: Mobile platform module for
@ %_’ acquisitionand ¢ national information
Euidence analysis module haring customization

NRD DFIR-SAM-M1 \ and integration

* Control and vulnerability analysis and dash boarding module

* Data link tapping, honeypot and attack generator for Cyber
Security analysis module

Constituency @7 NRD EWPM-M1

s
Anatyst 'y

1: Stationary " g
acqisition and B Crytanalysis
analysis module i

NRD DFIR-SAM-M1 NRD CRVP’TAM-M]%?

5: Data link tapping,
honeypot and attack

A e * Network flows, logs forensics and analysis module
~ p * Malware sandbox analysis, emulator, and repository module
Forensics Expert
Analyst 6: Network flows,

logs forensics and
dul

6: Network flows, logs
i sis

analy; ule

NRD NFAM-M1

e * National internet routing sensing and analysis module
* Sensor module

CIRT LAB

e/l B NANAAN

@ GOV DATACENTER . . . .
_ * Early warning platform module for national information
N i sharing customization and integration

4: Control and vulnerability
\“analysis and dash boarding

NRD CVADASM-M1
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Cnacunbo 3a BHUMaAHue

Romualdas Lecickis

Business Development Director
rli@nrdcs.lt, +370 612 73994
NRD Cyber Security,

Lithuania
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