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OUR VISION AS A CENTER OF EXCELENCE
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Network

Promote training and ITU
organization to our customers,
partners and IT national and
international community using face
to face events, social media and
direct targeting

Experience

The opportunity to
learn from leading
experts

Multicultural environment
Bring together
participants from
all regions
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Excellence

for European region 2019-22

nrdcs.lt

NETWORKING

NRD CYBER SECURITY
TRAINING COURSE SCHEDULE FOR 2019-20

TRAINING COURSE: INCIDENT RESPONSE PRACTICE

+) DESIGNED FOR: CSIRT/SOC members, all incident handlers, IT professionals and anyone wH
Interested in incident handling and response.

+' DATES AND PLACE: 17-20th September 2019, Vilnius, Lithuania

+) SHORT DESCRIPTION: this course aims to deliver fundamental theoretical and practical si
and respond to the computer security incidents. The course addresses underlying p|
techniques for and g to current and security threat
material is based on illustrative real-life cases and their analysis that will be delivered by 1
experts who will use lectures, case studies, roundtable and group play methods to makef
interactive. The course will be delivered in English.

+ AFTER THE COURSE, PARTICIPANTS ARE EXPECTED TO BE ABLE TO:

*  Apply incident response general workflow principles;

*  TFollow the incident response procedure by using RTIR tool;

*  Conduct basic analysis of email messages and retrieve actionable data from email headers;
*  Investigate incidents by executing the system event log analysis;

*  Carry on incident root cause analysis;

*  Perform basic network forensic analysis.

+/ THE COURSE WILL BE DELIVERED BY:

MARIUS URKIS RIMTAUTAS CERNIAUSKAS
NRD CINT bead, nodent Tochnical
response and forentics expert vestguor

Questions about the course? Drop us a note at
itucoemnrdes.it

TRAINING COURSE: GOVERNING CYBER SECURITY AT NATIONAL LEVEL

DESIGNED FOR: senior and top-level officials from stat ion and bodies which

have a mandate for or are involved in k di nd

cybersecurity strategy and other relevant projects.

DATES AND PLACE: Spring 2020, Vilnius, Lithuania

SHORT DESCRIPTION: this course aims to deliver insights regarding the best cybersecurity]
practices at the national level, including methods, practical examples and lessons leared.
material is based on lllustrative real-life cases and their analysis that will be delivered by tl
prominent experts, The training will be defivered in English,

AFTER THE COURSE, PARTICIPANTS ARE EXPECTED TO BE ABLE TO:

Initiate, lead and ibute to national ¢ ity strategy devel and
Structure of In national cybersecurity;
Manage cyt y g process in multi h

Identify, justify and lead improvement initiatives within the national cybersecurity framewor
Argue different alternative methods to be applied In national cybersecurity management.

THE COURSE WILL BE DELIVERED BY:

@ N

R VIL
NRD Cyber Security CIO

Secunity govemance expert Technial cybemecurity consultant
Imvestigator

SIGITAS HOKAS

Comorate govermance of
Infarmation security expert

Questions about the course? Drop us a note at
Itucoednrdes.it

CENTRE OF EXCELLENCE (COE)
MISSION AND ROLE

By utilising the latest devel in ITU Is aiming to develop the technical standards
that ensure and I and strive to Improve access to ICTs to
underserved communities worldvdde. However, with the advancement of technology, hand in hand go Issues
such as the speed of technology absorption or cyber security threats. Hence, constant training on technological
skills and cyber resilience is required, For this purpose, ITU appoints CoEs In various regions which help to
develop and improve the skills and es of ICT ds

NRD CYBER SECURITY AS ITU CoE

After a thorough selection process, NRD Cyber Security has been appointed as one of the six Cofs in Europe for
the 2019-22 cycle, The company will be providing training courses in areas such as national cyber security
governance, cyber security incident management and Open Source Intelligence (OSINT),

The programme of the courses Is composed not only to enhance skills, but also to bring mutual benefits by
Jge sharing and king. The high-calibre exp and ige of the will be an

Incredibly valuable contribution to the discussions and talks during the training.

In addition to the training, we highly promote 1o take the opportunity to discover Vilnius and, If possible, other
regions in Lithuania. The country Is a modern Central European state with great focus on technological
advancement, yet there are a lot of authentic culture, history and nature experiences to enjoy.
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| Home Be the first to comment on this
About NRD Cyber Security wen
1,006 followers
&mo -
Jobs ®
The registration for our first training course as ITU Centre of Excellence is live!
People "Governing cyber security at national level” course is designed for senior and top-
level officials and anyone influencing cybersecurity initiatives at national level. The
Ad training is intended for international audience and will also work as a great place to
. exchange knowledge and network. The dates are 7-10th of May 2019, location -

ius and your trainers Akvilé Giniotiené, Sigitas Rokas and Vilius Benetis. More
frmation and registration link can be found by clicking on the image below.
1 #training #centreofexcellence #nationalsecurity #governance

NRD Cyber Security e
1,006 followers
5mo « Edited « @

The registration for our 2nd course as ITU Centre of Excellence is now live! “Incident
Response Practice" training course has been designed for CIRT/SOC members,
incident handlers and IT professionals. Please help us spread the word al ...see more

ITU CoE training course:
Governing cyber
security at national

level

1l Patinka

IcT
Centres.
Excellence

™ Ruta

§ ) NRD Cyber Security

17-20"" September

Vilnius, Lithuania

R\ Prenumeruojama v | A Bendrinti

Incident Response
Practice

Press Enter to

‘/%\ NRD Cyber Security
\2/ BirZelio21d. - §

The registration for our 2nd course as ITU Centre of Excellence is now live!
"Incident Response Practice” training course has been designed for
CIRT/SOC members, incident handlers and IT professionals. Please help us

Build your cyber security capacity by establishing CSIRT

nrdcs.It

NRD Cyber spread the word about the 4-day course packed with exercise, advice and
Security tips on incident handling and delivered by the prominent experts in the field
@nrdcybersec Rimtautas Cemniauskas and Marius Urkis

#cybersecurity #cyberincidents #incidenthandling #incidentresponse
Prad3ia #practice #advice #itu #itucoe #centreofexcellence #europe
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TIMETABLE

7-10 May 2019 17-20 September

Governing cyber
security at the national
level

Incident response
practice

Decision makers and Management
Influencers in national cyber
security initiatives

CSIRT members

5 1 nrdcs.lt
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Governing cyber security
at the national level

Agree, 2,
29%

S"°"g'g
agree, 5,

71%

7 attendees

Strongly

agree, 3, 4
43% /
Agree, 4,

57%
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Incident response practice

ORIGIN OF PARTICIPANTS

Jordan, 5, 24% Lithuania, 5,

24%

Croatia, 2, 9%

Bulgaria, 1, 5% A Rwanda, 2, 9%

South Africa, 1, 5% \ Saudi Arabia, 5, 24%
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Incident response practice

Neutral
Strongly 4%
agree

84%

Agree
12%

Strongly
agree
[ 56%

Agree
28%

NeutraM \ Dlszgree
12% ?
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@ NRD Cyber Security

Do you really know how
many participants will be
in your class?

Are you sure that all
participants agree to be
“revealed™?

To what extent do meals
influence participants’
satisfaction on the course?

Close cooperation and
communication with ITU
team helps a lot!
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LESSONS LEARNED

CONSENT

Mot et e e s een se eeeen, hETE UG

(name, surname) A

the participant of the training course “Incident response practice”, orf

cyber Security and ITU, held from 17" to 20" September 2019 in Vil
AGREE

(| NOT AGREE

That NRD Cyber Security may use the photograph/video taken at a
training course (including social events related to the training)
other media material produced or used including but not limite
invitations, reports, brochures, etc.

‘ ] AGREE
b< l NOT AGREE
to receive further information related to the next NRD Cyb

NRD Cyber security are processing personal data according GDPR
Security Privacy Policy.

TRAINING COURSE INCIDENT RESPONSE PRACTICE
17-20 September 2019
Vilnius



NRD Cyber Security

CONTACT US

Phone: +370 5 219 1919

E-mail: itucoe®@nrdcs.lt

Address: Gynéjy str. 14, Vilnius, Lithuania Lt GOvERNING cYR 58
e Hscnoy
CEO: Dr. Vilius Benetis vb@nrd.no —

Training Coordinator: Rita Jasinskiené
ri@nrdcs.lt

PONCE PRACTICE

r 17-20, 2019
s, Lithuania
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