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CCleaner 5.33

• July 18 2017 - Avast buys CCleaner


• August 2 2017 - First malicious build injected


• March 8 2018 - Third stage payload discovered




CCleaner 5.33

• First stage : 2.27 million infections


• Second stage : Only 40 computers (Google, Microsoft, 
Cisco, Intel, Samsung, VMware…) - 0.02% target


• Third stage : 4 computers 
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PyPi

•  acqusition (uploaded 2017-06-03) - acquisition
•  apidev-coop (uploaded 2017-06-03) - apidev-coop_cms
•  bzip (uploaded 2017-06-04) - bz2file
•  crypt (uploaded 2017-06-03) - crypto
•  django-server (uploaded 2017-06-02)- django-server-guardian-api
•  pwd (uploaded 2017-06-02) - pwdhash
•  setup-tools (uploaded 2017-06-02 08:54:44) - setuptools
•  telnet (uploaded 2017-06-02 15:35:05) - telnetsrvlib
•  urlib3 (uploaded 2017-06-02 07:09:29) - urllib3
•  urllib (uploaded 2017-06-02 07:03:37) - urllib3
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Asus

• Jan 29 2019 - Attack Discovered in Asus Live Update Tool

• Jan 31 2019 - Asus Notified

• 100,000+ signed infections 

• 600 Targeted Mac addresses 

• Asushotfix[.]come



Supply Chain Attacks

• Handbrake 


• CCleaner


• Transmission


• PyPi


• Asus



Uttang   Dawda 

@udawda

udawda@gmail

+1-206-832-6159

 Happy with your security?

Let's Talk

Security Researcher & Trainer

{ }


