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Network Security Leader

Fortinet is #1 in Security Appliance Shipments
for 6 Consecutive Years and it is #2 in Firewall,
UTM and VPN Revenue (according to IDC,2019).

Its broad portfolio of solutions spans Network,
Infrastructure, Cloud, and IoT Security.
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$13B Mkt Cap

400,000+
Customers

~$1.8B - 2018
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70% of F100 Are Fortinet Customers
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Fortinet Focus on 4 Security Markets
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Source: Fortinet reclassification of IDC data
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Fortinet Security Fabric

BROAD visibility of the

entire digital attack surface

INTEGRATED

Protection across all devices,
networks and applications

AUTOMATED

Operations and continuous
trusted assessment
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EXPAND ¢
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Oracle Dynamic

Policies
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Security Fabric: fabric
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Security Rating

@ View Results [l All FortiGates Al Failed All Results

Security Fabric Rating Report - v60-csf & m

Integrated Measurement

Maturity
Milestones

Fabric-wide Reporting 59

Security Rating: 4 59th Percentile ( +0% }
EjEN [ 2]

LEVEL 1 6 1 %
- Protection against
Multi-product e

configurations

YY

Security Rating Score: 4 291.27 {+0 )
LEVEL 1: LIMITED

1 Audit Logging & Monitoring
Centralized Logging & Reporting

x

FortiAnalyzer

T completed across Endpoint Management
Configurations Maturity Levels 1-5 Endpoint Registration
Completed

FortiClient Compliance

{ - FortiClient Protected
1 FortiClient Vulnerabilities

Fabric Security Hardening
Adrnin ldle Timeout

Industry, Region & Size
Comparison

Admin Password Policy
Admin Password Security
Failed Login Attempts
NTP

SNMP Polling

Trusted Hosts

i Two Factor Authentication
Unsecure Protocol - HTTP

How Secure Am |?

Firmware and subscriptio™®
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FortiClient Automatic Quarantine (FOS 6.0.0)

» Based on I0C level (medium/high)
« Automatic FortiClient quarantlne via EMS

Favorites

& Dashboard

XA Security Fabric

Physical Topology
Logical Topology
Security Rating
Automation
Settings
Fabric Connectors
[4a FortiView
% Network
£ System
B Policy & Objects
& Security Profiles
0 VPN

& User & Device

%= WiFi & Switch Controller

Ll Log & Report
€ Monitor

F "RTINET

New Automation Stitch

Name

Status (+NFEGN © Disabled

FortiGate | [l All FortiGates

Trigger
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Compromised Event Log Reboot Conserve High CPU  License Expiry HAFailover Configuration
Host Mode Change

10C level threshold = Medium BRIy

Action
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Email FortiExplorer Access Layer Quarantine IP Ban AWS Lambda  Webhook
Notification  Quarantine FortiClient via
EMS

Minimum interval (seconds) | 0
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AntiMalware Protection

 New GUI for Windows, Mac and Linux
 Anti-Virus Protection

* Anti-Exploit GUI

« Sandbox Detection

« Removable Media Access Analysis

Vulnerability Detection

F "RTINET

%) VU {(# WEB FILTER

Vi & VULNERABILITY SCAN

2. @ Anti-Virus Protection

Scan Complete

Kunal Marwah v

COMPLIANCE & TELEMETRY

() MALWARE PROTECTION

€2 APPLICATION FIREWALL

( z_lﬂ REMOTE ACCESS Critical High Medium Low

>

{® WEB ISOLATION

o NOTIFICATION Duration 01:30:45

Total Vulne

Critical Vulnerabilities Found 0




FortiGuard by the numbers Q4 2018
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