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• CEO of Silensec

• PhD in mobile computer security from the University of 
Naples, Italy. 

• Author of numerous security training courses

• Cyber security expert for International 
Telecommunication Union (ITU) 

• Chair of ECSO SWGs on Security Awareness and Cyber 
Ranges

• Airmiles collector

Almerindo Graziano
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Silensec  Cyber Exercises, National Cyber Competitions and Capacity 
Building

National Cyberstars Cybersecurity Competitions

Silensec collaborates with national regulator authorities and
national CERTs to deliver national cybersecurity competitions
through the Cyberstars initiatives.

www.cyberstars.pro

Cyber Exercises Methodology

Silensec Cyber Exercises are designed using a top down methodology,
starting from the identification of the skills and competences the exercise
is meant to asses, down to the design and development of realistic
environments and scenarios and the associated set of challenges and
tasks to be carried out. Therefore, each scenario is uniquely designed to
meet specific objectives and tailored for a specific target audience.

Types Cyber Exercises Delivered

 Table Top

 Cyber Drill

 Functional 

 Full Scale

ITU Cyber Drills

Since 2014 Silensec has collaborated with the ITU for the
organization, development and delivery of national and
regional cyber drills around the world

Silensec Cyber Range

Since 2017 Silensec’s Cyber Range is used to host and deliver
ITU cyber drill scenarios developed by ITU, ITU security
security experts and ITU partners

4000+ Participants

15 countries

http://www.cyberstars.pro/
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At least 3.5 million 
cyber security jobs will 
be left vacant by 2021

1 in 5 organization receives fewer 
than 5 candidates for each 
advertised security position and 
37% of the organisations lament 
that fewer than 1 in 4 of the 
candidates they do receive are 
actually qualified for the job!

The Security Skills Gap
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• Companies prefer to invest in systems rather than 
competences

• ROI on security spending alone is difficult to justify

• Companies fear staff may leave once trained

• Training costs money, period!

after salary, opportunities for training are the second highest motivating 
factor in recruitment and staff retention followed by the reputation of 
the employer’s IT department and potential for advancement. 

The Challenges



+ Travel and accommodation + Certification 
Attempt



The Market Response..
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The Market Response..
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Welcome To Google University

Free Admission Daily
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What is Really Happening?

Paper Certifications and Certificates of Completion!

Try Fail
Emphasis is put on the achievement and 
not in the acquisition of competences

Finding the right security professional gets 
harder

Which certification? Which training? Where can I 
practice?...
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Cyber Ranges

An interactive, simulated representations of an 
organization’s local network, system, tools, and 
applications that are connected to a simulated 
Internet level environment. National Initiative for 
Cyber security education (NIST)

According Gartner, by 2022, 15% of large enterprises 

will be using cyber ranges to develop the skills of 

their security teams, up from less than 1% today. 
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Trends in Security Education

• Expect cyber ranges to have a predominant role in 
security education within the next 3 years

• Increase is use cloud technology

• Charging model from “per-training” to “subscription-
based” and from $1,000s to $10s

• Value added training from “teaching” to “mentoring” 

• Changes in the recruitment practice and technologies


