Al Impact on
cyber security

From smart defence to smart attacks
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Al-powered attacks

DeeplLocker
IBM research presented at BlackHat USA 2018

Profile a target
to increase success [2]
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Craft an email to bypass filters [1]
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Mutate malware to bypass AV (3, 4]
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Execute machine-speed/creative attacks [5, 6]
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Source: IBM DeepLocker at

BlackHat USA 2018

Al-powered targeted attacks
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