State of Security

Alexandru Catalin COSOI, Bitdefender



LA‘LT‘ALIBJ Llwbﬂlll

Elhgrfnw
PRI “E‘*mgé._m@ms
%ﬂ%f?UkE&*L@Q

= EURTPOL

INTERPOL

COUNCIL OF EUROPE

CONSEIL DE LEUROPE



Every day, the AV-TEST Institute registers over 350,000 new malicious programs (malware) and Development of Android malware

potentially unwanted applications (PUA). These are examined and classified according to their
characteristics and saved. Visualisation programs then transform the results into diagrams that
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can be updated and produce current malware statistics.
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Development of Mac0S malware
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Prevention Advice

Crypto Sheriff Ransomware: Q&A

Decryption Tools Report a Crime Partners About the Project

New decryptor for NemucodAES available, please click here.

NEED HELP unlocking your digital life

without paying your attackers*?

Ransomware is malware that locks your computer and mobile devices or encrypts your electronic files. When this
happens, you can't get to the data unless you pay a ransom. However this is not guaranteed and you should never pay!
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BAD NEWS

GOOD KEWS GOOD REWS

Prevention is possible. Following simple cyber

security advice can help you to avoid becoming a
victim of ransomware.

Unfortunately, in many cases, once the
ransomware has been released into your device
there is little you can do unless you have a backup
or security software in place.

Nevertheless, it is sometimes possible to help
infected users to regain access to their encrypted
files or locked systems, without having to pay. We
have created a repository of keys and applications
that can decrypt data locked by different types of

ransomware.



CobaltStrike

Cobalt Strike View Attacks Reporting Help

D8 O EH=¢ BFLL w0 fa B g

whatta.hogg
COPPER @ 2680

172.16.14.1

whatta.hogg *

whatta.hogg GRANITE @ 5944 COPPER @ 4284

GRANITE @ 4380
Event Log X | Beacon 172.16.20.80@4380 X | Beacon 172.16.20.80@5944 X | Beacon 172.16.20.81@4284 X | Processes 172.16.20 81@4284 X
[+] received output
List of hosts:
Server Name IP Address Platform Version Type Comment

COPPER 172.16.20.81
DC 172.16.20.3
GRANITE 172.16.20.80

Domain Controller

beacon> psexec_psh COPPER local - beacon smb

[*] Tasked beacon to run windows/beacon_smb/bind_pipe (\\COPPER\pipe\status_9977) on COPPER via Service Control Manager (PSH)
[+] host called home, sent: 5765 bytes

[+] received output

Started service 2b66a4c on COPPER

[+] host called home, sent: 190063 bytes

[+] established link to child beacon: 172.16.20.81

[GRANITE] whatta.hogg */5944 last: 11s
beacon=

= EURZPOL
Carbanak / Cobalt

How it works

The cybereriminal is the brains of the are sent to bank

p 1and develops the maly employees to infect
their machines

1 DEVELOPMENT Spear-phishing emails
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INFILTRATION
AND INFECTION

The cybercriminal
deploys the malware
through the bank’s
internal network,
infecting the servers

and controlling ATMs Infected

infrastructure
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HOW THE C d
MONEY IS E
STOLEN

MONEY TRANSFER INFLATING ACCOUNT  CONTROLLING ATMs

The criminal BALANCES The criminal sends a

transfers themoney  The criminal raises command to specific

into their accountor  the balance of bank ATMs to spit out cash

foreign bank accounts and money  and money mules

accounts mules withdraw the collect the money
money at ATMs
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The stolen money is converted

MONEY into cryptocurrencies
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Dark Net

Hidden Services

ToR

Malware as a Service
CryptoCurrency
Remote Access Trojan
Online Drugs
Firearms

Grenades
Pornography

Escrow Services

BotNets
Ransomware
Hacking Services
DDoS Services
Anonymity
Encryption
Criminals
Burners

MONEY
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which allowed us to capture passwords, PGP-encrypted ¢ other relevant information that may help law Ax 24 6A0 11

forcement agenci ridwide to idenitify users of
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This seizure was part of Operation Bayonet, which includes the takeover of Hansa Market by the National Police of the Netherlands and the takedown of
AlphaBay Market by the Federal Bureau of Investigation of the United States of America on July 4, 2017. 1’08539'" ~
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PROTECTING 500 MILLION USERS WORLWIDE



