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"Connecting and Building Capacities of the
CIRT Community in Western Balkans™

ITU-DCAF Workshop

2 October 2019
Hotel Avala Resort & Villas, Budva, Montenegro

Workshop Hosted by the Ministry of Public Administration, Republic of Montenegro

Ministry of Public Administration

This workshop will be held on the 2" October in Budva, Montenegro, within the framework of the Festival
of ICT Achievements — INFOFEST 2019 (INFOFEST 2019 Gala Opening takes place on 29 September 2019,
20:30 and is open to all participants of the Conference).

For more information, please visit

http://itu.int/go/EUR_WBCERT 19

This workshop is organised as one of key features of INFOFEST 2019. It is held within the framework of the
DCAF’s project “Enhancing Cybersecurity Governance in the Western Balkans (2018-2021)”, funded by the
United Kingdom’s Foreign and Commonwealth Office’s CSSF. Simultaneously, it organized as action under the
ITU Regional Initiative for Europe on Enhancing Trust and Confidence in the Use of Information and
Communication Technologies that aims at supporting the deployment of resilient infrastructure and secure
services allowing all citizens to use ICTs in their daily lives with confidence. Taking into account ongoing digital
integration process in Western Balkans, special attention of this event will be dedicated to the Western Balkan
economies and the outcomes of this event will also contribute to the Multiyear Digital Integration Plan 2018-
2020.
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International Telecommunication Union

I ’C/\F Geneva Centre for Security Sector Governance

DRAFT AGENDA
Wednesday, 2 October 2019

“Gallery” room, Hotel Avala

9:30 - 10:00 Welcome and Setting the Context
- DCAF
- ITU
Technical Break
10:30-11:30 Session 1: Need for cyber info sharing in the Western Balkans — policy aspects
The interactive panel will discuss the needs and requirements from the Western Balkans in
raising decision makers’ awareness about the importance of CSIRT cooperation and
information sharing for an efficient national cybersecurity environment.
It will address in particular how regional cooperation benefits national cybersecurity and
what national policy makers are doing and still need to do to develop or support regional
political and operational cybersecurity cooperation.
Participants: Policy makers from Montenegro and other Western Balkan economies
Discussion facilitated by moderators (DCAF)
11:30-11:45 Coffee Break

11:45 - 13:00

Session 2: Principles/ Information sharing around the world

The interactive panel will address current developments in information sharing in the
Western Balkans CSIRT community. This would include cyberthreat sharing and related
technical solutions, as well as accessing existing platforms in order to enrich knowledge and
understanding of the threat landscape in the region. Also, this session will be the
opportunity from other organisations and businesses to showcase how efforts are already
undertaken by the international community and industry to facilitate cyberthreat sharing.

Participants: representative from each CSIRT, Private sector, International organizations

Discussion facilitated by moderators (ITU, DCAF)

13:00 - 14:30

Lunch Break

14:30 - 15:45

Session 3: Demo on MISP — The info sharing platform for incident responders

Malware Information Sharing Platform (MISP) is an open source solution for sharing and
threat intelligence. Adopted by FIRST as good practise, it is currently used by several
national CSIRT. A session will showcase the feature of MISP and the options for CSIRTs in
the region to use it a s collaboration mechanism

Trainer: CIRCL (CSIRT Luxemburg) or FIRST member

Technical Break

15:45 - 16:00

Conclusions and Way Forward
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