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Europe Regional Initiative: [Tick the relevant boxes or delete the irrelevant items]

[0 EUR1: Broadband infrastructure, broadcasting and spectrum management

[J EUR2: A citizen-centric approach to building services for national administrations

[] EUR3: Accessibility, affordability and skills development for all to ensure digital inclusion
and sustainable development

X EUR4: Enhancing trust and confidence in the use of information and
communication technologies

[l EURS: ICT-centric innovation ecosystems

Year(s) of implementation: [Tick the relevant boxes or delete the irrelevant items]

[1 2019

X 2020
X 2021
Background [max 300 words]

National Authority for Electronic Certificaton and Cyber Security (NAECCS) has the responsibility
of overseeing the enforcement of Law Nr.9880/2008 "For Electronic Signature", of Law
Nr.107/2015 "For Electronic Identification and Trusted Services" and Law Nr. 2/2017 "For Cyber
Security" and under law acts that have been issued for their appliance. NAECCS is established on
May 2017 and is national CSIRT and coordinator between all stakeholder in country and
international homologues. In order to increase the level of cyber security in the country, the
Government of the Republic of Albania must meet the following goals:

® Ensuring cyber security at the national level, through the protection of information infrastructure,
by strengthening technological and legal means.
e Building a secure cyber environment, raising public awareness and building professional capacity.
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e Creating the necessary mechanisms for children's safety in cyberspace, while preparing the new
generation capable of taking advantage of information technology priorities and facing
development challenges.

* Increasing national and international cooperation in the field of cyber security with strategic
partners.

In order to fulfill these goals, a National Strategy for Cyber security, together with Action Plan, is
drafted and in the approval process.

Proposal [max 400 words]
In order to fulfil the obligation derived from Law 2/2017:

e itis necessary to implement the project “Establishment of National AL-CSIRT” which is
proposed and elaborated together with ITU and presented at “Final report on Assessment of
Cyber security level in Albania”

e to enhance cyber security awareness in Albania and foster cyber security capacities in Albania
through different action as :

o Cyberdrill events for cyber security experts at Cll and other, as well as students (June —

Octrober 2020)

TTX for raising protections and responsive skills of Cll CSIRT’s teams

Albania CyberSecurity Academy

Awareness campaign on secure internet for citizens’,public administration, businesses,

children

Safer Internet Day / Women 4 Cyber

European Cyber Security Month
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