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MKD-CIRT

Early warning

Free service to inform organizations of
as soon as possible




Background

MKD-CIRT is subscribed to multiple commercial and free threat intelligence vendors that provide
feeds for network traffic on the territory of the Republic of North Macedonia.
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The threat intelligence feeds contain information about:

'ype of cyber attac

P addresses based in North Macedonia that were source of cyber attacks
P addresses based in North Macedonia that were destination of cyber attacks

K related to the affected IP address: DDoS, Brute Force, Malware etc.



Example 1

Company A owns a serverthatis infected by a malicious bot that its serveris
used as a bot withina botnet “army”to cause DDoS attacksto another server.

MY WY WY WY U "W
MY WY WY WE WU "W
VA R WY MY MU uWw

Company A is a source of
attack



Example 2

Company A owns an ecommerce storethat is subjectto attack that disrupts its operations and
increases the cloud computing costs

MY WY WY WY U "W
MY WY WY WE WU "W
VA R WY MY MU uWw

>X X X
Company A is a destination of e
attack



a=a [National Cyber
Security Centre

So while we had the data,

we were not sure how to best utilize it.

We were by use-cases built by the
British and German Cyber Security authorities.

CERT Biad

earlywarning.service.ncsc.gov.uk
reports.cert-bund.de



The result of this effortis a new

Early Warning Service
coming in North Macedonia

ACC Hajaew ce | Pernctpmpajce | MzsewTaw

MKD-CIRT

PaHo npeaynpeayBak-e 3a cajdbep 3akaHu

HaLMOHANeH LEHTaD 23 OATOE0D Ha KOMMJYTEPCKW MHUWASHTK (MKD-CIRT) 0EOZMOXYES B2CNNATEH CEDENC HAMEHET 33 MHGOPMMPEHE 23
NOTEHUM]ANHK Caj5ep 33KaHM HAMEHET 23 OPTaHM3aUWK Of JSBHWMOT W NPUBATHUOT CEKTOD.

LLITo npeTcTaByBa OBOj CEpBUIC?

CWCTEMOT 33 PaHO Npegynpeiysarse NpoLecupa GUACEN 04 PAZNUMUHKM MZB0PW, BKIYUUTENHD W 04 KOMEPLUMJaNHW NPOB3j4epK, KOW C8 O4HECYB3aT H3
C3j5ep MHUMAEHTW KOW MHECNEWPEAT IP aapeck of Penybnunka CesepHa MakefoHWja. Npw Toa, A0KOAKY HEXO] 04 CUCTEMWTE Ha E3LUSTA OpraHMzaum]a
£ BKJTyUEH BO C2]Bep MHUWAEHT KOj & AeTEKTUPAaH 0 CTPaHa Ha Hekoj 04 GWAOEWTE KOW M1 NpoLecpa CEPEWCOT, E3WATa OpraHnzaumja ke duge
BeAH3W MHDOPMWPaHa 33 WCTOTO.

Kako ¢yHKUMOHWUpa cepBUCOT?

Hajnpec, NOTPe&HO & A3 KPeWPAETE OPraHW3auMckl npodun. MpK Toa, BO PaMKWM Ha OPraHM23UMCKMOT Npodi EHeCYESTE NOA3TOUW 33 IP 34peck Ko
I KOPWCTW B3LLUATa OPraHnzaumja. Ha npyumep, BUPYTENHN M3LWKMHW, CEDEEPU M CIMUYHO. BO PEMKW H3 CEPBUCOT MOXETE A3 BHECETE NoBeKe 3Apack -
MCTWOT HEM3 OTPaHMYYEakE Ha Sp0joT Ha IP 34peck, Ho MCTUTE MOPa A3 C8 MCKNYYWMED KODWUCTEHW 0 E3LUE CTPaHa. H3LWWTE KONerd Ke ri
BepUPUKYESST NOAITOUMTE W K& M0 SKTMBWPAEAT OpraHWIaumncknoT npodun.

Bo cnydaj Ha cajEep WHUMASHT NOBP3aH CO HEKO] 04 CUCTEMKTE KOWM MM MMaTe BH2CeHO BO OpraHW3auUMCcKnoT 'ICEIEIBH."I.- CEpBUCOT ke MCMpaTk
HOTU@MEAUM]a NPpery e-NowWTa of TUNOT Ha:

* MBB’ECT}I’BHI-I:E 2da MHUWASHT - AKTHUBHOCT KC-_'-EI YEJXYES Hd Ball KOMOPOMWTHUDEH CACTEM.

= ~ AT e
O S LA [m

Ha n BN Ba aTa 3 ANET S LY H na
ED, BdLLATS dapeds Kimy4e =

* MHUWAEHT HAa MPEXHO HWBO - HEKO] BO EP3LUATS MPEXE & 4N 04 BOTHET.

* ANepT 2a NOTEHUWjaNHa paHNWBOCT - JeTEXTUPEHS & OTEQPEHS NOPTa BO E3LUSTE MPEXA KOj3 MOXE C8 MCKOPWUCTI 33 Caj5ep HaNa4.




Data is
enriched in IntelIMQ

How does it work?

INTZLMAQ

/ e-mail notification

(PPROVED

https://alert.mkd-cirt.mk

\ ENTERIP
REGISTER "| ADDRESS/RANGE

AC I< Q!J;MS!EQT!:!;I; dashboard with data overview
OlgEIIPZEEN [EEBIEE for Enters static IP address it MKD-CIRT 4% SHADOW of all feeds where the IP of
the service owns gTEAM CYMRU the organization is detected







Step 1

The organizationregisters a new account.

‘ | Hajaew ce | Permcrpupaj ce | MseewTan

MKD-CIRT

KPEWPA] HANOT

new_user’T



Step 2

Fill out organizational information. AEK, MKD-CIRT at a later
stage validates the information.

0O—©O 3

KOHTAKT MHPOPMALIMW

Mew_Organization

MyMame

LastMName

newtestemail1@gmail.com

070-000-000

Mperxoano CneaHo




Step 3

The organizationfills in the IP addresses
it owns (web applications, servers, mail servers etc).

‘ I Hajaew ce | Pernctpupajce | MssewTawn

MKD-CIRT

BHEC HA IP AAPECHK

70.50.20.10
100.250.200.105
77.81.10.205

250.000.010.001

T T

El B E3 E3




‘ | Hajaew ce | Permctpupajce | MssewTtam

MKD-CIRT

+/ YcneliHo ce perucTpupaere

OTkako ke ri NposepyMe NogaToumTe BaLUWMOT KOPWCHWHYKW Hanor ke dige oaobpeH.

MKD-CIRT needs to approve the account. And it’s all set.



What does the user get?

In case one of the IP addresses provided by the organization/ user gets detected with the threat

feeds that MKD-CIRT retrieves daily, the user will be notified by
accessto the data details through an

Alert: Suspicious Activity Detected

=3

MKD-CIRT

e IP u3BeLlTaj
Learn more B =g

Subject: Alert: Suspicious Activity Detected from IP Address 146.255.83.90

NapameTap
Dear

feed.name

We are reaching out to notify you about suspicious activity detected from the IP address 146.255.83.90. Our
security systems have flagged this activity as a potential threat to the security of your account or network.
Please review the details below:

SOUFCe.ip
SOUrce.asn

. e . . , . ) source.port
Description: Our monitoring systems detected unauthorized access attempts or suspicious behavior originating

from the mentioned IP address. time.source

. i . malware.name
Additional Information:

('[{"feed.url™: "file: /localhost/tmp/shadowserver/latest/device_id/2023-09-17-device_id-macedonia-geo.csv',
"extra.tag": "ftp", "feed.name": "File", "source.ip": "146.255.83.90", "source.asn": 34547, "source.port"; 21,
"time.source": "2023-09-17T13:43:31+00:00", "feed.accuracy”: 100.0, "feed.provider": "shadowserver",
"source.as_name"; "TELESMART-AS, MK", "source.network": "146.255.80.0/22", "source.registry™: "RIPE",
"spurce.allocated™ "2011-07-19T00:00:00+00:00" "time.observation™: "2023-09-19T07:47:16+00:00",
"extra.device_type": "web-panel”, "protocol.transport”: "tcp®, "classification.type": "undetermined”,
"extra.device_vendor™; "BT", "source.geolocation.cc™; "MK", "classification.taxonomy”: "other”,
"source.geolocation.city": "SKOPIE", "classification.identifier": "device-id", "source.geolocation.region™
"CENTAR"]]')

feed.accuracy
feed.provider
destination.ip
extra.end_time
SOUrCe.as_name
source.network
destination.asn

TS
Best regards, source.registry

KOpMCHWYKW NOAATOLW

KopucHmaew npodun | Ogjasn ce

Onunc Ha u3BellTan

BpeaHocT
Honeypot-Brute-Force-Events
46.217.249.126
41557
50472
2023-09-18T02:11:42+00:00
telnet-brute-force
100
shadowserver
195.123.208.126
2023-09-18T02:11:57.158824+00:00
TELEKABEL-AS, MK
46.217.248.0/22
50979

RIPE

and will get

WM=sewran




Benefits for the registered organizations

@ @

The organization can prevent infected The organization indirectly prevents
deviced within its own network the threats to spread to other

organizations



Benefits for the country

@ @

Data collected gives us an opportunity Better cyber defense and improved

for automated statistical analysis of cyber security awareness
the threats we are facing




Sevdali Selmani
Head of MKD-CIRT
sevdali.selmani@aec.mk
+389 (72) 220-625
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