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What is the future of mobile
network and 5G security

research?
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Joint examination carves
directions for

Future Research!
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“On Security Research Towards Future

Mobile Network Generations”
IEEE Communications Surveys and Tutorials 2018
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Root Causes



Root Causes for Attacks

Specification
Issue

Wireless
Channel

Implementation
Issue

Protocol
Context
Discrepancy
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Root Causes for Attacks

Specification
Issue

Unsecured Pre-Authentication
Traffic

Weak Cryptography
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Root Causes for Attacks

Specification

Issue

 Unsecured Pre-Authentication
Traffic

Weak Cryptography
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Unsecured Pre-authentication Traffic

* The phone cannot verify the network before
authentication and key agreement
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Unsecured Pre-authentication Traffic

* Possible Attacks:
 Downgrade Attacks

IMSI/TMSI Request Attack

Paging Attack

IMSI Paging Attack

Measurement Report Attack
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Unsecured Pre-authentication Traffic

* Possible Attacks:
 Downgrade Attacks

IMSI/TMSI Request Attack

Paging Attack

IMSI Paging Attack

Measurement Report Attack
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Take Home Messages
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Different kind research areas |
in mobile network security T e

DEFCON ‘9®

Specification Implementation

Specification Issues harm the Issue Issue

security of a mobile
generation

Protocol
Context
Discrepancy

Wireless
Channel

Attacks help to secure ZZZZZZIZZZIZZZZIIZIZZZZZZ'GZIZZZIZIIZZZZIZZZZZZZZZZ

future generations
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Conclusion

On Security Research Towards

Future Mobile Network Generations
David Rupprecht*, Adrian Dabrowski*, Thorsten Holz, Edgar Weippl, and Christina Pépper
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