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The number of l0T devices and systems
ﬂnnected to the Internet will be more than

2.5x the global populatio

by 2020 (Gartner).



As more and more devices
are connected, privacy and

security risks increase.
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s don’t even know it.




What type of risks?

Unlocking doors, turning on cameras,
shutting down critical systems and
theft of personal property.

People’s safety or the safety of their
family might even be at risk.

Large loT-based attacks, such as the
Mirai botnet in 2016, have crippled
global access to high-profile Internet
services for several hours.
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The challenges we face



A connected world offers the promise of
convenience, efficiency and insight, but creates a
platform for shared risk.

Many of today’s loT devices are rushed to market
with little consideration for basic security and
privacy protections.



New devices, new vulnerabilities

The attributes of many loT devices present new and unique security challenges compared
to traditional computing systems.

« Device Cost/Size/Functionality « Limited user interfaces (Ul)

Limited visibility into, or control over,
internal workings

* Volume of identical devices (homogeneity)

« Long service life (often extending far beyond
supported lifetime) « Embedded devices

* No or limited upgradability or patching Unintended uses
« Physical security vulnerabilities « BYOIloT

e Access



Key Challenge: IoT Ecosystem

Three Dimensions:

« Combination of devices, apps,
platforms & services

« Data flows, touch points & disclosures

 Lack of defined standards

Impacts on Sustainability Issues:
» Lifecycle supportability

« Data retention / ownership
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Who Is responsible?

Developers and users of 1oT
devices and systems have a
collective obligation to ensure they
do not expose others and the
Internet itself to potential harm.

We need a collective approach,
addressing security challenges on
all fronts.
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Two views of IoT Security

Inward Security

Focus on potential harms to the health,
safety, and privacy of device users and
their property stemming from
compromised loT devices and systems.

Outward Security

Focus on potential harms that
compromised devices and systems can
inflict on the Internet and other users.
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What we're doing about it



The Internet Society is working for
a better Internet.

We care about protecting
people’s online privacy and
security.



We want manufacturers and suppliers
of consumer loT devices and services
to adopt security and privacy guidelines
to protect the Internet and consumers
from cyber threats.



loT Trust by Design

Work gith manufacturers and
supplierf to adopt and implement
the O loT Trust Framework

onsumers to drive
demanggfor security and privacy
abilities as a market
differentiator

olicy and regulations
I better security and

v features in 10T
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Online Trust Alliance (OTA) loT Trust Framework

» Provides a set of actions to raise the level of security for
|loT devices and related services to protect consumers
and the privacy of their data

* More than 100+ stakeholders from industry, government
and consumer advocates contributed to the Framework

« Stands apart from other loT-related Frameworks with its
comprehensive focus on security, privacy and lifecycle
Issues, as well as a holistic view of the entire system

https://otalliance.org/iot/
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A collective responsibility
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loT vendors and Distribution Policymakers Consumer testing | Consumers and
their supply chain channels and and product enterprises
governments review
organizations




Builld consumer awareness
and influence

We want consumers to know about the ISR R St ————uyss 758[:‘“'

personal safety risks of IoT products and oo Vs ) ;ﬂ%
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services.

We will provide opportunities for
consumers to voice their concerns and
drive demand for loT offerings with
security and privacy capabilities.




Igniting consumer interest
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Homes are smarter than ever.
From music that plays at the
command of your voice to
cameras that provide visual
access to your house while
you're away, smart-home
technology is changing how we
live. But with that evolution,

consumers are also discovering
new risks.

Why They’re Risky
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Singapore industry needs stronger codes of
conduct as consumer data gains value

As businesses capture more information about customers, consumers
need to be more informed about such practices and industry guidelines
and codes of conduct must evolve to ensure responsible data use.
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Work with Policymakers

We want policymakers to create a policy
environment that favors strong security
and privacy features in loT products and
services.

We need smart regulation that
strengthens trust and enables innovation.




Actions for Policymakers

Governments have the opportunity to guide the loT marketplace:

Stimulate security and privacy best practice adoption

Strengthen accountability through well-defined responsibilities and clear
conseqguences

Support industry adoption of the best practice principles from the loT
Trust framework
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Activity highlights

OTA IoT Trust Framework implementation

Best practices and toolkits
Implementation guide

Training for ISOC and community

Research
Paper on 10T Security for Policymakers

Policy research: mapping the IoT policy/regulatory
landscape

Economic study on IoT security externalities

Study on “consumer grade” loT markets, to better
understand manufacturing trends and consumer behaviour

Global, regional and local partnerships

Security-minded IoT alliances

Certification organizations

Civil society organizations

Organizations that review consumer products

Internet Society community

Outreach to policy makers

* Regional engagement in strategic countries
* Global and regional events

*  Workshops and capacity building

* Thought pieces and articles
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iers providing loT

Help us spread th ecurity
risks of consumer IoT pro

* Encourage policymakers to sup
privacy features in loT offerings

Get Involved.

Engage with policymakers, technical experts and consumer
organizations around this issue in a collaborative and
multistakeholder approach

* Promote our messages and recommendations to
policymakers, as captured in the lIoT Security for
Policymakers paper

» Suggest key opportunities to broaden awareness of 10T
security and privacy

«  Recommend civil society and other partners to help us
extend our reach
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