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WannaCry Ransomware

# Wana DecryptOr 2.0

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on .
. =g Can I Recover My Files?

SITI2017 16:59:56 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

S But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'l We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.,

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

PAAATEL e ee M e Ve T2 D .

512112017 16:59:56

Time Left

Send $300 worth of bitcoin to this address:

115p7UMMngoj1pMvkpHijcRAfJNXj6LrLn

bitcoin
ACCEPTED HERE

How Lo bue bitcoins?




Bitcoin Market and Ransomware
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Using SMB vulnerability leaked by ShadowBrokers

Made public
Lost in Translation Apr. 14, 2017

@ theshadowbrokers ~ shadowbrokers

KEK...last week theshadowbrokers be trying to help pfoples. This week

theshadowbrokers be thinking fuck peoples. Any otlyfr peoples be having
same problem? So this week is being about money. JheShadowBrokers
showing you cards theshadowbrokers wanting yoyfto be seeing. Sometime
peoples not being target audience. Follow the lin}fs for new dumps.
Windows. Swift. Oddjob. Oh you thought that wgk it? Some of you peoples

is needing reading comprehension.

https://yadi.sk/d/NJqzpqo_3GxZA4
CrDj"(;Va.*NdlnzBIM?@K2)#>deB7mN Password = Reeeeeeeeeeeeeee

theshadowbrokers @shadowbrokerss| Jan. 8, 2017
#EquationGroup #CyberSecurity #BreakingNews @RT g¢gbm @RT_Deutsch
theShadowBrokers is having #WindowsWarez posted ayld now for sale.

& oj w3}y

windows_screenshots.zip (sig)

windows_warez.zip (sig)

FuzzBunch AUCtion

Name Type Price
FuzzBunch All FuzzBunch Everything
FuzzBunch Base Exploit Framework only 25.0 BTC
FuzzBunch Exploits RCEs for IIS, RDP, RPC, SMB 250.0 BTC
FuzzBunch Implants SMB Cloaked BackDoor 50.0 BTC
FuzzBunch Payloads Shelicode. Helpers, Tools 50.0 BTC
FuzzBunch Specials RCE for SMB (Zero Day?) 250.0 BTC
FuzzBunch Storage BackDoor, Shelicode, Helpers, Tools 50.0 BTC
FuzzBunch Touches Touches Free with Exploits

SMB protocol vulnerability



Propagation Speed of WannaCry Ransomware

11:12 AM Eastern

NETWORK WORM May. 13, 2017 (For about 2 hours)

LD
from MalwareTech
Source: https://www.nytimes.com/interactive/2017/05/12/world/europe/wannacry-ransomware-map.htmi .. 74



Global Infection Statistics of WannaCry

328,121 535,089

OFFLINE TOTAL
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Source: https://www.malwaretech.com/




Found of Kill-Switch (British 22-year-old)

BBBBBBB

Just bought the domain for only $10.69

Marcus Hutchins (MalwaAr'eTech)

http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com




Kill-Switch ON

=2 Unique IPs (24H)
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If didn't find Kill-Switch

=2 Unique IPs (24H)
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Maybe Armageddon

Source: https://www.malwaretech.com/
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WannaCry damage cases (Global)

Flughafen /Airport - MZ-Kastel Wiesbaden Hbf

Eronicfiart Likf -

©Ooops, your files have been encrypted! e ———

S0 23030

Flug S : —
bitcoin - s
DR [ 17V OPgwueZsNyMgws 19p7 ARSI IrE Shiw.

F-HE [ CheckPmmens | Oecrypt =

Flughafen /Airport - Mainz Hbf Koblenz Hbf

Riedstadt Goddelau - Gernsheim
- Mannheim Hbf

injection.
jystem to use.
ind contact Services at

Contact Service

- — via VirtualCare, or refer
to the operations manual or the internet at:
http:/iwww.radiology.bayer.com

<Hospital>



https://i0.wp.com/loaris.com/wp-content/uploads/2017/05/C_pfnkeXcAAm2ZB.jpg?ssl=1

WannaCry cases (Korea) - Movie theater
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No commercials and emergency escape
videos were shown for about a week.



WannaCry cases (Korea) - TOEFL Test Site

TOEFL (Test of English as a Foreign Language)
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Comparison with other Lazarus's malware

South Korea's media hack Malware

(2013)

edx, OFFFFFFFFh

. short loc_-18082080

: mou dx, hostshort[edx=2]

= push edx ; _DWORD
= call htons

: mou ecx, [esp+iih+arg_n]

: mou [ecx], ax

. imp short loc_-1088288C

. ; CODE XREI
H s HK_sub_1!
. mou eax, [esp+iih+arg_n]

. dec edi

* sub eax, 2

: mov [esp+1hh+arg_B], eax

. ; CODE XREI
. mou ecx, [esp+iih+arg_0]

5 inc edi

* add ecx, 2

= cmp edi, ebx

= mow [esp+14h+arg_B], ecx

H short loc_18861FAE

. s CODE XREI
: lea edx, [ebx+ebx]

= push edx : _DWORD
= call htons

: mou [esi], ax

. 1lea eax, [esi+ebx#*2+2]

. pop edi

* pop esi

= mov byte ptr [eax]. 1

= inc eax

: mov byte ptr [eax], B

» mou ecx, [ebp+8]

. sub eax, ebp

= and ecx, BFFh

= sub eax,

: shl eax, &

. =or eax, ecx

 mov [ebp+8], eax

: mou eax, ebp

: pop ebp

= pop ebx

. pop ecx

; retn

SWIFT Bank hack Malware
(2015)

mEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
. cnp edx, BFFFFFFFFh .
: iz short loc_19884C60 H
: mou dx, hostshort[edx=2] H
H push edx ; _DWORD o
= call htons =
@ mou ecx, [esp+14h+arg_8] H
5 mou [ecx], ax =
s jmp short loc_180884C60C -
H - - .
. .
5 ; CODE XF 3
- 5 HE_sub_ H
1 mou eax, [esp+ish+arg_a] H
s dec edi :
: sub eax, 2 H
= mou [esp+iksh+arg_n], eax .
. .
N : CODE XF :
. mov ecx, [esp+14h+arg_8] .
s inc edi H
= add ecx, 2 .
= Ccmp edi, ebx .
: mou [esp+i4h+arg_ 0], ecx .
. i short loc_18084CBE H
. .

.
: CODE XF .
H lea edx, [ebx+ebx] o
= push edx : _DWORD H
5 call htons H
. mow [esi], ax :
i lea eax, [esirtebx=»2+2] s
: pop ed} D
= pop esi =
i mou byte ptr [eax], 1 H
5 inc eax H
. mou byte ptyr [eax], 8@ .
: mou ecx, [ebp+0] =
o sub eax, ebp D
= and ecx, OFFh 5
: sub eax, 3 =
. shl eax, 8 .
. ®or eax, ecx :
i mow [ebp+8], eax :
= mou eax, ebp .
= pop ebp .
: pop ebx H
= pop ecx H
. retn :
SsEssEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

WannaCry Malware
(2017)

edx, OFFFFFFFFh
short loc_482617

dx, ds:hostshort[edx*2]

edx ; hostshort
ds:htons

ecx, [esp+14h+arg_#H]

[ecx], ax

short loc_482623

; CODE XREF:
; MH_sub_ue:
eax, [esp+14h+arg_#8]
edi
eax, 2
[esp+14h+arg_ 0], eax

; CODE XREF:
ecx, [esp+ish+arg_0o]
edi
ecx, 2
edi, ebx
[esp+14h+arg 0], ecx
short loc_4825C5

: CODE XREF:
edx, [ebx+ebx]
eds ; hostshort
ds:htons
[esi], ax
eax, [esi+tebx*2+2]
edi
esi
byte ptr [eax], 1
eax
byte ptr [eax], 8
ecx, [ebp+0]
eax, ebp
ecx, BOFFh
eax, 23
eax, 8
eax, ecx
[ebp+B], eax
eax, ebp
ebp
ebx
ecx

Same as camouflage communication protocol



Sony Pictures Malware (2014)

* .text:0640555C
® .text:po40555C
= _text:@OLO555C
*_text:@848555C
= .text:8B48555C
= .TeXL:BRUB555G
= .text:@640555¢C
= _text:@a4ES55D
& .text:pALASSSE
- .text:AALASSHZ?
. -text:BBL4AS563
& -text:BBLAS565
I .text:06405566
o .text:00640556B
5 .text:po40556F
® .text:po40556F
 _text:BBLBSS6F
. text:@8485572
o .text:0O4B557Y
= .text:@pues575
= .text:00405577
& _text:@auESS7C
& .text:BB4AS57D
- .text:AALBSSTF
. -text:00405584
& -text:00405585
I .text:00405587
o .text:po40558C
*.text:po40558D
®.text:@B40558F
= _text:BOLES50Y
*_text:08485596
o .text:004A5598
= .text:@pue5590
= .text:0640559D
& _text:pALBASSAR
- .text:pB4AS5AZ
- .text:@O4855A2
& -text:004055A2
. -text:poups5A2
I .text:po4055A5
o .text:BB4055A5
*.text:@Be4055A5
*.text:@6405508
= _text:084855A9
*_text:0848550B
= .text:004B55AB
= _text:0B4A55AB
i _text:B84855AB
: _text:pAuBSSAC
& .text:064055AD
- .text:@O4B55AE
- -text:@ouBS5AE
L]

sub_4@555C proc near ; CODE XREF: 5uh_h0536c+BTp
; sub_ues3sc+zetp ...
arg_#@ = dword ptr 4
arg_4 = dword ptr 8§
push ebx
push esi
nov esi, [esp+8+arg_0]
push edi
nov ebhx, ecx
push esi
call sub_4a5508a
nou edi, [esp+BCh+arg_4]
loc_40556F: ; CODE XREF: sub_48555C+4D)j
cmp byte ptr [edi], @
jz short loc_4855AB
push esi
nov ecx, ebx
call sub_485539
push esi
nov ecx, ebx
call sub_4@85539
push esi
nou ecx, ebx
call sub_405539
push esi
nov ecx, ebx
call sub_485539
nov al, [edi]
cmp al, 61h
novsx eax, al
jge short loc_4B55A2
sub eax, 36h
jmp short loc_4B855A5
loc_4855A2: ; CODE XREF: sub_W@555C+3FTj
sub eax, 57h
loc 4855A5: ; CODE XREF: sub_ 48555C+4477j
add [esi], ax
inc edi
jmp short loc_4B556F
1oc_4855AR: ; BODE XREF: sub_W@SS5C+167]
pop edi
pop esi
pop ebx
retn 8
sub_48555C endp

Same encryption computation logic

-text:0040261F
-text:o0040261F
-text:o0040261F
-text:0040261F
-text:0040261F
-text:0040261F
-text:0846261F
-text:004062628
-text:08462621
-text:-004082625
-text:-004082626
-text:-004682628
-text:-00402629
-text:-0040262E
-text:06402632
-text:06402632
-text:00402632
-text:00402635
-text:08462637
-text:00462638
-text:08462630
-text:0046263F
-text:00482648
-text:-00402642
-text:-00402647
-text:-00402648
-text:0040264A
-text:o040264F
-text:00402650
-text:00402652
-text:00402657
-text:06462659
-text:08462658
-text:0846265E
-text: 00402668
-text:-004682663
-text:004082665
-text:-00402665
-text:-00402665
-text:00402665
-text:00402668
-text:00402668
-text:00402668
-text:00402668
-text:08462660
-text:0846266E
-text:0846266E
-text:0040266E
-text:0040266E
-text:00408266F
-text:00402670
-text:00402671
0402671

Comparison with other Lazarus's malware

WannaCry Malware (2017)

sub_4@261F proc near ; CODE XREF: sub_hﬂ259F+127p:
; sub_#B259F+251p H
arg_# = dword ptr &
arg_4 = dword ptr 8§
push ebx
push esi
mnov esi, [esp+8+arg_#]
push edi
mnov ebx, ecx
push esi
call sub_4825CD
nov edi, [esp+BCh+arg_4]
loc_482632: ; CODE XREF: sub_4B261F+4D)j
cmp byte ptr [edi], @
jz short loc_48266E
push esi
nov ecx, ebx
call sub_4825FC
push esi
mnov ecx, ebx
call sub_4825FC
push esi
nov ecx, ebx
call sub_4825FC
push esi
nov ecx, ebx
call sub_4825FC
mnov al, [edi]
cmp al, 61h
movsx eax, al
jge short loc_LB2665
sub eax, 36h
jmp short loc_u82668
loc_482665: ; CODE XREF: sub_48261F+3FTj
sub eax, 57h
loc 482668: ; CODE XREF: sub 4B8261F+44ij
add [esi], axr
inc edi
jmp short loc_L482632
1oc_48266F ; CODE XREF: sub_4@261F+167]
pop edi
pop esi
pop ebx
retn 8
sub_48261F endp




Let’s do PATCH(Security Update)!

MS17-010: Security update for Windows
SMB Server:{March 14, 2017

Applies to: Windows Server 2016 Datacenter, Windows Server 2016 Essentials, Windows Server 2016 Standard, More

== Microsoft

This security update resolves vulnerabilities in Microsoft Windows. The most severe of the
vulnerabilities could allow remote code execution if an attacker sends specially crafted messages to a
Microsoft Server Message Block 1.0 (SMBv1) server.

To learn more about the vulnerability, see Microsoft Security Bulletin MS17-010.

Summary
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LEt’S dO BACKUP! All data from a South Korea’s web hosting

company was encrypted due to ransomware.
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Dplesse Read Me® i Enhance security of backup system

£ 7 tt WNCRY - Recommendations to backup data using external storage

— devices separate from the network




Cooperate response at the national level -> Global
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