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Bitcoin Market and Ransomware
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Source: https://www.coindesk.com/



Using SMB vulnerability leaked by ShadowBrokers

SMB protocol vulnerability

Apr. 14, 2017

Auction

Made public

Jan. 8, 2017
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Propagation Speed of WannaCry Ransomware

from MalwareTech

(For about 2 hours)May. 13, 2017
NETWORK WORM
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Source: https://www.nytimes.com/interactive/2017/05/12/world/europe/wannacry-ransomware-map.html



Global Infection Statistics of WannaCry
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Source: https://www.malwaretech.com/



Found of Kill-Switch (British 22-year-old)

http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

Just bought the domain for only $10.69

Marcus Hutchins (MalwareTech)
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Kill-Switch ON

Kill-Switch ON
(turned on about 8 hours 
after the release of WannaCry)
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Source: https://www.malwaretech.com/



If didn't find Kill-Switch

Maybe Armageddon
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Source: https://www.malwaretech.com/



WannaCry damage cases (Global)

<Railroad> <Airport>

<Hospital><ATM>
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https://i0.wp.com/loaris.com/wp-content/uploads/2017/05/C_pfnkeXcAAm2ZB.jpg?ssl=1


WannaCry cases (Korea) - Movie theater

No commercials and emergency escape 
videos were shown for about a week.
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WannaCry cases (Korea) - TOEFL Test Site
TOEFL (Test of English as a Foreign Language)

Cancellation of the TOEFL test

13



Comparison with other Lazarus's malware

SWIFT Bank hack Malware
(2015)

South Korea's media hack Malware
(2013)

WannaCry Malware
(2017)

Same as camouflage communication protocol
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Comparison with other Lazarus's malware
Sony Pictures Malware (2014) WannaCry Malware (2017)

Same encryption computation logic
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Let’s do PATCH(Security Update)!
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Let’s do BACKUP!

Build and operate backup systems
- Establish policies for data backup management, build and 
operate backup system (network configuration, backup 
procedure, backup media, etc.)

Enhance security of backup system
- Recommendations to backup data using external storage 
devices separate from the network

All data from a South Korea’s web hosting 
company was encrypted due to ransomware.

$1.14M paid to hacker for recovery costs
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Cooperate response at the national level -> Global

Building an Intelligence Network for 
Prevention Ransomware in South Korea

National Security Campaign for Prevention 
Ransomware
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