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Dr. Jean Louis Raisaro
• Medical informatics and data protection specialist in the Precision 

Medicine Unit at  Lausanne University Hospital (CHUV), Switzerland. 

• 2012 - 2018: PhD in Computer Science (privacy and security) at EPFL
• Thesis: “Privacy-Enhancing Technologies for Medical and Genomic Data: From 

Theory to Practice”

• 2006 - 2012: BS + MS in Medical Informatics and Bioinformatics
• BS + MS in Medical Informatics and Bioinformatics at University of Pavia, Italy
• Thesis: “An Automatic SNOMED CT Encoder for Clinical Free-Text”
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Growing Concern: Medical Data Breaches 
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Around 5 declared breaches per week, each affec5ng 500+ people

h#ps://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Workshop on Aritificial Intelligence for Health - JL Raisaro11/10/18, NYC

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf


DPPH – Data protection in
personalized health

• 5 research groups across the ETH domain + SDSC (Swiss 
Data Science Center)

• Funding: 3 Millions CHFrs
• DuraAon: 3 years (4/2018 - 3/2021)
• Funding Program: ETH PHRT (Personalized Health and 

Related Technologies)

h"ps://dpph.ch

LCA1: Systems 
for privacy-

conscious data 
sharing

DEDIS: 
Distributed and 
Decentralized 

Trust

GR-JET: 
Fundamental 
cryptography

Fellay Group: 
Medical 

application

SDSC: Data 
Science 

Infrastructure 
and Deployment

Health Ethics 
and Policy: Legal 

and Ethical 
analysis

Project goals:
• Address the main privacy, security, scalability, and ethical challenges of data

sharing for enabling effecAve P4 medicine
• Define an opAmal balance between usability, scalability and data protecJon
• Deploy an appropriate set of compuJng tools
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DPPH’s Long-Term Vision

RDN: Regional Data Node
DCC: Data Coordination Center

BioMed
IT RDN

BioMed
IT RDN

BioMed
IT RDN

BioMed
IT RDN

BioMed
IT RDN

SPHN
DCC

Pla$orm requirements
- Interoperability (workflow and data)
- Reproducible research
- Big data scalability
- Auditability and Traceability
- Distributed data
- Secure data access
- Data protecFon compliance
- Privacy-conscious processing

º

A One-Stop Shop for Collaborative Research
on Health Data in the Context of Swiss Personalized Health Network

… …

DPPH Blockchain
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Technologies for Privacy and Security Protec6on
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Tradi&onal Encryp&on Homomorphic Encryp&on Secure Multiparty 
Computation

Trusted Execution 
Environments Differential Privacy Distributed Ledger 

Technologies (Blockchains)
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Homomorphic Encryp-on
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Homomorphic encryp2on enables computa2ons directly on encrypted data.
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UnLynx: Framework for Privacy-Conscious Data Sharing

= ++

collective authority public key

servers public keys

• Trust is shared across a group 
of servers forming a 
collec%ve authority

• They collaborate together to 
generate a collec%ve 
encryp%on key

• The collec8ve encryp8on key 
is used to encrypt the data 
and can be compromised 
only if all servers are 
compromised

servers private keys
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[Froelicher et al. 2017], [Raisaro et al. 2018]
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Benchmarking Pipeline

[1] Salathé M, Wiegand T, Wenzel M and Kishnamurthy R, Focus Group on Ar,ficial Intelligence for Health, White paper h=ps://www.itu.int/en/ITU-
T/focusgroups/ai4h/Documents/FG- AI4H_Whitepaper.pdf 

Malicious adversary

• Steal data in order to 
take an unfair 
advantage

• Tamper with the 
evaluaQon protocol
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Privacy-Preserving Approach Permissioned distributed ledger

• Trust is distributed within the collec3ve authority
• Test data confiden3ality is protected with collec.ve homomorphic encryp.on
• Accountability is provided by the use of permissioned distributed ledger where all ac3ons are immutably logged

Collec3ve authority

= ++
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Conclusion and Next Steps

• Worldwide, the confiden0ality of health data is in jeopardy
• Standardiza0on and regula0on of AI in health can only be achieved if 

people trust the whole process to be safe, secure and fair 
• Advanced privacy-enhancing technologies can be effec2ve enablers

Next Steps:
• Explore the feasibility of integra0ng collec0ve homomorphic

encryp0on into an exis0ng AI benchmarking plaCorm (e.g., 
hFps://www.crowdai.org/)
• Develop a first proof of concept
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Collaboration Ecosystem
• 30+ EPFL laboratories
• 8+ Organizations

Blockchain

Privacy-
enhancing 

technologies

Personalized 
health

Smart 
contracts

Cyber 
security

Machine 
Learning

Content 
Protection

System
security

Cryptography

So>ware 
verificaAon
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The Center for Digital Trust @EPFL
Reinventing trust for the digital society
• Center of expertise
• One-stop-shop
• Community
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Thank you!
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