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Al techniques are a
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Anti-virus vendors claim that they use deep learning techniques, though

the details were not usually disclosed.
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Al-related issues have been actively studied z«?
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Al-related issues have been actively studied z«?
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More Al-related topics have been explored A«

A few example topics on ML researches

Traffic anomaly detection & malware Proactive defense
detection (long standing area) techniques
* Explainable system e Program debloating
e Performance improvements (minimize vulnerabilities)
/real-time operations e Watermarking DNN
e Event prediction

Attacks on computing systems

e Solving captcha

 Malfunctioning voice recognition systems Vulnerabilities of ML
Poisoning attacks

Deanonymization (attacks against privacy) Vulnerabilities of transfer
e Code Authorship Identification learning
» Document author attribute classification Attribute inference

 Identification of account pertaining attacks
review comments Model reuse attack
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We worked on Al x cybersec. for more than a decadenzc?

THE9TH

INTERNATIONAL
CYBERSECURITY
DATA MINING
COMPETITION
(CDMC2018)

The competition is associated with the 11th
International Workshop on Artificial
Intelligence and Cybersecurity (AICS 2018),
which is an associated event to the 25th
International Conference on Neural
Information Processing (ICONIP 2018),

| Siem Reap, Cambodia. The competition is
i Y open to anyone who would like to register.
I, UNITEC " -
sorship: KMITL, NAIST, KISTIL, XJTLU, APNNA, ENNS, INNS S SSSSN

o 11th International Data Mining and Cybersecurity Workshop (DMC), 2018
» Oth International Cybersecurity Data Mining Competition (CDMC), 2018
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http://www.csmining.org/cdmc2018/

Our network monitoring systems accumulates data NiCP

v" We monitor large-scale darknet spaces
v We built and have been operating systems, e.g., NICTER and DAEDALUS

Protocol




Our dataset NIcP
Category Examples of accumulated data

Darknet Data on the traffic sent to unused IP address spaces. This includes
cleichloEizls peap files, statistical information, and malicious host information.

Livenet Traffic data within NICT. This includes pcap files, flow data, security
el eI alerts generated by security appliances.

Malware

related data Malware samples, static and dynamic analysis results, etc.

Spam

Spam (double bounce) mail data, statistical information, etc.
related data

Android APK files and applications’ metadata, e.g., category and description of
el el applications

Blogs and

: Tweets, security vendor blogs, etc.
articles

W slere sl URL list, Web contents, their evaluation results, etc.

Honeypot Data from High-interaction/low-interaction honey pots and high-
data interaction/low-interaction client honey pots

o=l Information on the sites hosting malware, bot, C&C server list, domain
NicElilel=lhle=i history, malware samples, threat reports, etc. purchased from VirusTotal,

data SecureWorks, Anubis, DomainTools, Malnet, Team 5, etc.
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Our research focus NiCP

We conduct R&D on Al techniques that analyze and understand security
situation and automate security operations within an organization.

Priority determination

» Alert screening

« Evaluation of vulnerability
severity

M ldentification of malware
functions

* Analysis of Android apps
and markets

loT malware analysis
Analysis automation tool
development

Operation
automation

Attack detection and prediction
» Darknet analysis
* Threat estimation and prediction

* Encrypted traffic analysis
2019/1/21 ITU Workshop on Al, ML, and Security 11




n Priority determination

Featured topic 1: alert screening and prioritization az<?

Current process for identifying important security alert

Security/SIEM static rule Manual verification
appliances filter filter
aleal Suspicious True
cisco Alerts/hints Alerts Alerts
> lastline >= 800M/day ~ 100/day ~ 5 /day
Junper | ‘ ' g ' ¢
AlaxalA

PFU 2==2 Some alerts may One expert is working

ooy S have been missed for 4 ca. dedicated hours

FFRI, A0 for this tedious work

We replace and streamline the above 2-stage filtering process (static
rule + manual verification) with machine learning techniques.
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n Priority determination

Featured topic 2: vulnerability severity evaluation x<?

1. CVSS base score provides the technical severity of vulnerabilities
based on the value of eight metrics.

2. Currently, a registrant of a vulnerability note selects one of predefined
values for each of the metrics to derive the score.

3. We use supervised machine learning techniques to select the values
based on several features, including vulnerability descriptions.

Base Score (High)
Attack Vector (AV) Scope (S)

m Adjacent (A) | | Local (L) |  Physical (F) Unchanged (LI eSS TR 5]

Attack Complexity (AC) Confidentiality (C)

High (H) Mone (M) | | Low (L)

Privileges Required (PR) Integrity (I)

o oo JETORCED XD () s

User Interaction (Ul) Availability (A)

@ Required (A) Low (L) | High (H)

Source: T.Takahashi et al., "Toward Automated Vulnerability Handling," CARIS2, ISOC, 2019.
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Identification of malware functions

Featured topic 3: android application vetting az«?

« We detect malware using machine- Step 1:
learning (ML) and neural network (NN) Collect, extract, and encode features
techniques (Accuracy =99.79%) Step 2:
— Input features: permission requests,

API calls, app categories, Step 3:
clusters(generated from app Classify benign/malicious apps with ML
descriptions)
. o om
— Step 2 drastically reduces the 9 Risk analysisrelt
Computational COSt Application information
ﬁ :;?e":::;r;svmﬁatwme . .
Overall ris_k Iev_el fwalugtiu_nn result Threat indicators
* Some analysis have been conducted gy e ...
~ Performance without Step 2was .

disguised extension (ELF)

signed certificate

Mo vulnerability was
identified.

Vulnerability

around 94-95% by using SVM-RFE Thm*rr;z-:r;:;":::'m

— Influential features (analyzed by
SVM-RFE): API calls, some
permission requests and
application categories

Sources: B.Sun et al., "A Scalable and Accurate Feature Representation Method for Identifying Malicious Mobile Applications," ACM SAC, 2019.
T.Takahashi et al., "Android Application Analysis using Machine Learning Techniques," Intelligent Systems Reference Library, 181 - 205, 2019.
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Attack detection and prediction
Featured topic 4: detecting coordinated activities xc?

Objective We identify coordinated activities of hosts

Requirements | * Realtime detection
* Minimizing false positive/negative

Approaches  We analyze scans arriving at our darknet because bots are often
coordinated by C2 server

 We analyze darknet traffic with unsupervised learning techniques
(glasso, NMF, and tensor decomposition) to identify coordinated scans

e These techniques are tunes to run in real time

published (research blolg) port features
02/27/2018i

150 1 /W
We identified /

100+ coordinated actions
earlier than major blogs

_—
P

L\

>
dpn/LLzLL

50+

201 215 301 315
Coordinated scans A sample case of a coordinated scan detection
(x: date/time, y: number of sources) (x: date/time, y: number of sources)

Source: H.Kanehara et al., "Real-Time Botnet Detection Using Nonnegative Tucker Decomposition," ACM SAC, 2019.
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@ Featured topic 5: voice command security — a<?

Audio Hotspot Attack
* A voice assistance system can be manipulated by illegitimate attacker

without being noticed by anybody else
e We inject malicious voice commands using directional sound beams.
e Parametric loudspeaker can generate directional sound beams.

1. Privacy concerns Lwhéud

Inaudible 'i' ex) What’s my schedule?

Parametric Smart _ .

loudspeaker speaker 2. manipulating ' ,

‘ g other connected

o devices ;
Inaudible & ‘ﬂ | D
w Audible space Car Key
(Hotspel ex) Open the key. (Smart home) Phone
Call to [someone]
Countermeasure

We made a new classifier that detects various voice attacks using 2D
convolutional neural network (2DCNN).

Source: R.lijima et al., "Audio Hotspot Attack: An Attack on Voice Assistance Systems Using Directional Sound Beams," ACM CCS poster, 2018.
2019/1/21 ITU Workshop on Al, ML, and Security 16
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