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Quantum Security Standardization Activities  

  - Prerequisite for Building up Ecosystem  
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Quantum Security 1.0 

Technology Development Being used in Real Life 

Quantum Security being used in real life 

Labs and PoC Real use case development for 
telecom Network, Finance etc 

Quantum Security 2.0 
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Quantum Security 2.0 Quantum Security 2.0 
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Why standardization for Quantum Security? Ecosystem Perspective 

Interoperable QKD device for  

various types of Application? 

Scalable, Service Oriented  

& Cost Effective  

Quantum Safe Communication? 

   Lack of Standards (especially for telecom operators)   for Quantum Security 

Prerequisite for building up Ecosystem of Quantum Security 

2 



3 SK Telecom Proprietary, Network R&D Center, 2018 3 

Need of Standards Quantum Key Distribution 

Standards to support Quantum Key Distribution Network  

Point to Point Multi-user QKD Network 

Until Now… Recently… 

Secure Communication for 
QKD itself 

Overcome the distance limit with Trusted Node 

Distance limit Key Distribution and Management 

Interface to the Application (Consumer) 

Application of 
QKD 
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Activities ITU-T SG17 

QKD SG17 QRNG SG17 

 Security Framework for QKD (TR)  

 Security Requirements for QKD networks - 
Overview 

  Security Requirements for QKD networks  
– Key Management 

 Use of cryptographic functions on key 
generated in QKD networks 

 QRNG Architecture 

Recommendations for QKD & QRNG in SG17 
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QKD in General 

 Security aspects for QKD 

- Trusted Relay 

 Gap analysis between ETSI & ISO/IEC and ITU-T 

Standardization issues & suggestions 

 QKD Network interoperability 

Technical Report on Security Framework for QKD ITU-T SG17 

Security Framework for QKD 
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Overview 
X.sec-

QKDN-ov 
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Service Layer 

Key Management Layer 

Quantum Layer 

Key Consumption at the User Network 

X.sec-QKDN-km 

Security Requirements for QKD ITU-T SG17 

Security Requirements for QKD 
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Security Requirements for QKD ITU-T SG17 

Use of cryptographic functions on a key generated or distributed 
within QKD networks 

Security aspects of cryptographic functions within QKD networks 

QKD 

Combination of keys  
generated in or distributed  

within QKD networks 
with other cryptographic keys 

(ex. asymmetric cryptography) 

Supply of keys within  
in QKD node 

(use symmetric key encryption to 
guarantee the secrecy of the supplied 

keys) 
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Need of Standards Quantum Random Number Generator 

Standards to support Quantum Random Number Generator 

TRNG QRNG 

Past Now 

Unpredictability of physical entropy source 
is not well defined or known  

Unpredictability of quantum entropy source  
comes from a complete definition of this source 

Important to define this difference is important 

QRNG 
standard 
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Way to Build-Up Boundaryless 

Ecosystem 
Build-up 

Certification 
Process 

Core 
Technology 
Standards 

Interoperable  
Quantum Security 
Device/Network 

Prerequisite for building up Ecosystem of Quantum Security 
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