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FROM VISION TO TECHNOLOGY

ID Quantique’s perspectives on the
use of quantum technologies for
security

ITU Workshop on Quantum Information Technology (QIT) for Networks
Matthieu LEGRE, 06t June 2019, Shanghai, China
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Company Profile - quaTume
Founded in 2001 | ='1 By 4 quantum physicists from the University of Geneva
Geneva, Switzerland | «) 100 employees, including 50 engineers/scientists

Seoul, South Korea Do
Washington & Boston (USA)| SK telecom  Investments in 2018 by SK Telecom &
Bristol, UK T = = Deutsche Telekom

| ! Develops technologies and products based on quantum physics
within 2 business units:
- Quantum-Safe Security
- Quantum Sensing

| ®@ Performs R&D, production, professional services, integration, support

| @V/’ Clients: Governments / Banks / Gaming Industry / Universities / IT Security
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2001-2019: 18+ Years of Quantum Innovation:
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— IDQ’s quantum cryptography
technology used at 2010
world cup

IDQ ships 100+
QKD units

KPN & BT trial

Launch of AIS31 IDQ’s QKD

certified QRNG

e
REPUBLIC
AND STATE
OF GENEVA

World Premiere:
Geneva counts on

SwissQuantum
pilot network

e : i goes live in gquantum cryptography
qu;/\r/1(t3[||:1 Srgr:ztom Th?i ;gtzgi%]’gfg_Q ° Geneva as it counts its votes
Launch of 1st
number generator photon detector, . :
. . First QC Quantum RNG as Quantum RNG  The id210 replaces quantum powered QKD rackable
(RNG) is launched 's launched the id201 for Blade launched

2001

Id” Quantique

ID Quantique
is founded in
Oct 2001

2002

2003

ID Quantique
raises 1M EUR
from venture
capital fund i2i

2004

system sold

2005

Silicon APD based
single-photon
detectors launched.

IDQ presents its
first quantum
cryptography (QC)
prototype

Second generation
quantum RNG
launched as PCI
expansion card

USB device

2006 2007

IDQ Cerberis QC
solution is
released

2008 2009

T-----

Confédération suisse
Confederazione Svizzera
Confederaziun svizra

O

Quantum RNG
certified by Swiss
Federal Office of

Metrology

Schweizerische Eidgenossenschaft

as PCle
expansion card

2010 2011

colt
{iBa

ID Quantique
changes its logo and
reorganizes in three

business units

telecom single-
photon detection

2012

Worldfirst QKD QKD over WDM
as a service
launched by IDQ

network for
Swiss bank

100G encryptor

2013] 2014 |

2015

ETSI7T__\\
\ Z

World Class Standards

2016

IDQ’s single-photon
technologies chosen

IDQ raises 4.5M
EUR from Qwave
Capital

ol ol

CIMA

ETSI calls for
guantum-safe
crypto

N4l swiss
space center

IDQ wins contract
with Swiss Space
Office (QKD in space)

ID Quantique
raises 4 M CHF

IIRREREIERENERAE
IDQ-QTEC Quantum Technology Co. LTD

IDQ-QTEC 1V
Setup

by ArianeGroup

Eesa

IDQ’s wins Quartz
project with ESA
(QRNG in space)

IDQ & Battelle launch
Quantum-Safe
Security Working
Group

dBo
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2018 Investments by SKT and DT
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Signing Ceremony for
Strategic Paz nership-& Investment

¥

The iInvestment will
strengthen ID Quantique’s
position as the global leader in
quantum safe cryptography
and gquantum sensing
solutions.

Deutsche Telekom plans to make a strategic
iInvestment in ID Quantique

ID Quantique SA (IDQ) today announced a strategic investment plan
from Deutsche Telekom, the German telecom giant. The investment is
part of a joint agreement between SK Telecom, a majority investor in
IDQ, and Deutsche Telekom to strengthen their competitiveness in 5G
and offer specialised highly...

DISCOVER MORE

|D Quantique and SK Telecom join forces to form
the global leader in gquantum communications
and quantum sensing technologies

26th February 2018

ID Quantique SA (IDQ) today announced a strategic investment plan of
USS 65 million from investor SK Telecom (NYSE:SKM), the South
Korean telecom giant. The investment will strengthen ID Quantique’s
position as the global leader in quantum safe cryptography and
quantum sensing solutions.

DISCOVER MORE

ID Quantique PROPRIETARY
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The investment is part of a
joint agreement between SK
Telecom, a and Deutsche
Telekom to strengthen their
competitiveness in 5G and
offer  specialized highly
secure 5G services

Sl??elecom Feb. 25, 2018 P ClDO
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Quantum-Safe Security
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The Threat: The Quantum Computer _ s i QUANTUM®

e Computation with Qubits >chrodinger's Cat

* Main difference: build coherent superposition of states =
* Behaves like a massively parallel computer J_ﬁ e

W " : : i SR L ENY =
* Some "intractable” computations become feasible LSS BTN |

* Threat: it will break today’s widely used public key cryptographic
primitives (RSA, ECC...)

, This is why Quantum Computing is now discussed in
Information Security
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Quantum-Safe Division Ll oOaRTume

Protecting mission-critical data for the long-term future
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Quantum-Safe Division Ll oOaRTume

Protecting mission-critical data for the long-term future

Quantum Key
Distribution

Quantum Random
Number Generation

Quantum-Safe
Security Solutions
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Vision with SK Telecom . B QUaNTUME

MACROTRENDS

Unlimited possibilities
Unlimited data transfer
Interconnected world

Self-driving cars, virtual reality, smart cities, smart homes, networked robots
(D
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Vision with SK Telecom _ G QlaNTUMS

MACROTRENDS

Unlimited possibilities
Unlimited data transfer
Interconnected world

Need for greater security

Self-driving cars, virtual reality, smart cities, smart homes, networked robots
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Vision with SK Telecom

.M‘;-:_ 910} M
. @ ANTU

MACROTRENDS

Unlimited possibilities
Unlimited data transfer
Interconnected world

Need for greater security

IDQ and SKT are present at ITU and ETSI to standardize

the use of quantum technologies to support
long-term security of those new types of networks.

:g f\!g \' Trattic control (., ’\ i
- 3 > =
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Self-driving cars, virtual reality, smart cities, smart homes, networked robots
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QRNGs today \. X % .,gvtﬁsl\ﬁum

O Current generation ¢ NeXt genel‘atiOn IOT QRNG Ch|p

QUANTIS R0NeER GEntrator

SPI_CK <] scK SDI >J— SPI_DI
SPI_DO <] sDoO SCS D<J— SPILCS
IF_SEL RS QRNG Vi >— VST_INFO
12C_SCL 4] e IDA < 12C_SDA
VDD_A VA VS < VSS
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QRNGs today SRR OUANTUME
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O Current generation ¢ NeXt genel‘atiOn IOT QRNG Ch|p

SPI_CK <] ScK SDI — SPI_DI
SPI_DO <] sDoO SCS D<J— SPILCS
IF_SEL 1S QRNG VI < VST_INFO
12C_SCL 4 e IDA DJ— 12C_SDA
VDD_A D VA VS 34— VSS

Applications

<

Banking Datacentre Gaming Cryptography Critical IoT
Telco/MSP Infrastructure
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Quantum Key Distribution: Overview . QUANTUMS

* Current generation
@ % Scrambled N % @
) Message

_ 10101010101100
Cerberis 3 Alice + > 10101011010100 _ + Bob
E— 00110110101010
@ e(__Js
_ B e_B Symmetric 10101010110010
Cryptography — —
Secret Key Secret Key
Clavis3 R&D Platform
|
i\ Fragile!
!
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Quantum Key Distribution: Overview

Current generation

Cerberis 3

Banking

Scrambled
10101010101100
Alice + —> 10101011010100 _ +
00110110101010
Symmetric 10101010110010
Cryptography — —
Secret Key Secret Key
|
N Fragile!
!
Applications

=

Datacentre
Telco/MSP

A

Critical
Infrastructure

Government &
Defence
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5G Trial Commercial Network Deployment‘(Decs 2018)8
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STABILITY, SECURITY

ENC1 [ ENC2 ENC3 [ ENC4
QKD QKD QKD
Ansan Boramae Sungsoo
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