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‘G Standardization is key to accelerate QIT industrialization

CCSA

« Ensure multi-layer, multi-vendor inter-operability and conformance
- Enable scalable deployment and flexible application
« Stimulate supply chains of quantum components

Q-ICT Security Quantum-classical Enabling new ICT Boosting Algorithm |
Integration Enhancement channel integration Features Performance
Quantum B .
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Components Signal Source Signal Detector Antenna Memory Repeater
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‘é CCSA standardization activity on quantum technology

CCSA

® In June 2017, CCSA established the 7th Special

Task Group (ST7) on Quantum Communication
P(TNonQ & rERERERNS
and Information TeChnO|Ogy « China Communications Standards Association

ST7: Quantum

® ~50 members including QKD & Telecom. network communication and
information technology

operators, QKD vendors, Telecom. vendors, end

users, universities and research institutes. :
noraumn MR
communication .
processing

® Currently focused on quantum-secured
communication (QSC) based on QKD and QRNG
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8 ? Key issues to be standardized for QSC

® Clarify use cases and requirements

Application
® Provide APIs to facilitate easy and flexible applications of QKD

® Design QKD network architecture and protocols:

> To support scalability and inter-operability (domain/network/user )
> To ensure conformance and reliability
> To integrate with existing telecom infrastructure

® Provide security requirements and test methods for QKD
implementations I

:
| 0 |

Security
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/é Quantum-secured Communication Standardization Plan
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. o \ J ) | .t
applications i el R R R R R h security
Guide \
[ . Control &Key || | (QDSystem ) | [l
: Network Management layer > Security !
I Architecture 2 | Specifications : : ___Requirement ) |
| . J I
! ( AN Quantum 3!
inter-operability : f Network A Quan?t!m I:ayer : : Component Security :
& conformance » OAM Specifications & Requirement )|
for QKD 17N / N\ e L T
network : L Future
I Lo guantum
I Quantum I Quantum repeater
H *
l\ Components Specs. : "_ln_fO_rr:Ia_tlfn_P_rO_c?i issues
~ Pd

5

¢H'gﬁ£&’”§ http:llwww.ccsa.org.cn



é Quantum-secured Communication standards framework

A

[ Quantum Secure Communication J

e 5 groups of standards

® Quantum Access & Backbone
Network

e System and Architecture
® Quantum Components

e Quantum Security

Qip

S92B4493uUl Wa1sAs wnmuenb

35p07 JUSWS [SUETUS
wniuenb Apog-131n|A

UO[}23.00 JOJJ3 whnyuenb

uoneonnd
juBwWa|SueIUs WNEeNy

Q-Security

ANandas Juauodwod-p

Anundas waisAs g0

poyiaw pue juswalinbal
uonen|ena Ayndag

suonauny pue [9A3| A1IN23s

Q-Component

diyo yied |eaindo pajes3aju|

Jolenpw |eando

® Quantum information process

1012319p 1Y31| yeam

9JIA9pP "WWO0I 9JNJ3S

90JN0S
uojoyd-a|8uls papjesaH

_OuOuO._n_ “WW0d 24NJa§

JoAe7 uonedddy

2oeya1ul uonesidde Aay|

uonednuayINY

QBB&QAN

J19Ae7 1uswaseuelp A

Sunnous pue Aejas A3y

JaAe1 wnjuenp

k{6

uawadeuew Ay

[0J3U0D uOIleJaUd3 AS)

S&A

91M22UYRIY YIOMISN

3Jomiau |ednydo
|ealssep yum a1ea3aiu|

C 1T 1

ase) asn

Ja1eaday wnuenp

youms |eando

suoljuljap pue ASojouiwia]

|000104d ANO

llwww.ccsa.org.cn

&
s
£

P ERIEEER RS



- CCSA QSC standardization status

CCSA

National Standards

Quantum Communication
Terms and Definitions
Quantum Secure
Communication application
scenario and requirements

Progress:

Industry Standards

nQuantum Key Distribution (QKD) application interface
nTechnicaI requirements for quantum key distribution (QKD)
systems Part |: Decoy-state BB84

Test methods of optical quantum key distribution (QKD) system

nQuantum Secure Communication Network Architecture
Technical Requirements of Co-Fiber Transmission System for
Quantum Key Distribution and Classic Optical Communication
Key components and modules for quantum key distribution
(QKD) based on BB84 Protocol Part 1: optical source

Key components and modules for quantum key distribution
(QKD) based on BB84 Protocol Part 2: Single photon detector
Key components and modules for quantum key distribution
(QKD) based on BB84 Protocol Part 3: Quantum random
number generator(QRNG)

7

Study Reports

nStudy on Quantum secure communication network architecture

nStudy on security issues of Quantum Key Distribution

nStudy on test and evaluation of Quantum Secure Communication
System

nStudy on the Co-Fiber Transmission of Quantum Key Distribution and
Classic Optical Communication Systems

Study on Generation and Test method of Quantum Random Number

ﬂStudy on quantum key distribution key device and module Technology
requirements

Study on Quantum Secure Communication Network Management
“Study on CV-QKD technique
Study on software defined QKD network

mStudy on trusted relay node in QKD network

nStudy on Quantum Secure Communication Networking Key
Technologies
Study on Freespace Quantum Secure Communication Technology

mRequirements of encrypted data carried in MPLS PW in qguantum
secure communication network

mStudy on optimization protocol based on decoy state method

® CCSA has initiated a series of work & study items according to the QSC standards framework

® 6 study reports have been finished: 6 study reports have been finished: QKD network architecture,
QKD security issues, functional test method, co-fiber transmission, components and module
requirements, quantum random number generation and test methods.
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Contributions to international SDO:
= Design considerations for QKD network

CCSA

« Support MP-to-MP ITS Key transport

- Flexible and economic network
expansion according to service growth

« Support flexible network topology for
wide-area coverage

+ Support one-to-many QKD for access

« Support efficient key supply

and relay node routing
schemes

Provide high secret-key
throughput and low latency
to satisfy various
application requirements

« Strict QKD protocol security

proof and certification

Effective countermeasures
against known quantum
layer threats

Support effective security
enhancements for trusted

network node

- Provide developer-
friendly APIs for QKD
network capabilities

+ Fast fault detection
and recovery when
some nodes or links
fail to ensure service
continuity

« Provide per-secret-
key-flow QoS and
Charging policy
control and
enforcement

« Support multi-vendor
interoperability for
both QKD and network

- Facilitate integration with .
management devices

various ICT protocols and
applications

* have been approved to be included in ITU-T Draft Recommendation Y.QKDN _FR
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- Contributions to international SDO:
QKD network functional architecture

CCSA

® to utilize the shared key pairs provided by the Application Q-APP Function
QKD network and perform encrypted layer QKD-based secure communication applications ...
communication between remote parties
NCF (Network Control Function)
Network Authentication Session Control
Control
® to control the QKD network resources to ensure layer ) )
. . . . . Routing Control Policy Control
efficiency, quality and capacity of QKD services
KMF (Key Management Function)
Key Key Supply Function
. M t )
® to manage the keys generated by QKD links, ayor Key Relay Function
transport the keys via the trusted nodes, and y .
] . ) ey Storage Function
deliver the keys to the user applications
| Multi-user Scheduling Function |
QKD Tx/Rx function
® to distribute keys to the authenticated Quantum | — CF;‘::;E:::SF::i‘fafy“z;t;‘ﬁf’i’caﬁon |
transmitter and receiver of the QKD link using Vs —
. pe Parameter Estimation
specific QKD protocol o S
® including multi-user scheduling capability

Quantum Communication Function

* have been approved to be included in ITU-T Draft Recommendation Y.QKDN Arch
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Contributions to international SDO:
QKD network configurations

CCSA
Q-APP
Configuration 1: Distributed mode iAPP =1 Q-:: P
| HNeF A
e In configuration 1, the QKD network (e <{4 F\ NCF
. . KMF
is consisted of Type 1 QKD nodes. Jci >< (o (KMF

KMF K2 KD-

e Each Type 1 QKD node can work in s

3 . K3 >< QKD-Rx — -
an self-organized manner K3 S (cr ] Lﬁl—ﬁfﬂ
independently. QKD_TT_] Node | | 4~ P

KMF “ype 1 QKD
e The Type 1 QKD node contains the QKDRx Jo— K1,  =oee [ Node
. KD-Rx
functions of QKD-Tx/Rx, KMF and Type 1 QKD Node a1 e
NCF. Type 1 QKD
Node
Quantum Classical
Channel Channel

* have been approved to be included in ITU-T Draft Recommendation Y.QKDN Arch
oy Wit Bod 4k http:/lwww.ccsa.org.cn




Contributions to international SDO:
QKD network configurations

CCSA

Centralized
Network Control
Node

Configuration 2: Centralized network
control mode

® to centralize the network control functions c1 - —
in order to reduce the complexity of QKD Q—AP:l 7 —
nodes and improve network control A / N
eff|C|ency KME |- - T@} KMF
e In configuration 2, the QKD network is K3 K3 >< — — | I[axo-rx ]
consisted of Type 2 QKD nodes and the QKD—Tx_] TPeR 2 [ |Laro-m
centralized network control nodes. akore 2L K1, e kve ) | . 2QKD
e The Type 2 QKD node contains the Type 2 QKD Node ‘Q1 QKE')‘_DT‘E" I
functions of QKD-Tx/Rx and KMF. Type 2 QKD
Node
Quantum Classical
Channel Channel

* have been approved to be included in ITU-T Draft Recommendation Y.QKDN Arch
oy Wit Bod 4k http:/lwww.ccsa.org.cn




Contributions to international SDO:
QKD network configurations

Q-SSL, Q-IPSEC, .. m
| Q-APP 7

A2 \\/\JJ

Network Control Node

CCSA

Configuration 3: Centralized network
control with hierarchical QKD nodes

{ Q-ApP |

e To further reduce the complexity of QKD nodes,
the Type 2 QKD node is further classified into

‘ Authentication Session Control

+ Al | 4 Al

QKDN user node, access node and relay node [ RowingConvor | | Poley Conrol |

e QKDN user node (Q-UN) : in charge of obtaining
. o Je Key Rela
the key material from the QKD network, and providing T — ——
the corresponding quantum key to a specific (oo ] Koy Relay —
. . . . Key Suppl ey Storage
application for secure communication. ——
Key m QKD-Tx

e QKDN access node (Q-AN): responsible for “lad B2 | g o)

. . ’ . [ / / Multi-user User Node
aggregating the associated Q-UNs' service flow and | K3|| aom 72T opope =4 oo ey storage Ui )
forwarding it to the remote QKD node K3/1 o Usernode e . (Gor ) L Acess Node

Bkt = D
ser Noge A Nod
e QKDN relay node (Q-RN): to set up the IT-secure | Gsernose | e ety flode
key re[aymg route in order to break the distance QAN . Q88 . QAN
limitation of QKD quantum channels. | |
Quantum Classical
Channel Channel

* have been approved to be included in ITU-T Draft Recommendation Y.QKDN Arch
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Contributions to international SDO:
QKD network configurations

Q-SSL, Q-IPSEC, ...
| Q-APP ;
A2

‘ Authentication

CCSA

\_\—/\/‘)

Network Control Node

{ Q-APP |

Configuration 4: Centralized network
control and key relay mode

Session Control ‘

Routing Control Policy Control ‘ A Al

e In configuration 4, the key relaying function 1 Al |

is centralized to further reduce the
complexity of QKD nodes and enhance the

. K4 \
security of QKD nodes. //yg (ersernn )
. . Key Suppl - ey Storage
e The function of key relay is removed from [_'ﬁ[ ) " MRl
Key § Key Storage QKD-Rx QKD-Tx
the Q-AN and Q-RN. =] el |,
Key 9 T / ...... TG ser User Node
e And a centralized key relay server node is [K; Leer i LT " | ()
1 1 1 1 1 QK] User Node Mult\ user qu ccess Node
introduced which can be integrated within | (=
the network control node. G o | Access "'°“e Relay Node
...... I AN
——— aan ok QBB o QAN
Quantum Classical
Channel Channel

* have been approved to be included in ITU-T Draft Recommendation Y.QKDN Arch
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‘6 Suggestions for further QKD network standardization

CCSA
. PP T 74 U I P N
Near term ® §tandard|ze QKD network architecture and KM layer |
interfaces I Ensure basic :
| interoperability
® Standardize network level security requirements for |:> and security ;
trusted-relay-based QKD network " /
l’ """""" N
|
® Co-fiber transmission of quantum and classical signals E> Lower down cost !
I I
® Explore new use cases, e.g., integration of QKD and |:>: Bri lue |
classical cryptography (including PQC) ! ring more value |
1
® Study quantum network connected via quantum |:>4 Achieve quantum
Long term repeaters , comm. scalability :
|
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e Developing QKD standards including link level, system level, security evaluation

and certification is urgent to support QKD network deployment and application.

® The success of QKD industry requires multi-disciplinary collaboration: quantum

physics, communication networks, cryptography, information security, etc.

e There is strong need to coordinate and strengthen cooperation with different

SDOs to push forward related work in an efficient manner.
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