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The basic model

Risk Management
Controls

Risk Assesment

Business Value
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Business value

Integrity &
confidentiality

Availability

Accessibility Q. &

il

Minimize
~ friction
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Increase in mobile activity

Today — not all services
9 accessible through
- === mobile

Bl ‘Mobile characteristics
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Sl & o/  * Variety of platforms
oL T * Variety of OS

e Authentication — finger print,
face recognition, OTP
e Segregation of apps
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Bank Hapoalim Mobile Apps

Stock Market

Payments
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Business Account Management
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Risk assessment (=X5

Intelligence

Intelligence & Research team
Threat Profile
Penetration Testing

Attack Vectors Scenarios

Stress Scenarios
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Risk management & mitigation

Controls (cyber, compliance,*
legal, supply chain)

SDLC
Secure development life cycle —
cyber security architect

Risk based approach *
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Why bother?

Huge burst of mobile financial activity

From cash to digital

Increase in cyber threat (quantitative/qualitative)
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Vast potential for financial system

Role: enable secure activity anytime, anywhere
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